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Course descriptive

Information security is now recognized as an important business process which, if not
managed correctly and efficiently, may impact upon an organization’s ability to deliver its
products and services to their customers. Just as important, lack of security has the potential to
impact revenues.

The highly specialized skills and practical knowledge needed to assess an organization’s
capability to manage all aspects of information security is one that can be learn.

This course aims to provide guidance and practical experience in planning, executing, and
reporting Information Security Management System audits.

Pedagogical objectives

Recognize areas your Certification Body (CB) will be generally looking for to comply with
generic internal auditing requirements in management system standards. This will include
the meanings and intention of certification criteria and associated theories, methodologies,
techniques or tools

Appropriately trained auditors will bring added value to the internal audit process

Your business will remain compliant to the international Standard for Information Security
Management Systems

Skills development for your internal auditors; as well as the main core knowledge
requirements

Skills to be acquired

Upon completion of this training, you will be able to:

The principles of auditing to ISO/IEC 27001:2022

Audit activities

The role of an auditor to plan, conduct, report and follow up an ISMS audit in accordance
with ISO 19011

You will have the skills to:

Initiate the audit

Prepare the audit activities

Conduct audit activities

Prepare and distribute the audit report

Complete the audit

Audit follow-up

Audit an ISMS to establish conformity (or otherwise) with ISO 27001
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Targeted audience

The course is especially suitable for:
» Anyone who is or will be coordinating internal audit activities within your organization
« Those who have responsibility to audit an Information Security Management System

+ Existing auditors who wish to refresh their skills

Prerequisites

The course is aimed at those who already have an understanding of ISO/IEC 27001:2022. If you
do not have this understanding, you're strongly recommended to attend the one-day
requirements training course as the requirements of this standard are not taught on this
internal auditor’s course.

Duration

2 days - 14 hours

Pedagogical, technical and framing means

Course materials including:

+ Introduction to the training, detailed program and security assignments

+ Course presentation, theory and activities/ role plays

* Answers to the activities

+ Videos

+ Additional documents, distributed during the sessions, to use for the activities
+ Attendance sheet to be signed

Assessment specifics

* Questionnaire to assess the knowledge at the end of the training

» Customer survey
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What is included?

+ Course materials, provided electronically
*+ Letter of attestation

« Official certificate

Agenda - Day 1

Time Subject

09:00 Tutor Introduction
Welcome and Safety Information
Delegate Introductions
Overview of Course Structure and Learning Objectives
Background to Information Security Management Systems (ISMS)
ISO 27001: Structure, Auditing Areas, Terms and Definitions
Management System and ISMS Auditing
Auditor Competence, Responsibilities and Characteristics
Audit evidence triangle
Types of Audit
Audit activities
Creating an audit plan
Checklists
Audit questioning techniques: communication and interpersonal skills
Conducting the Opening meeting
Conducting an audit

17:30 Day 1 Review and questions
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Day 2

Time Subject

09:00 Review of Day 1 quiz
Work documents
Conducting an audit
Nonconformities and writing nonconformities
Creating the audit report: prepare, approve & distribute
Conducting audit follow-up activities

17:30 Course review and final questions

*These training modules are eligible to the subsidizing by the public institutions in France (OPCO).

**Each delegate receives a training convention after the enrollment.

***Please note that for the public sessions, you have until 48h before the start of the course to
confirm your enrollment. For the in-house sessions, the deadline would be of two weeks prior to the

start of the course.

****Should you be in a disabled situation, please contact us and indicate what details should be taken
into account.

You can contact us on training.france@bsigroup.com or 01 89 79 00 40.
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