Certified Information
Systems Security
Professional (CISSP)

Your partner
in progress




Course descriptive

If you're building a career in information security the Certified Information Systems Security
Professional (CISSP) is the must-have qualification to help you progress. It is a globally
recognized standard certification that demonstrates your competence as an IT professional.

Our accelerated five-day course covers topics including:
» Security and risk management

» Asset security

+ Security architecture and engineering

+ Communications and network security

+ Identity and Access Management (IAM)

» Security assessment and testing

» Security operations

« Software development security

Through participation in our course thought by industry leading trainers, you will gain the
knowledge to understand and best manage information security issues back in your
organization.

Pedagogical objectives

This course and professional certification will provide you and your organization a competitive
advantage in the marketplace, through attending this course:

* You will increase your expertise as a leading information security system professional, as
defined by the globally recognized CISSP certification

» You will develop the expertise to manage a best-practice information security system,
aligned to globally accepted standards, which ensures that your organization's information
and assets are protected

+ Understand and be confident with emerging threats, technologies, regulations, standards,
and industry best practices, and how to stay informed and respond to changes

+ Get the right mix of critical technology, business skills and experience. CISSP’'s understand
the true nature of security threats and how to respond quickly and appropriately

+ Understand how to identify, establish, and maintain the necessary frameworks that will
ensure information security strategies are aligned with business objectives, and consistent
with applicable laws and regulations

» Ensure the security and integrity of data and greater alignment between organizations’
information security programs and their broader goals and objectives.

+ Confidently identify and manage information security risks to achieve business objectives

+ Gain the necessary knowledge and skills required in order prepare for the ISC?*CISSP
certification exam
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Skills to be acquired

Our unique accelerated approach fast-tracks learning by improving your knowledge
retention and skill application. This course involves practical activities, group discussions
and classroom learning to help you develop a deeper understanding of the material and
have a greater impact on job performance.

Sample exam questions will also be provided to enable delegates to prepare for the (ISC)
CISSP certified exam.

Targeted audience

This training course is ideal for experienced security practitioners, managers and executives
interested in proving their knowledge across a wide array of security practices and principles.
Common roles to attend our CISSP courses include:

+ Security consultants

» Security managers

« IT directors/managers

+ Security auditors

» Security architects

+ Security analysts

» Security systems engineers

« Chief information security officers
» Security directors

« Network architects
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Prerequisites

There are no prerequisites for attending the (ISC)* CISSP course but it is recommended that
candidates have several years of experience and are looking to further their knowledge and
certifications by attending the course and sitting the exam.

CISSP Certification Experience requirements

Candidates must have a minimum of five years of cumulative paid work experience in two or
more of the eight domains of the CISSP CBK. Earning a four-year college degree or regional
equivalent or an additional credential from the (ISC)* approved list will satisfy one year of the
required experience. Education credit will only satisfy one year of experience.

Don't have 5 years of experience? - Become an Associate of (ISC)?

If you're ready to start your journey to a rewarding career in cybersecurity but don't yet have
the necessary experience to earn a globally recognized cybersecurity certification, the
Associate of (ISC)* designation has you covered! It's the best path for aspiring cybersecurity
pros determined to fast-track their careers. And you immediately earn the badge that proves
your knowledge.

Through the Associate of (ISC)? program, you can take the CISSP certification exam without the
required work experience. When you pass, you become an Associate of (ISC)? as you work to
gain the necessary experience to achieve full certification.

The exam can be purchased as an additional optional extra or directly with (ISC)%.

Duration

5 days - 35 hours

Pedagogical, technical and framing means

Course materials including :

+ Introduction to the training, detailed program and security assignments

» Course presentation, theory and activities/ role plays

+ Answers to the activities

» Videos

» Additional documents, distributed during the sessions, to use for the activities

+ Attendance sheet to be signed
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Assessment specifics

+ Questionnaire to assess the knowledge at the end of the training

» Customer survey

What is included?

+ Course materials, provided electronically
*+ Letter of attestation

« Official certificate

*These training modules are eligible to the subsidizing by the public institutions in France (OPCO);
**Each delegate receives a training convention after enrolment.

***Please note that for the public sessions, you have until 48h before the start of the course to confirm
your enrolment. For the in-house sessions, the deadline would be two weeks prior to the start of the
course.

****Should you be in a disabled situation, please contact us and indicate what details should be taken
into account.

*****You can contact us on training.france@bsigroup.com or 01 89 79 00 40.
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