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RED (Radio 
Equipment Directive) 
Cybersecurity FAQ

What is the RED?
The Radio Equipment Directive (Directive 2014/53/EU) is an EU directive addressing requirements related to 
the CE marking of radio equipment. It covers aspects of radio equipment including safety, electromagnetic 
compatibility and use of the radio spectrum. It has been in effect since 2017.

What are the RED  
cybersecurity requirements?
Commission Delegated Regulation (EU) 2022/30, 
often referred to as the RED Delegated Act on 
cybersecurity, aims to strengthen the cybersecurity 
of internet-connected radio products available in 
the European Union (EU) by bringing into effect 3 
additional essential requirements.

The 3 new essential requirements are:

Ensure network protection: radio 
equipment does not harm the 
network or its functioning nor misuse 
network resources.

Radio equipment incorporates 
safeguards to ensure that the 
personal data and privacy of the user 
and of the subscriber are protected.

Radio equipment supports certain 
features ensuring protection 
from fraud.

The EN 18031 series of standards has recently been 
published to address these essential requirements. 
BSI now provides testing against these standards, 
building on our extensive experience in providing 
testing and certification services for a broad range 
of internet-connected devices, including those 
compliant with the ETSI EN 303 645 standard.

When will it come into effect?
The new essential requirements will come into 
effect on August 1, 2025. 

This means from this date any radio equipment in 
the scope of the RED that is sold or supplied in the 
EU, or on the basis of CE marking, must comply with 
the applicable essential requirements on 
cybersecurity.
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Currently there are no harmonised 
standards to the RED covering the 
cybersecurity essential 
requirements. It is expected that 
the EN 18031 standards will 
be harmonised.

To which products do these 
requirements apply?
Essential requirement 3(3)d on network protection 
applies to any radio equipment that connects to the 
Internet (i.e. sends or receives data using the 
Internet) directly or via another equipment). This 
applies even if the Internet connection is a not via 
the radio function.

Essential requirement 3(3)e on safeguarding 
personal data and privacy applies to any Internet-
connected radio equipment capable of processing 
personal data, traffic data or location data.

It also applies to wearable radio equipment, toys 
which are also radio equipment, and radio 
equipment for childcare, even if they do not 
connect to the Internet. Essential requirement 3(3)f 
on protection from fraud applies to any Internet-
connected radio equipment that enables the holder 
or user to transfer money, monetary value or 
virtual currency.

Are any products exempted?
Medical devices and in-vitro diagnostic medical 
devices are exempt from these requirements, as 
cybersecurity of such devices is already addressed 
by other EU legislation.

In addition, essential requirements 3(3)(e) and  
3(3)(f) do not apply to:

•	 Civil aviation equipment
•	 Automotive equipment
•	 Electronic road toll systems

How do I demonstrate compliance 
with the RED cybersecurity essential 
requirements?
Compliance with essential requirements is usually 
achieved by applying standards. There are various 
product cybersecurity standards available globally, 
such as ETSI EN 303 645 in Europe.

Recently, a new series of standards has been 
published to directly address the RED cybersecurity 
essential requirements:

•	 EN 18031-1:2024 covers essential requirement 
3(3)d on network protection

•	 EN 18031-2:2024 covers essential requirement 
3(3)e on safeguarding personal data and privacy

•	 EN 18031-3:2024 covers essential requirement 
3(3)f on protection from fraud

Each standard can be applied, to address each 
essential requirement as applicable to a product. 
The standards cover a range of cybersecurity 
mechanisms with many common areas across all 
three standards.
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Will I need a notified body to certify 
my product?
Currently there are no harmonised standards to the 
RED covering the cybersecurity essential 
requirements. It is expected that the EN 18031 
standards will be harmonised. 

Once harmonised, these standards will provide 
automatic presumption of conformity with the 
associated essential requirements, if applied in full 
(e.g. your product meets all applicable requirements 
of the standard). In this case, no notified body is 
required.

If the standards are not harmonised, or a standard 
is not applied in full (e.g. you cannot meet some 
requirements, but can justify this), or you choose to 
apply a different standard, you will need a notified 
body to certify your product.

Why do I need to comply?
Compliance with the RED is required for all radio 
equipment placed on the EU market. 

Once the cybersecurity essential requirements of 
the RED are in effect, from 1 August 2025, 
CE marking of radio equipment under the RED will 
only be valid when these essential requirements are 
applied (if applicable).

What are the penalties for failing 
to comply?
Penalties for non-compliance with RED vary across 
EU member states. However, potential 
consequences include:

•	 Seizure of non-compliant products
•	 Fines
•	 Market withdrawal of products
•	 Damage to brand reputation.

What are some example IoT/Radio 
equipment devices this affects?
The RED essential requirements on cybersecurity 
will apply to a wide range of radio 
equipment, including:

•	 Wireless LAN (Wi-Fi) devices
•	 Smart home devices such as security products, 

entertainment products (e.g. smart TVs), home 
automation devices and smart appliances

•	 Smart wearable devices
•	 Baby monitors
•	 Radio modules
•	 Remote control toys
•	 Smartphones, computers and other 

IT equipment
•	 Wireless card readers and other electronic 

payment devices

What should I do now?
Some simple steps you can take to prepare for 
1 August 2025 are:

1.	 Identify which of your products are affected.
2.	 Update or produce product cybersecurity 

risk assessments.
3.	 Identify which essential requirements are 

applicable to these products. 
4.	 Ensure your product complies with appropriate 

standards such as the relevant parts of the 
EN 18031 series.

5.	 Obtain evidence of compliance with standards 
– have your products tested.



@2024 BSI. All rights reserved.

How can BSI help me?
BSI is a leading provider of conformity 
assessment services. We can assist with 
product cybersecurity testing to standards 
such as ETSI EN 303 645 and EN 18031-1/2/3:

•	 Gap analysis – test your product to 
identify gaps in compliance.

•	 Conformity testing – test your product 
and gain evidence of compliance 
with standards.

By partnering with BSI, you can ensure that 
your radio equipment meets the 
cybersecurity requirements of the RED and 
gains (or maintains) access to the EU market 
and beyond.

Discover more at
bsigroup.com

Why BSI?
Our highly skilled engineers and CREST-qualified 
testers work with you to ensure your app is secure 
and conforms to the industry’s most recognized 
standards. Not only are we an experienced testing 
body, we have been certifying products for over 120 
years, adapting our changing our services to suit 
our times. 

At BSI, we focus on delivering testing and 
certification services underpinned by quality, safety, 
reliability, and trust. As a global organization, we 
have the scale and reach to support any size of 
organization and in our dedicated state-of-the-art 
IoT laboratory, where our experts provide fast and 
effective testing for a wide range of IoT products. 

BSI has a world-class cybersecurity capability 
recognized by UKAS accreditation, CREST global  
accreditation, National Cyber Security Centre, and 
IoT Security Foundation combined with decades of 
experience in product assurance, testing 
and certification.


