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M cconomic M Envionmental B Geopoitical M societal M Technological % of respondents
Infectious diseases 58.0
Livelihood crises 55.1
Cybersecurity failure 39.0
Clear and
present Digital inequality 38.3
dangers
Shor.term ricks Prolonged stagnation 38.3
{0 -2 years)
Youth disillusionment 36.4
Soclal cohesion erosion 356
Human environmental damage 35.6
Asset bubble burst 53.3
IT Infrastructure breakdown 53.3
Price Instability 52.9
Commedity shocks 52.7
effects
Medium-term Interstate relations fracture 50.7
risks (3 - 5 years)
Cybersecurity failure 49.0
Tech governance fallure 48.1
Resource geopolitization 479

Source : WEF The Global Risk Report 2021
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Big Data

*ISO/IEC 20547-4:2020 Big data
reference architecture. Security
and privacy

*ISO/IEC 27045.6 Big data
security and privacy.
Processes**

+ISO/IEC 27046.2 Big data
security and privacy.
Implementation guidelines**

Blockchain P

*ISO/TR 23244:2020 Blockchain.
Privacy and PII protection
considerations

*ISO 23642 Blockchain. Overview of
smart contract security good practice
and issues**

+ISO 23576:2020 Blockchain.
Security mgmt. of digital asset
custodians

+ISO TS 23635 Blockchain.
Guidelines for governance**

*ISO/IEC 27400.3 |oT security and
privacy. Guidelines**

*ISO/IEC 27402 |oT security and
privacy. Device baseline
requirements**

*ISO/IEC 27403.3 |oT security and
privacy. Guidelines for loT-domotics**

*ISO/IEC 30176 Integration of loT and
DLT/Blockchain**

policies
Human

Internet of Things —

TERS

*PAS 1040:2019 Adopting digital
technologies in manufacturing. Guide
*PAS 7040:2019 Digital manufacturing.
Trustworthiness and precision of
networked sensors. Guide

*ISO 23247 series Automation systems
and integration**

Compliance Security

resource of information
security security

Information
security
incident

‘management

Asset
management

formation
rity aspects
business
ontinuity
inagement

Acces:

System
acquisition,
Jevelopment and
maintenance

Communicatio
security

Supplier Physical and
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security
Cryptography Operations
security

*ISO 19650-5:2020 Organization and
digitization info. mgmt. using building
info. modelling. Security-minded
approach to information management

+ISO/IEC 30145 series Smart City ICT
reference framework**

*ISO/IEC 27570:2021 Privacy protection.
Privacy guidelines for smart cities

EEEERRRERF KRRV AFMRENEIRRCHIMGHE -
RIEEENANE - FFEARETEH ISO/IEC 27001 %
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_Digital Manufacturing |

Health informatics
. Sec.

*ISO 11633-2:2021 Info. sec.
mgmt. for remote maintenance
of medical devices and medical
info. systems. Implementation of
an ISMS

+ISO 81001-1 series Health
software and health IT systems
safety, effectiveness and
security**

+ISO 21332 Cloud computing
considerations for the security
and privacy**

Organisation I

contro

Building Info. Modelling
‘(BIM) .

Automotive Sec.

*PAS 1885:2018 The
fundamental principles of
automotive cyber security —
Specification

*PAS 11281:2018 Connected
automotive ecosystems. Impact
of security on safety

+ISO 21434 Road vehicles.
Cybersecurity engineering**

Cloud Computing
.Security

+ISO/IEC 19086-4:2019 SLA
framework. Components of
security and of protection of PIl
*ISO/IEC 27018:2020 Code of
practice for protection of Pll in
public clouds
*ISO/NIEC 27017:2021 Code of
practice for info. sec. controls
based on ISO/IEC 27002
+ISO/IEC 30118-12 Open
Connectivity Foundation (OCF).

Cloud security specification**
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https://www.bsigroup.com/zh-TW/CSR/
https://www.bsigroup.com/zh-TW/ISO-27001-Information-Security/

ISO/IEC 27001 %3BHFERR 7 I5&ESIE LFRIFFSSN - RFEIEFIREARVIESI
EEZIRR AR REFABAITK - 2O - 1ISO HBTE 2020 FBE 7 H5liE
SIRHAEEAMNEEEENBEEIERCUBLEELAERABLE KBRE

HBHEEE -

® |SO/IEC 27014:2020 Information security, cybersecurity and privacy

protection - Governance of information security ( {&3T#hR )

IEmiEs P B RER T XAV SR EEE B S RER BTN EORES -
EMESIZEEEEZREIRS —RIRVTESI—HETSE(1SO 38500 25—4A# IT A
2 ). DUERIERRIERRYL - 1 ISO/IEC 27014 A H T XA E R EELIRIER
REEEBNMRIER 6 KBZ (Objective - t1NE ) Wt AREEALLENEZEA
HIREREIENEEKRER (W : full scope/ partial scope ) -

Objective 1: Establish integrated comprehensive entity-wide information
security

Objective 2: Make decisions using a risk-based approach

Objective 3: Set the direction of acquisition

Objective 4: Ensure conformance with internal and external
requirements

"@? O\ ﬁ@ Obijective 5: Foster a security-positive culture

Objective 6: Ensure the security performance meets current and future

requirements of the entity

® |SO/IECTS 27100:2020 Information technology - Cybersecurity - Overview
and concepts ( Z##55] )

IR 7T ABA8EE % 2 ( Cybersecurity ) #HBIRVELT - LUK (Bl );

B ASENEEHAY ISO/IEC TS 27110 Information technology, cybersecurity
and privacy protection - Cybersecurity framework development
guidelines HENEFRABEI B BAELZEMN 5 EREAEES (Identify,
Protect, Detect, Respond, and Recover ) — BJE2 NIST CSF WEKBHES ;

m £ |SO/IEC 27102:2019 Information security management - Guidelines for
cyber-insurance ( A% )WAESER  UREERASGTESRIENRELS
BN BERRTE -



B Incident Management ( B ER ) EBENEZEN . 2% 1SO HEPIEH
ISO/IEC 27035 % 3 Information technology - Information security
incident management TN EREL -

ISO/IEC 27035-3:2020 Information technology - Information security
incident management - Guidelines for ICT incident response operations

( E##E5I)
Part 3 508512 ISO/IEC 27035 Z3|FHE="4E5] -

B Partl FBREELENEELEBBIEERNTAE ( Plan and prepare,
Detection and reporting, Assessment and decision, Responses and
Lessons learnt ) ;

B Part2 FERE LA EREE TR " Planand prepare ; #1" Lessons learnt |
7T AERIES ;

B Part3 BIARIIFEEEN—HIES] - WEIEZE T Detection and reporting 1
T Assessment and decision ; 1 TResponses ; E=EFEERHI N B RIES| -
SEMHGEENREFEAMBNRREMTIRIFENE S - LULEBEAIMEZEA
BEBENZEERELENRE  AAVENREREER - BE ROIERNE
BREEREEEET AH5TSE  ERSUBEREEIRFBRBYMETREE -
ERBYEBAMBNEAFTE - SFEARARRSIMEX D Z L RIS IHIEE
ISR K -

Detection and Assessment and decisions External reporting,
reporting and responses ifrequired
Incident Notification operation
4 N 4 ) 4 )

e . A - ) € incident
ICT security event (lnternal incident : External incident
reporting from reporting by : reporting by
source incident team { external securi

\— | N i
«From system »Within team H organization, 1
«From people «Escalation required
«From external «To internal incident H «To external stakeholders
organizations stakeholders «To regulatory authorities
*To management i
\ J/ \ J i - J

Sourcé: ISO/IEC 27035-3:2020
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. | ISO/IEC CD 27005.2 Guidance ISO/IEC WD 27011.3 Code of
o %ﬁi%lr Irltsmgti?) E]SSZB%Y cortrols ™ on managing information practice for Info. security
. % security risks & opportunities . controls for telecom.
MHE . RELHIEE WG . AREE R mEEREA
£ ‘ < Y 1SO/IEC AWI 27031 ICT
- | ISO/IEC DIS 27013 Guidance ISO/IEC PRF TS 27022 D Ve . 5
42 < on the integrated ISMS & SMS | # Guidance on ISMS processes 2 readiness for business

continuity

AR : AME T BERNER

a3l < ISMS B3|

ISO/IEC TS 27110
Cybersecurity framework
development guidelines

sl . BEZZER

ISO/IEC WD 270354
Information security incident
management - Coordination
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TECH

SECURITY 1ISO 27001
ISO 27100

ISO 27035

® &5 BSI | &EiEaE - EmAlE - BSI FIARESE - VerifEye RiEF A& - BSOL REZE R E

BSIZEBIIREHE

T: +886 2 2656 0333 | E: infotaiwan@bsigroup.com | www.bsigroup.tw



https://www.bsigroup.com/zh-TW/Our-services/certification/
https://www.bsigroup.com/zh-TW/Our-services/product-certification/
https://www.bsigroup.com/zh-TW/Our-services/training-courses/
https://www.bsigroup.com/zh-TW/Our-services/BSI-Verifeye/
https://www.bsigroup.com/zh-TW/standards/british-standards-online-database/

