EBEEREHS(BCI)
2017 WEREHEES

HORIZON SCAN REPORT

2 O
N -
Business Continuity
Institute @



FE
RS ERERS
Business Continuity Institute (BCl)

BIEH LFReEERHSERERE (Business Continuity Institute, BCI )
#92017 4R $RHEFAE ( Horizon Scan Survey ) ° =B fIRZENE
REXENNMEZ— » £ BS| RRRERENZF ELEE 6 £
b o BRI AERERBIERIRER » IMEEGEESERB TS RN A E
EM o LRI E AR ENEENR - EXRABVEANUTENERKE
Fia ek -

HFARIFH (Horizon Scan) RN & T2 X FEABEIMMNEREFAR
Ms ' RREENTEz— - REREE  SLERMRBLEERES
BHNBERE - ABEEHHNBEATEERAIAEE - KHEBREFIIE - N2

RZNEBRARERGEHRM,  MERKERRE BXKRE - David Thorp

REBNEETS  RILEREE RN O EREELE - srars  BClI FITRE

BRIMAS R EIEEEE RN HH RN WBRERNRERS  —SFE
WEPATERF 0 ERNEERIFEERZN  EENREKE  BUa®E @ LARKREBSE » fIfIER
LTERADEOHIHRE

i

MBRMBEEHINR - FFEREFEBENSER T RETNRASIHE - BERRMAFEZHRARS
28 URAMOREEREEENGE  SE2RANSERBRBI - —LRinRE  PINPTRRY [YE
Ml AR DIAEBTE RTINS ELERTRRRERE AR ARNESSH - AL ARLEL
BERE > WREIZENE - B EEREZRINEERE - aANLt - SrEST EEmEIIE -

SEFBRREBBBRLUERAEXBENZE - REBHNBAREER @ ERXESE Y REASEREE
N IREM) - (ERBEREBERENRFERNE  BREMHAIEFEEKN - REPUNZE - TS 21N
R WAZEERERNERN > BERKMASENR  SLENERRHHBURERITCEANE SR
EEOETRIE - Emir iR ERREZTERELR  BRBERL2EALIRNARE » RIAJEEHEH
HNREREZIER -

BinR & BT FIORELBEN —EERRRE > REMTECBREAR - BEHLITEA - BIETHERE
= A RERRBEEN—EEY  EERRSRENTE @ DRE—RKEE @ LHHRNFZHEBMS » #%
RAEERNER - X2 ELZENVES - LAKRIEENWRERE -

—INBEAE - MEXEAHBE B - BENERA—ERXRSBPDENNREBNVKERE - BAIAERER
RWRZERAR - BESEREBKERMES, - RELRZHTTEMLER - #BAEBIREEFRE
N BREERFERIBRATHIRFR



FFE
LGS
British Standards Institute (BSl)

2017 BCl #1FARIRIETREMI A 2 BSI £ BCl BEENFEFAELR
MR - ERMAMEASSENERREE  FABLEEEELETEAN
K BRERENKEHESTYE  BIESREERNRKIESE - ZMmK
2\ FUREhz REARE  DURRMFEEE dARNELERBNHENERE
BEMREA  ALEERFENEEMHMERES -

SEM=ARE - BEKE  SRNREREENEENTE R
BIRELUR R « EREFRENNED - BLREHERERE > LE
=RESMEIUEERAN= A0 (VENBNEE GBRKE  (4)
RREH o ERBNESBAT  BOARE  FERUREEEREEN
B EEREIEENIMORCRE - ITERRENNED - A8 Howard Kerr
MBREBROERELRD LA EHEREE - B EREEA B oy

HRHIE e RBENSREBEANEERAR S - BSI RE#MTR

ERFECRATEADRERNZEE - (KR PwC WBNARBBUFEEREN 2015 FATETHNEMREINEHA
E > BAREREBRRRNA) - S EEEREL ERINRMIER  BE 12 BRE 58 90% RIARZUER
R 74% RVNAEBREBIIERINERE - BLEANGRUBHBEREERNINS ERAERE—E 15
E NFEE - R MAIRERE] - EEASERENSFERS - RISME B mRA R A -

REFNTEMS > ERBEEHEXEZINBNENRNERRSR T RFEE  ERR/ T REIRCHEER
BE - =2 (69% ) LIRS - 1T Y REMEBZ 0T - DURAEFRRIETEIN IR 5 63% rAES
&M IS0 22301 ZEFEBEERRKRFERFXELEREREBEHNIES - RKBSRENBERLAREINAE
& - AIREEFEENRORH - HBERERELBERAFTERAMENRKHERER - BRIHRHELZE
B BRAFRMHKNKRRENER - B EFETEELEENRL > REXEFRELZR -

A EBENAERE - BERIINERMELSZ - KIINKREBRREES @ RESBEXLEE LK
EEENEL EBEVABIMNENREUEAREEER HEE P HAREFEBERMENR2ER
The Lo EMSBEEE  HEEFESINRR T LUEEAREREHENERNRE - EBLAERTEL
RE| i RIEIERELEEERIES 0 MERBRNEHENSEBTRELEL -



et 18

B$% ( Annex ) 20






HTE

2017 BCI tﬂSF’fE'fn?T”

0’1
il 26 [

Bl Oi/ff £2(Threats

6th X H RS R

S ERITE

2nd BRIME 7th
Act of terrorism

Data breach

3rd ETR BNV SEE  E @) 8th cadictL i

Unplanned IT and telecom outages Supply chain disruption

4th REREN

Security incident

9th AT/ EABER Ry e] A4
Availability of talents/key skills

5 BERME

Adverse weather

l Oth B ZESHE

New laws or regulatlons

EE RS o

st MBUEREESEE b 6th
Transport network disruption

Unplanned IT and telecom outages

2nd BHRE
Adverse weather

Qrd AR E ',ﬁ? gth {ftHEsE b
Supply chain disruption

7th A7/ AR TR =] A
Availability of talents/key skills

Interruption to utility supply
gth BHHNR

Data breach

4th g
Cyber attack

Gin RS

Security incident

Oth B ZESTER

New laws or regulations



HERRE

BU10 K Z4(Trends)

R EREE T EERE
Use of internet for malicious attacks

LB RRRRR &

Influence of social media

MAREEBT

Loss of key employee

FERMEBENEEERE

New regulations and increased regulatory scrutiny

B BaRmRBH L RS ERA

Prevalence and high adoption of internet dependent services

BRIt

Political change

HAESEIERE R TR

Increasing supply chain complexity

BENZHERERE

Potential emergence of a global pandemic

HEAREMTRIE

Changing consumer attitudes and behaviour

B RBEUR BN BT E

Slow economic growth and its impact on investment

BB HEEFIRREEN
AIRE

FIRSHEET
#E2R M TR e
SoRFIHAME T

R
LA 5 B it AR

o X ME1REESHE
TEN—EB 5 =

BRI E
BT

#RH 1SO 22301

FI3XRZEHAMES
E2FRE
ISO 22301 i 5H
EEFEETEN
jSEFA|







HhSFRRIFRERE 2017

BSI £2 BCI AT ERIRYIL- PR FHIME - REH NS EEXAEBA TR BHEEZMETNFEENFR
ARBEBNROAEEOERNEELEFERASHBYMUNEXABEBG R ERE - URIELEREM
BRI PERNL - REANBETREEEEREHFZE » REALLBRER -

BELER > EREWEE Y SABETREITI(TE FRFRITE  ERABIPENERER - &
WERM 2016 F 10 ARKRETAY 4 BARE - 8 79 BRXK - 5 726 ZEBSRERR -

FESE I

= &8 18N = E E bR
WREHARRERN SUNEBOHENLERR - HIEEABY
1R 7t 0 WSS BB 2 HARMABINIUS RS LT -
HAWHE O E B R ERES R AR ALER B (AR
REE " BEAEBNEE -

FIKBAEBRREAERNKEZ— - HRRIRNEE » BIRKEAIAIRER
AXRSURBBRBHERBAE MY B EXEEEELS - ERREDAEE

RER  BELERSEFFLEFESNEW - BARANEWAIRRELEES]  £2

BB > IREAEEIMEENARE L - o SEFRNER > BARHE
RHRAEAR  AMmB ABETESWERBE 2 - Bl REESHFERIIEXEIR
HREZE  BIMAENSENESERRBERE YHEREWBREREE 53— H
ESASENRR > AEN Y BRERRBLERAEERS]

KR xEE{ L & Bl SR (R F At Rl sE T B BV LB SRR 2R E - B im R IR S AR BRI BLFE S Fh i
o > ATRERRAHESENNE - TEERINERERBHIRENARBEKE ° - Hl20 2010 F - HFE
HXEASELERENEE - BHAREERRD - EFHEKRAQE 150 F357T  EHNEETEOXE
BRI - ATMEEZEZ 2 IRREAVHEIE -

Thttp://www.pwc.com/gx/en/services/advisory/consulting/risk/resilience/publications/business-not-as-usual.html
https://www.theccc.org.uk/wp-content/uploads/20 16/07/UK-CCRA-20 17-Synthesis-Report-Committee-on-Climate-Change.
pdf

3http://www.bbc.co.uk/news/uk-36603508

“htto://www.bbc.co.uk/news/uk-36833042
Shttp://www.|se.ac.uk/Grantham|nstitute/news/british-businesses-at-risk-of-damages-and-disruptions-from-climate-
change/
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"A copy of the BCI Cyber Resilience Report may be found here: http://www.thebci.org/index.ohp/obtain-the-cyber-resi lience-report-20 16.

8The figure cited is a total of participants indicating they are either ‘extremely concerned or ‘concerned’ over a specific threat unless
indicated otherwise.

9A copy of the BCI Emergency Communications Report may be found here: http://mwww.thebci.org/index.ohp/emergency-communications-report-20 16

OA copy of the BCI Supply Chain Resilience Report may be found here: http://www.thebci.org/index.ohp/bci-supply-chain-resi lience-report-2016
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http://uk.reuters.com/article/us-britain-markets-sterling-idUKKCNOZN1RO0
2https://www.ft.com/content/45ab8f2a-8961-11e6-8cb7-e7adald123bl
Bhttp://www.bbc.co.uk/news/election-us-2016-37889032
http://uk.businessinsider.com/polls-election-hillary-clinton-donald-trump-2016-11?r=US&IR=T
http://uk.businessinsider.com/us-dollar-after-donald-trump-2016-11?r=US&IR=T
1http://money.cnn.com/2016/09/14/news/economy/donald-trump-economic-plan-1-trillion/
http://www.wsj.com/articles/euro-falls-just-slightly-after-italian-exit-polls-show-no-vote-1480891344
Bhttp://www.marketwatch.com/story/how-2017-is-likely-to-be-a-turning-point-away-from-the-eurozone-2016-12-14
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20A copy of the white paper ‘Business continuity delivers return on investment’ is available here: http://www.thebci.org/index.
php/bci-business-continuity-awareness-week-2016-white-paper.
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