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| 950 Diners Club becomes the world's

first multipurpose charge card.

k McNamara. forgetting his wallet while dining out al a New
/as an embarrassment he resolved never 1o face again. Luckily,

his wife bailed him out and paid the tab.

A yoar tater in February 1950. he returned 1o Major's Cabin Grill with his partner
Ralph Schneider When the bil armived, McNamara paid with & sm

known today as a Diners Club Card. This event was hailed a5 the First Supper
paving the way for the world's first multipurpose charge card
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Payment Card Industry

Data Security Standard

Date ‘ Version

October 2008 1.2
July 2009 1.21
October 2010 20

MNovember 2013 3.0

April 2015 3.1
April 2016 3.2
May 2018 3.21
March 2022 4.0
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® Gidi thiéu vé ciu tric tiéu chuan PCI-DSS :

Network Change default Data at rest Encrypt data on
Security settings transmission

Unique ID Need to know Secure application AV protection
Authentication & system

Physical security Log and Testing Security Policies &

monitoring Procedure
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Payment Card Industry

PCI-DSS

Data Security Standard

“PCI DSS Ia tiéu chuén bao mét dir liéu thé. Tiéu chuén ap dung
cho tat ca cac t6 chdc tham gia vao qua trinh xur ly, luu trir va
truyén gui dir liéu thé”
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® Cac thong tin can biéet khi lam PCI-DSS

Cac tai liéu trong Thu vién cua PCI

Standard:
Q PCI-DSS 4.0
a PCI DSS 4.0 Summary of change

Guidance:

PCI Scoping and segmentation
Connected-to service provider
Virtualization guidelines

Cloud guidelines

Effective Daily Log Monitoring
Penetration Testing Guidance

Best Practice for Maintaining PCI-DSS
PCI Glossary

cooopoO00o

Cac To chirc danh gia dudc cap phép
d Qualified Security Assessor/ QSA

a Approved Security Vendor / ASV

a PCI Forensics Investigator / PFI

QA PCI Professional / Chuyén gia Tu van
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® Nhirng thay doi cua phién ban 4.0 so véi 3.2.1 5

Co 4 nét mai xuat hién trong phién ban 4.0
# 1 — xuat hién cach tiép can mdi ma PCI goi la Customized Approaches va phu luc D,E1, E2

# 2 — 64 yéu cau mdi, trong do co6 1 sb cai la méi hoan toan, 1 sé la diéu chinh hoac gop lai
tir cac yéu cau khac.

# 3 — Hudn dan thuc hién dudc viét chi ti€t hon. Vi phan thuc hién nay ma tiéu chuan 4.0
dai gan gap do6i so véi tiéu chuan 3.2.1

# 4 — Bao cao danh gia ROC va SAQ cho phién ban mdi

Tong cong c6 64 Yéu ciu mdi, trong do:
0 53 yéu cau mdi la &p dung cho tat ca cac to chiic (Bank, S.Provider, Merchant)
@ 11 yéu cau mdi la chi ap dung cho cac daon vi cung cap dich vu (S.Provider)
0 13 yéu cau mdi la bat budc cho cac cudc danh gia chirng nhan sau ngay 31/3/2024
0 51 yéu cau mdi la bat budc cho cac cudc danh gia chirng nhan sau ngay 31/3/2025
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® Lo trinh chuyén doi PCI-DSS 4.0 6

Implementation Timeline

PCI DSS v3.2.1 will remain active for two years after v4.0 is published. This provides organizations time to become
familiar with the new version, and plan for and implement the changes needed.

31 March 2025
Future-dated new
requirements
become effective

Official Release: ISA/IQSA 31 March 2024
PCI DSS v4.0 with training and PCIDSS v3.21
validation supporting retired

documents documents

Transition period from PCI DSS v3.2.1 to v4.0

Implementation of future-dated new requirements

b |
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® Cac khoan phat va chi phi phai tra vi khong tuan thu 7

Thé gidi

Q Tién phat do khong tuan thu: $5,000 -
$100,000 /thang tuy quy mo6 DN va muc do
nghiém trong

Q Tién lam lai thé: $3-5/ card

Q Chi phi phap ly: bén thua sé phai chiu chi
phi phap ly

Q Chi phi diéu tra: Hang the sé chi dinh 1
chuyen gia phap y may tinh PCI FPI t&i diéu
tra. T6 chlc s& phai chiu chi phi nay.

Q Chi phi cho cac g|a| phap dat tién: dé phong
tranh cac su vu vi pham tudng tu lap lai, cac
hang thé cd thé sé yeu cau to chirc dau tLr
nhiéu giai phap ti€n tién kém theo gia ban
dat do.

bsi

Trong nu'dc

QHién chua cé thong tin chinh thirc cong bé
lhcach cong khai v/v xt ly vi pham dir liéu
the

QTuy nhién tucng lai c_fan khi quy dinh phap
luat Viét Nam ve xUr ly cac vu viéc vi pham
dir liéu ca nhan dugc théng qua, thi cling
sé ap dung cho pham vi su c0 vi pham di
liéu thé. Do dir liéu thé dudc tinh Ia 1 loai
d{ liéu ca nhan nhay cam.

QTai chadu Au muc phat cé thé 1én tdi 20
triéu Euro,hodc 4% tong doanh thu toan
cau cla td churec.

QPCI DSS la 1 Framework tot, co the dung dé
ti€p can bai toan bao mat cho cac dir lieu
ca nhan khac ngoai dir liéu thé.

Copyright © 2022 BSI. All rights reserve
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® Xac nhan pham vi PCI hang nam, trudc danh gia chirng nhar
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Start
Here

1. CDE

System component stores,
processes, or fransmits

CHO/SAD

AND/OR

System component is on
the same network as, or
has unrestricted
connectivity to, system(s)
that store, process, or
transmit CHD/SAD.

In Scope for PCI DSS

2. Connected-to or Security-impacting Systems*

System component
R | indirectly connects
to CDE

System component
directly connects to
CDE

OR OR

System component
R| provides security
to the CDE

System component
impacts configuration
or security of the
CDE

OR OR

System componeant
segments CDE
systems from out-of-
scope systems and
networks

System component
supports PCI DSS
requirements

In Scope for PCI DSS

Systems are considered to directly or indirectly connect to the
CDE if they can impact the security of the CDE if compromised.
For systems to not directly or indirectly connect to the CDE.
conftrals must be specifically implemented and verified via
penetration testing to confirm connections to the CDE are not
possible,

Out-of-Scope Systems

Copyright © 2022 BSI. All rights reserved
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® Lén ké hoach danh gia th

Mapping yéu cau PCI v@i cac loai tai san

0 Thiét b mang

D Hé th6ng Rl:q. R:q. R:q. Riq. R:q. R:q. Ri;q. Rn;q. R;q. R::. R:1q. R:zq.
d Ung dung, CSDL S e
O Nhan su phu trach Applications
Q Dia diém .
Table 2: Applicability of PCI DSS Requirements to Assets Type E::rzes

PCI DSS Requirements Vulnerability

Req. | Req. | Req. | Req. | Req. | Req. | Reqg. | Req. | Req. | Req. | Reg. | Req. Management
1 2 3 4 5 6 7 8 9 10 11 12 PERSONNEL
NeTwWORK EQUIPMENT Network
Administrator
Network Firewall | SP1 SP1 X SP1 Syst
em
Network Routers X X X X X X X Administrator
Layer 3 Switch Software
Development
Layer 2 Switch R
SDN Switch Legal
Load Balancer PHy L
IPS/IDS Head offica
WAF Datacenter
o 2 . . . . o
bSl Tham khao: https://www.pcisecuritystandards.org/document_library/
[ Copyright © 2022 BSI. All rights reserved

Best Practices for Maintaining PCI DSS Compliance
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® Lén ké hoach Panh gia thwr

10

PCI cé ddc diém la cé nhiéu hoat dong dugc yéu cau thuc hién

Theo dinh ky

Timeframes in PCI DSS
Requirements

Descriptions and Examples

Daily Every day of the year (not only on business days).
I Weekly At least once every seven days.
T
Monthly At least once every 30 to 31 days, or on the n'" day of the month.

I Every three months
(“quarterly”)

At least once every 90 to 92 days, or on the n'" day of each third month.

I Every six months

At least once every 180 to 184 days, or on the n'" day of each sixth month.

I Every 12 months
(“annually”)

At least once every 365 (or 366 for leap years) days or on the same date every year.

Periodically

Frequency of occurrence is at the entity’s discretion and is documented and supported by the entity’s risk analysis. The entity
must demonstrate that the frequency is appropriate for the activity to be effective and to meet the intent of the requirement.

I Immediately

Without delay. In real time or near real time.

Promptly

As soon as reasonably possible.

bsi.

PCI DSS . 0
n Additional Guidance
Requirement
DAILY FREQUENCY
D-01 10.6.x Daily security Conduct review of security events for: OK
monitoring +  All security events,
Logs of all system components that store,
process or transmit cardholder data (CHD),
Logs of all critical components, and
Logs of all servers & systems that perform
security functions (e.g.. firewalls, IDS,
authentication servers, e-commerce redirection
servers)
D-02 813 Disable terminated Immediately revoke access for any terminated users OK
user accounts relating to the CDE.
D-03 | BAU IT operational checks | Status of daily operational checks for systems within OK
the CDE.
WEEKLY FREQUENCY
W-01 6.1 Review vulnerability Weekly review of notifications received from OK
advisories vulnerability alerting and monitoring systems.
W-02 52¢c Review anti-malware Weekly review to confirm that anti-malware OK
operation signatures are current and periodic scans have
completed
W-03 10.6.x Security monitoring Review logs of all other systems within the CDE not OK
already covered by the daily log monitoring activity
(e.g., logs from key security systems outside of
CDE).
W-04 66 Review WAF Weekly review to confirm that WAF configuration and OK
operation signatures are current.

PCIDSS

N Additional Guidance Owner? | Status Comment
Requirement
M-05 1.2 Review authorized IP Process to check IP addresses to confirm: OK
addresses for external |+ |P addresses match those in the asset inventory for
and intemnal scanning | the CDE, and
* Presence of unknown IPs identified by the scan.
M-06 52 Monthly anti-virus Review the status of the service from an operational OK
status review and updates perspective. Where any issues arise,
resolve accordingly.
M-07 814 Monthly review for Run tools/scripts for local user accounts and OK
inactive user accounts | directory service user accounts to identify accounts
that have not been used to login to CDE systems for
mere than 60 days.
M08 | 108 Critical systems Review, risk analysis and lessons leamt for any oK
failures review critical failures identified by Service and Security
Monitoring.
M09 | BAU IT operational checks | Status of monthly operational checks for systems oK
within the CDE.
QUARTERLY FREQUENCY
Q-01 24 Review and update Ensure that the data within the asset inventory for the OK
asset inventory CDE and the actual deployed architecture is
consistent—make any changes to the relevant
artifacts/assets as necessary.
Q-02 22 Review and update (if | Review configuration standards for all system OK
needed) configuration | components, ensuring updates as new vulnerability
standards issues are identified.
Q03 | 991 Review and update Ensure that the inventary for payment terminals is up oK
payment terminal to date and accurate.
inventory
Q-04 34 Secure deletion Review and confirm that CHD that has exceeded its OK

process review

retention period has been securely deleted.

Tham khao: https://www.pcisecuritystandards.org/document library/

Best Practices for Maintaining PCI DSS Compliance
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® Lua chon Co quan chirng nhan QSA

11

Q Giay phép hoat dong cua Cty QSA phai con hiéu luc; chirng chi cua chuyén gia QSA cling phai con hiéu
luc.

0 Ngoai ra, a/c nén lua chon QSA theo kinh nghiém dénh gia cac td chirc khac trong linh vuc kinh doanh
clia td chirc.

0 QSA ciing nén cd cling van hda, dia ly va ngdn ngif véi td chirc. Vi thudng thi cac QSA cd thé ho trg
ngoai danh gia, giup to6 chuc hiéu cach dat dugc va duy tri su’ tuan thu trén cg sa lién tuc.

0 Nhiéu QSA ciing ¢ thé cung cap cac dich vu bd sung lién quan Ra quét 16 hdng, kiém thar xAm nhap,
SOC.

0 Danh sach cac QSA c6 san tai
https://listings.pcisecuritystandards.org/assessors_and_solutions/qualified_security_assessors

bsi Tham khao: https://listings.pcisecuritystandards.org/assessors_and_solutions/qualified_security_assessors
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® Pau ra cua danh gia chirng nhan 12
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= bsi
g Sandards Counc Certificate of Validation

For Service Providers

Payment Card Industry
Foymuob Card Ml sty Data Security Standard

Data Security Standard

This is to certify that the above company has certificate number Ms-md been assessed in the scope
below and found to be compliant on the date below with the requirements of the

PCI DSS Version 3.2.1, 2018, May

Certificate number

AlSaamt

The Assessment was compieted on
3 July 2023

Scope
Card issuer and acquirer services for handling card transactions and processing

PC| DSS V4.o Re . For and on behaif of BSI: .
Sohinga port on Compliance Template Attestation of Compliance for Report 42/{ U AN

on on Compliance - Service Providers President, Masaki Urushihara
December 2022 Version 4.0

 _‘ Revision 1

Publication Date: December 2022

making excellence a habit”

—_—

bsi.
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® Thao luan vé Customized Approach 13

- Customized Approach Ia sdn pham sau dgt xin y kién lan thir 2 cla
PCI-SSC vé&i cong dong. Trudc do, tai [an xem xét th(r nhat thi khong
co khai niém nay.

* Muc dich cta né la dé to chirc thoai mai mdi trong cach Iua chon Defined Approach Requirements
cong nghe mien sao dat dc muc tieu ma no ki vong. 5.3.1 The anti-malware solution(s) is kept current

. Vvia automatic updates.

« Cac yéu cau trong cac phién ban trudc ma PCI dua ra thi bay gid goi
la “Defined Approach”, n6 chi ro ra hanh dong can thuc hién;

. Con tai phlen ban mdi thi khai niém customized approach nay ko yéu

cau hanh dong cu thé, hanh ddng nao ciing dudc, mién sao dat

dudc muc dich.
Anti-malware mechanisms can detect and address
- Vidu Req 5.3.1. Cau tra 16i co thé 1a: thong qua phan tich hanh vi  the latest malware threats.

ma phan mem AV c6 thé phat hién dc mad déc mdi ma khong phai
thong qua cap nhat.

Customized Approach Objective

b |
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® Thao luan vé Compensating Controls

14

Compensating controls hay Bién phap kiém soat bu, la bién phap tam th&i dugc QSA chap
nhan s dung dé han ché rli ro gay ra do han ché ctia cdng nghé hodc han ché vé kinh
doanh cla td chirc

« Vidu nhu 1 hé thong Legacy sU dung hé diéu hanh AIX/ AS400 khong c6 chirc nang ma
hoa dir liéu
 Hay 1 thiét bj appliance khdng thé cdp nhat ban va HDH mdi.

Viéc thiét k& Compensating controls c6 3 ddc diém:

1 — Phai giai quyét dugc Rui ro cua yéu cau tueng U'ng.
2 — cO thé sir dung 1 yéu ciu khac nhung phai &p dung 1 cich nghiém ngat haon.
3 — cb thé két hop nhiéu bién phap khac nhau

b |
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@® Customize Approach hay Compensating Controls

15

Muc dich Ia nhu nhau bdi vi ban chat déu Ia Bién phap kiém soat rui ro nhung khac nhau & bdi canh sur
dung.

Customized Approach thu’dng SE dung cho cac t6 chu’c mdi ap dung va trién khai PCI DSS, noi ma td
chdc co diéu kién ap dung cac cong nghé mdi haon vi du thay vi giai phap ch6ng ma doc truyen thong
thi cé thé &p dung giai phap phong chdng ma doc dua trén phan tich cta Al

Compensating controls thudng dudc dung trong bdi canh té chirc d3 trién khai PCI.

Tiéu chuan PCI-DSS da phat tri€n dugc 20 ndm, va hién kha 6n dinh. Vi vdy, t& chlrc nén cdn nhic hon
viéc trién khai theo yéu ciu cua PCI.

b |
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® 13 Cac kiém soat can dugc uu tién trién khai trudc

31 Thang 3, 2022 - Cong bo PCI-DSS 4.0

31 Thang 3, 2024 - Ngay hét hiéu luc
PCI-DSS 3. 2 1; Moi cudc danh gia chu’ng
nhan phai terc hién theo tiéu chuan PCI-
DSS 4.0. Trong dé ¢ 1 s6 yéu cau mdi chi
la khuyén nghi, chua bat budc phai tuan
thu.

31 Thang 3, 2025 - Moi cudc danh gia
ching nhan phal theo tiéu chuan PCI-DSS
4.0, moi yéu cau phai dudc tuan thu.

bsi.

Implementation Timeline

PCI DSS v3.2.1 will remain active for two years after v4.0 is published. This provides organizations time to become

familiar with the new version, and plan for and implement the changes needed.

sition period from PCI DSS v3.2.1 to v4.0

Q1 Q@ Q3 a4 Q1 Q@ Q3 Q@ \Qo1 Q@ Qa3 a4
2022 2023 2024

Implemen

tation of future-dated new requirements

Copyright © 2022 BSI. All rights reserve



N&u anh chi c6 cdu hoi cu thé hon lién quan tdi cdng viéc trién khai PCI-DSS

Vui 1ong lién hé véi BSI. Chiing tdi rat vui néu cd thé giai dap thdc méac cho anh chi.

Copyright © 2020 BSI. All rights reserved
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