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® Gidi thiéu vé tiéu chuan bao mat dir liéu thé ;

Payment Card Industry
PCI- DSS = Data Security Standard

“PCI DSS &p dung cho tat ca cac td chic tham gia vao
qua trinh xr' ly thé thanh toan — bao gom Ban vi chap
nhan thanh toan thé, ngan hang clia merchant, ngan
hang chu thé va cac don vi cung cap dich vu.”

@Security ™
Standards Council
AMLH DISC®VER - n
= == 05 @ vsa
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® Cau tric cua tiéu chuan PCI-DSS :

PCI-DSS c6 12 yéu cau I6n, va Download mien phi ta:

3 yéu ciu bo sung tai phu luc

Network Change default Data at rest Encrypt data on
Security settings transmission
Al — Multi-tenant Service Provider
A2 — SSL/TLS ci
A3 — Budc chi dinh dac biét
Unique ID Need to know Secure AV protection
Authentication application &
system
Physical security Log and Testing Security Policies &
monitoring Procedure

b |
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https://www.pcisecuritystandards.org/document_library

® Nhirng thay doi dang ké 4.0 5

Tong cong co 64 Yéu cau mdai, trong do:  Tham khao thém tai:
o o . https://www.pcisecuritystandards.org/document library/
53 yeu cau mdi la ap dung cho tat ca cac to chuc  Summary of Changes from PCI DSS Version 3.2.1 to 4.0

11 yéu cau mdi la chi ap dung cho cac dan vi cung cap dich vu

13 yéu cau mai la cd hiéu ngay lap td'c cho moi cuoc danh gia theo phién ban 4.0
51 yéu cau mdi la chi co hiéu luc sau ngay 31/3/2025

Chi co Requirement 1 va A2 la khong c6 yéu cau mdi

Cac Requirement khac (Req2-12, A1, A3) déu co cac yéu cau moi

14 yéu cau Ié6n gom Req1-12, A1, A2 (A3 ko tinh)

65 muc tiéu bao mat, 260 yéu cau chi tiét

bsi


https://www.pcisecuritystandards.org/document_library/

® Requirement 1: Install & Maintain Network Security Control

Requirement 1 khong cdé yéu cau mdi so véi PCI-DSS 3.2.1.Trong

slide nay, c6 3 ndi dung s& dudgc da cap Defined Approach Requirements

1.1.1 All security policies and operational

TI:“T nhat la céc‘yéu C‘é\ll’,l V:é t‘:‘ji liéu dLI’(_)'AC dé’Y !én dau E\ién- -|:LI’ duy procedures that are identified in Requirement 1 are:
nay dugc cho la hgp ly vi cac hoat dong phia sau deu chi dugc « Documented.

thuc hién khi da dudc cap co tham quyén phé duyét. e Kept up to date.

Tha hai la cac yéu cau vé Vai tro Trach nhiém dudc dinh nghia. * Inuse.

Viéc nay cling dugc cho la hgp ly vi nd thudng sé nam trong cac * Known to all affected parties.

van ban chinh sach quy dinh quy trinh

Th( ba la khai niém NSC hay thiét bi an ninh mang dugc thay thé
cho Firewall va Router. B&i vi cé cac giai phap an ninh mang khac
FW, RT truyén théng cé thé thuc hién chi’c ndng bao vé & IGp 1.1.2 Roles and responsibilities for performing

mang vi du Fw 3o hoa gan day ciling dudc st dung nhiéu. activities in Requirement 1 are documented,
: C : g assigned, and understood.

Defined Approach Requirements

b | 6
Sl Copyright © 2022 BSI. All rights reserved
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® Requirement 2: Apply Secure Config All Components 7

Same to PCI-DSS 3.2.1 ngoai trur

Ap dung cho Ngay c6 hiéu luc

Chi danh cho Bon Ngay lap tirc cho 31 thang 3
vi cung cap dich vu tat ca v4.0 nam 2025

Yéu cau mai
T4t ca cac T6 chiic

Vai tro va trach nhiém thuc hién cac hoat

dong trong Yéu cau 2 dudc lap thanh van

ban, dugc phan cong cho nhan su hodc phong v
ban cu thé, cac nhan su’ phu trach phai hiéu

ro vai tro va trach nhiém clia minh

b 1 7
S l [ ] Copyright © 2022 BSI. All rights reserved
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® Requirement 3: Protect Account Data ‘

Chi danh cho bonvi  Ngay lap tic cho 31 thang 3 nam
cung cap dich vu tat ca v4.0 2025

T4t ca cac To chic
Vai tro va trach nhiém thuc hién cac hoat dong trong Yéu cau 3 dudgc lap
thanh van ban, dugc phan cdng cho nhén su’ hodc phong ban cu thé, cac v v
nhan su phu trach phai hi€u rd vai trd va trach nhiém cta minh
Bat ky dir liéu SAD nao dudc luu trir trudc khi hoan thanh Qua trinh Phé
duyét 1 giao dich thé déu dugc giltr 8 murc t6i thi€u thdng qua viéc thuc v v
hién cac chinh sach, thu tuc va quy trinh Iuu gilr va xr' ly di liéu.
D{r liéu SAD dudc Iuu trir dang dién tr trude khi hoan thanh Qua trinh
phé duyét 1 giao dich thé phai dudc mad héa bang mat ma manh.
D{r liéu SAD dudc luu trit bdi cac td chirc phat hanh thé phai dugc ma
hda bang mat ma manh.
Bién phap Kiém soat k§ thuét d€ ngén chan viéc sao chép va / hodc di
rdi dir liéu thé PAN khi stf dung cac cong nghé truy cap tu xa trir khi cé v v
su’ cho phép ro rang.
Cac ham bdm dudc sir dung dé bdm s6 PAN phai la cdc ham bdm co yéu
t0 mat ma. Khoa mat ma cia ham bam nay cling phai tuan tha quy trinh v v
quan ly ma khoa.
Trién khai gidi phap ma hda 6 dia hodc ma hoa phan ving & dia khi dé
bién s& PAN thanh dif liéu khong thé doc dugc khi hién thi.
Tai liéu mo ta Kién trdc mat ma phai dugc [ap thanh van ban bao gom
viéc ngan chan su stf dung cac khda mat ma trong moi trudng van hanh v v
va moi trudng thd nghiém.

b |
Sl Copyright © 2022 BSI. All rights reserved



® Requirement 4: Protect Card Data on Transmission

bs

Same to PCI-DSS ngoai tru

Vai tro va trach nhiém thuc hién cac hoat
dong trong Yéu cau 4 dudc lap thanh van
ban, dugc phan cong cho nhan su hoac
phong ban cu thé, cic nhan su phu trach
phai hiéu r vai tro va trach nhiém cuta
minh

Ching chi dugdc st dung dé bao vé s& PAN
trong qua trinh truyén qua mang mg,
mang cong cong dudc xac nhan la hgp I€
va khong hét han hodc bi thu hoi.

Thiét 18p va duy tri cdp nhat 1 bang kiém
ké cac ma khda va ching chi dang tin cay.

Tat cd cac T6
chuirc

Chi danh cho
DBaon vi cung cap
dich vu

Ngay lap tic
cho tat ca v4.0

31 thang 3
nam 2025

Copyright © 2022 BSI. All rights reserve



® Requirement 5: Protect Systems Against Malware 10

Same to PCI-DSS 3.2.1 ngoai tru:

Chi danh cho Baon
vi cung cap dich
vu

Tat cad cac TO
chirc

Ngay lap tic cho 31 thang 3
tat ca v4.0 nam 2025

Vai tro va trach nhiém thuc hién cac hoat dong

trong Yéu cau 5 dugc lap thanh van ban, dugc

phan céng cho nhan su’ hodc phong ban cu thé, v v

cac nhan su phu trach phai hiéu rd vai tro va

trach nhiém cta minh

Phan tich rdi ro muc tiéu dé xac dinh tin suét

danh gia dinh ky cac thanh phan hé thong dugc

PR s RN ) v v
xac dinh la khong co nguy co bi phan mem doc
hai.
Phén tich rui ro muc tiéu dé xac dinh tan suét do ¥ Y
quét phan mém doc hai.
Do quét phan mém doc hai dugc thuc hién khi st y y
dung phuong tién dién tur di dong.
Cac cd ché dugc ap dung dé phat hién va bao vé
nhan vién phong chGng cac nguy ca bi tan cong v v

IUra dao.

b |
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® Requirement 6:Dev & Maintain secure System Software 1

bs

Same to PCI-DSS 3.2.1 ngoai tru:

Vai tro va trach nhiém thuc hién cac hoat dong trong
Yéu cau 6 dudc lap thanh van ban, dugc phan cong cho
nhan su’ hodc phong ban cu thé, cidc nhan su’ phu trach
phai hi€u rd vai trd va trach nhiém cla minh

Duy tri hang bang kiém ké cac phan mém (ing dung dé
tao cd s@ cho viéc quan ly 160 hong va ban va.

Trién khai gidi phap k¥ thudt tu dong dé phat hién va
ngan chan cac cudc tan cong dua trén web cho cac 'ng
dung web public ra ngoai

Quan ly tat ca cac tap Iénh trang thanh toan dudc tai va
thuc thi trong trinh duyét ctia ngudi dung.

Tat ca cac T6 chirc

Chi danh cho Bon
vi cung cap dich vu

Ngay lap tic cho
tat ca v4.0

31 thang 3
nam 2025

Copyright © 2022 BSI. All rights rJﬁrved
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® Requirement 7 12

Same to PCI-DSS 3.2.1 ngoai tru:

~ 2 o -~ . Chidanh choBon  Ngay lap tdc cho 31 thang 3
LR eE I e vi cung cap dich vu tat ca v4.0 nam 2025
Vai tro va trach nhiém thuc hién cac hoat dong trong
Yéu cau 7 dudc lap thanh van ban, dugc phan cong cho
nhan su hoac phong ban cu thé, cac nhan su phu trach
phai hiéu ro vai tro va trach nhiém ctia minh

Ra soat tai khoan ngudi dung va quyén truy cap v Vv

Gan va quan ly tat ca cac tai khoan hg dung va tai
khoan hé thong vai cac quyén truy cap 1 cach thich hgp

Ra soat tat ca quyén truy cap theo tai khoan 'ng dung
va tai khoan hé thong cling nhu cac dac quyén truy cap v ¥
li€én quan.

Copyright © 2022 BSI. All rights re]erved
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® Requirement 8: 13

Tt ca cac T8 chiic Chi danh cho Bbonvi  Ngay lap tuc cho tat 31 thang 3 nam

cung cap dich vu ca v4.0 2025
Vai tro va trach nhiém thuc hién cac hoat dong trong Yéu cau 8
dugc Iap thanh van ban, dudc phan cong cho nhan su hoac y y
phong ban cu thé, cac nhan su phu trach phai hiéu ro vai tro va
trach nhiém cta minh
MUrc d6 phurc tap t6i thi€u ddi véi méat khau khi dugc str dung lam ¥ ¥

yéu to xac thuc: 12 ky tu gom so va chil cai

Néu mét khau / cum mét khau 13 yéu t6 xac thuc duy nhét dé
xac thuc ngudi dung, méat khau / cum mét khdu dugc thay dai it
nhat 90 ngay mot lan hoac tinh trang bao mat cua tai khoan v v
dudc phén tich ddng dé€ xac dinh quyén truy cap tai nguyén theo

thai gian thuc.

Xac thuc da nhan t6 cho tat ca quyén truy cap vao CDE. v/ Vv

Hé thng xac thuc da nhan t& dugc trién khai ddm bao an toan. v v

Quan ly dang nhap tuang tac cho cac tai khoan hé thong hodc tai
khoan (rng dung.

Mét khau / cum mét khdu dudc sir dung dé déng nhap tudng tac

cho tai khoan irng dung va hé thong phai dudc bao vé, khong v v
luu trong cac file cau hinh hoac ma nguén phan mém.

Mét khdu / cum mét khdu cho bét ky tai khoan (tng dung va hé

théng nao dugc bao vé, bang cach dinh ky thay ddi, méat khau v v
phai manh.



® Requirement 9: 14

Same to PCI-DSS 3.2.1 ngoai tru:

Ap dung cho Ngay c6 hiéu luc

Chi danh cho

Yeu cau moi T4t ca cac T6 Ngay lap tic cho 31 thang 3

chirc s c\jliicchuvng cap tat ca v4.0 nam 2025
Vai tro va trach nhiém thuc hién cac
hoat dong trong Yéu cau 9 dudc lap
thanh van ban, dudc phan céng cho Y Y

nhan su’ hodc phong ban cu thé, cac
nhan su’ phu trach phai hiéu ro vai tro
va trach nhiém cda minh

Phan tich rui ro muc tiéu dugc thuc
hién dé xac dinh tan suét kiém tra v v
thiét bi POI dinh ky.

b 1
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® Requirement 10

15

bs

Vai tro va trach nhiém thuc hién cac hoat dong trong Yéu
cau 10 dudc lap thanh van ban, dugc phan cong cho nhan
su’ hodc phong ban cu thé, cac nhan su phu trach phai
hiéu rd vai trd va trach nhiém cia minh

Ap dung cac cong cu dé soat xét nhat ky 1 cach tu dong
(log harvesting, parsing, and alerting tools, centralized log
management systems, event log analyzers, and security
information and event management (SIEM) solutions)

Phan tich rdi ro muc tiéu dugc thuc hién dé xac dinh tan
suat soat xét nhat ky cho tat ca cac thanh phan hé thong.

Sai 16i clia 10 hé théng kiém soat an ninh quan trong dugc
can dudc phat hién, canh bao va giai quyét kip thai

7 budc Phan (ing kip thdi vdi sai 16i clia cac hé thong kiém
soat an ninh quan trong

T4t ca cac T6 chiic

Chi danh cho Bon vi Ngay lap tdc cho tat 31 thang 3 nam

cung cap dich vu

ca v4.0

2025

1

Copyright © 2022 BSI. All rights rgrved



® Requirement 11

16

bs

Vai tro va trach nhiém thuc hién cac hoat dong trong Yéu
cau 10 dudgc lap thanh van ban, dugc phan cong cho nhéan
su’ hodc phong ban cu thé, cac nhan su’ phu trach phai
hiéu rd vai trd va trach nhiém cia minh

Ap dung cac cong cu dé soéat xét nhat ky 1 cach tu dong
(log harvesting, parsing, and alerting tools, centralized log
management systems, event log analyzers, and security
information and event management (SIEM) solutions)
Phan tich rdi ro muc tiéu dugc thuc hién dé xac dinh tan
suat soat xét nhat ky cho tat ca cac thanh phan hé thong.
Sai 16i clia 10 hé théng kiém soat an ninh quan trong dugc
can dudc phat hién, canh bao va giai quyét kip thdi

7 budc Phan (ing kip thdi vdi sai 16i ctia cac hé théng kiém
soat an ninh quan trong

Vai tro va trach nhiém thuc hién cac hoat dong trong Yéu
cau 10 dudc lap thanh van ban, dugc phan cong cho nhan
su’ hodc phong ban cu thé, cac nhan su’ phu trach phai
hi€u rd vai tro va trach nhiém cta minh

T&t ca cac T6 chirc

v

Chi danh cho Ban vi Ngay lap tdc cho tat

cung cap dich vu

ca v4.0

v

31 thang 3
nam 2025

1

Copyright © 2022 BSI. All rights rﬁrved



® Requirement 12

bs

Phan tich rdi ro muc tiéu dugc 18p thanh van ban dé ho
trg tung yéu cau PCI DSS cung cap su' linh hoat vé tan
suat thuc hién.

Phan tich rdi ro muc tiéu dugc thuc hién cho tirng yéu
cau PCI DSS dudc dap Ung véi phuang phap tuy chinh.
Cac bo mat ma va giao thirc mat ma dudgc st dung phai
dugc 1ap thanh van ban va dugc xem xét hang nam.
Cong nghé phan cliring va phan mém dugc xem xét toi
thi€u hang nam.

Pham vi PCI DSS dudc lap thanh va cap nhat hang nam
hodc khi cé thay doi dang ké.

Pham vi PCI DSS dugc ghi lai va xac nhan it nhat sau
thang mot [an va khi cd nhitng thay d6i dang keé.

Nhitng thay d6i dang k€& vé ca ciu t6 chirc déi véi pham
vi PCI DSS phai dugc lap thanh van ban va dugc truyén
dat cho Lanh dao cp cao cua to chirc.

Chuang trinh nang cao nhan thirc vé an toan thong tin
dugc xem xét it nhat 12 thang mot [an va dudc cap nhat
khi can thiét.

17
~ o o -~ . Chidanh cho ban  Ngay lap tirc cho 31 thang 3
LAt @ g 10 el vi cung cap dich vu tat ca v4.0 nam 2025
v v
v v
v v
v v
v v
v v
v v
v v
1

Copyright © 2022 BSI. All rights ré7rved



® Requirement 12 18

Chi danh cho Bon vi Ngay lap tic cho tat 31 thang 3
cung cap dich vu ca v4.0 nam 2025

T4t ca cac Td chirc
NOi dung dao tao nang cao nhan thirc vé bao méat bao
gdm nhén thirc vé cac méi de doa cd thé anh hudng dén J v
an toan cia moi trudng CDE va cac hinh thirc Ira dao
mdi nhdm t&i nhan vién cua td chir.
Pao tao nang cao nhan thirc bao mat bao gom nhan thuc
V€ Viéc st dung an toan cac cong nghé ma ngudi dung v v
cudi dugc phep sur dung.
TPSP ho trg yéu ciu cta khach hang dé cung cép trang
thai tuan thu PCI DSS va thong tin vé cac yéu cau PCI v v
DSS thudc trach nhiém cua TPSP.
M&t Phan tich rdi ro muc tiéu dudc thuc hién dé xac dinh
tan suat dao tao dinh ky cho nhan su’ tham gia qua trinh v v
'ng pho su’ ¢6 cla t6 chirc.
K& hoach rng pho su' c6 an toan thong tin bao gobm cac
canh bdo tir co ché& phat hién thay déi va gia mao cho v v
cac trang thanh toan.

Cac quy trinh ('ng pho su’ c6 dugc ap dung va bat dau Y Y
khi phat hién PAN.

b | 1
Sl Copyright © 2022 BSI. All rights r8rved



® Appendix Al 19

Same to PCI-DSS 3.2.1 ngoai tru:

Ap dung cho Ngay c6 hiéu luc

Yéu cau mai : i da 3p td 4
T4t ca cac T8 chiic (_:h| danh”cho_ ban Ngax Iag tuc cho 31., thang 3
vi cung cap dich vu tat ca v4.0 nam 2025

Nha cung cap dich vu xac nhan cac truy cap vao
va tir moi trudng khach hang dugc tach bi€t mot v v
cach hgp ly dé ngan chan truy cap trai phép.

Nha cung cap dich vu xac nhan tinh hiéu luc cua
cac bién phap phan tach méi trudng gilra cac
khach hang dinh ky sau thang mot [an thong qua
ki€m thir thdm nhép.

Nha cung cap dich vu thuc hién cac quy trinh
hodc cg ché dé bao cao va giai quyét cac s cb va v v
|6 hdng bao mat bi nghi ngd hodc da xac nhan.

b 1 1
S l [ ] Copyright © 2022 BSI. All rights rgwed



® Appendix A3 20

Same to PCI-DSS 3.2.1 ngoai tru:

Ap dung cho Ngay c6 hiéu luc
Yéu cau mai N S S Chi danh cho Bon Ngay lap tirc cho 31 thang 3
Taticd cacTloiaiLrc vi cung cap dich vu tat ca v4.0 nam 2025
Sai 16i clia 10 hé thdng kiém soat an ninh dugc phat ¥ ¥
hién, canh bao va bao cdo kip thai

b 1 2
S l [ ] Copyright © 2022 BSI. All rights rﬂrved
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® Co ché chirng nhan

22

1. Request for AOC

Payment brands

(visa, MC, ICB, ..) 6. Submit AOC

5.
Submit
AOC

v

Annually Submit
re-qualify ROC

4. ROC & AOC

>
l

3. Apply for validation

bsi.

2. Request
For AOC

Merchants
Service providers

2
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® Dau ra cua danh gia tuan thu 23

» Security o
Standards Council

Payment Card Industry
Data Security Standard

Payment Card Industry

Data Security Standard
Attestation of Compliance for Report
on Compliance - Service Providers
Version 4.0

p . Revision 1

CIDSS v4.0 Report on Compliance Template et
Revision 1
December 2022

—_ ]

b |
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® Lua chon Co quan Chirng nhan QSA 24

« QSA ma ban chon phai c6 hiéu biét vé linh vuc hoat dong clia to chirc. Vi cac
danh gia sé luén xoay quanh cac nghi€p vu lién quan dén thé. Ngoai ra QSA
cling phai co kinh nghiém trong viéc danh gia cua cac loai hinh doanh nghiép
tuong tu.

* QSA cung nén phu hop vGi van hoa, vi tr| dia ly, ngon nglr. Mac du danh gia se
két luan I|eu cac yéu cau cua PCI DSS co du’dc dap u’ng hay khong, gac QSA co
thé cung cap ho trg ngoal danh gia, lam viéc vdi td chiic cua ban dé gitp ban
hiéu cach dat dugc va duy tri su tuan thu trén cd sé lién tuc.

« Nhiéu QSA cung cO thé cung cap cac dich vu bd sung lién quan dén bao mat nhu
danh gid va khac phuc 16 hong dang dién ra.

- Danh sach cac QSA ¢ san tai

https://listings.pcisecuritystandards.org/assessors_and_solutions/qualified_securi
ty_assessors

bsi



® Cap nhat tai san mdi nhat trong pham vi PCI 25

Tham khao: https://www.pcisecuritystandards.org/document library/
PCI-DSS 4.0

FIGURE 1 - PCI DSS Scoping Categories

Cap nhat cac tai liéu:
- Network Diagram

Connected-to or Security-impacting Systems

- Dataflow Diagram

- Asset Inventory

- Card Data Matrix

- List of VLANSs

- List of ATM, POS
List of Branches

CDE Systems

System component stores,
processes, or transmits
CHD/SAD

System component is on
the same network segment
(for example, in the same
subnet or VLAN) as
system(s) that store
process, or transmit
cardholder data

System component
directly connects to
CDE

System component
impacts
configuration or
security of the CDE

System component
segments CDE

scope systems and
networks

systems from out-of-

System component
indirectly connects
to CDE

System component
provides security
services to the CDE

System component
supports PC| DSS
requirements

QSA sé xac nhan lai pham vi danh gia trudc
Cudc danh gia

In Scope for PCI DSS In Scope for PCI DSS

Out-of-Scope Systems

|

| System component does [ System component is NOT in / / System component System component does
/ NOT store, process, ,v‘ ; the same network segment (for | / cannot connect to any / / NQT meet any criteria /
’, or transmit CHD/SAD | AND/ ©xample, not in the same subnet | anp/ system in the CDE / AND | described for connected-to /
/ / | or VLAN) as systems that store, | [ / [ or security-impacting /
/ | process, or transmit CHD/SAD [ / / systems, per above /
If all the criteria in this category are met, these sy may be idered out of scope for PCI DSS.

May include systems that connect to a “connected-to™ or “security-impacting” system component, where controls are in place to prevent
the out-of-scope system from gaining access to the CDE via the in-scope system component.

b |
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® Xac dinh nhan su doi 'ng vai QSA 26

Muc tiéu dénh gid I3 tim kiém biing chiing cho su

PhU hgp/ tuén thu ddi véi yéu cau tiéu chuan. Béng chiing Req. | Req. | Req. | Req. | Req. | Req. | Req. | Req. | Req. | Req. | Rag. | Req
bugc thu thap qua 3 phuong phap: phong van, SvTENS A0 APLICATIONS
xem xét ho sd tai liéu, Va kiém tra cau hinh thiét bi Applicaions

Systems

Table 2: Applicability of PCl DSS Requirements to Assets Type
Antivirus

PCI DSS Requirements Vulnerability

Req. | Req. | Req. | Req. | Req. | Req. | Req. | Req. | Req. | Req. | Req. | Req. Management
1 2 3 4 5 6 7 8 9 10 1 12 PERSONNEL
NETWORK EQUIPMENT Network
Administrator
Network Firewall | SP1 5P1 X SP1 Syst
em
Network Routers X X X X X X X Administrator
Layer 3 Switch Software
Development
Layer 2 Switch R
SDN Switch Legal
Load Balancer Pry
IPS/IDS Head office
WAF Datacenter
[ ) ks . . - . O
bSl Tham khao: https://www.pcisecuritystandards.org/document_library/
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® Thao luan vé Customized Approach 27

» Customized Approach la san pham sau dot xin y ki€n
lan th( 2 cda PCI-SSC vdi cdng dong. Trudc do, tai lan
xem xet th’’ nhat thi khong co khai niém nay.

- Muc dich cta nd la dé to chyc thoai mai mdi trong

cach lua chon cong nghé mien sao dat dc muc ti€u ma Pefined Approach Requirements

no k| Vong 5.3.1 The anti-malware solution(s) is kept current
via automatic updates.

» Cac yéu cau trong cac phién ban trudc ma PCI dua ra
thi bay gio goi la "Defined Approach”, né chi ro ra hanh
dong can thuc hién;

Customized Approach Objective

» Con tai phién ban mai thi khai niém customized | |
approach nay ko yéu cau hanh dong cu thé, hanh AONG i e e 2" cetect and address
nao cling dudc, mién sao dat dugc muc dich.

» Vi du Req 5.3.1. Cau tra IGi co thé la; thon%qua han
tich hanh vi ma phan mém AV c6 the hat hién dc ma
doc mai ma khong phai thong qua cap nhat.

bsi



® Thao luan vé Compensating Controls

Compensating controls hay Bién phap ki€ém soét bu, la bién phap ngdn han dugc QSA chdp nhan st dung dé€ han ché rui ro géy ra
do han ché clia cdng nghé hodc han ché vé kinh doanh cua t6 chifc nén chua thé dap (ng chinh xac yéu ciu cua tiéu chuan.

« Vidu nhu 1 hé thdng Legacy st dung hé diéu hanh AIX/ AS400 khong cé chirc nang ma hoa dir liéu
« Hay 1 thiét bi appliance khdng thé cp nhét ban va HPH mdi.

Compensating Control s& dugc st dung trong trudng hop nay. QSA sé gillp td chirc thiét k€ Compensating control phu hop.
Compensating controls c6 3 déc diém:

1 — Phai giai quyét dudgc Rui ro clia yéu cau tuang Ung. Vi du khi thiét k€ CC cho yéu cau ma hoa théng tin dang nhap trén dudng
truyén, khi chua thé trién khai ma hod trén dudng truyén ngay nhu yéu ciu, thi cac bién phap nhu dd phuc tap cliia méat khau ko
‘compensate’ dugc cai rui ro dang déi mat

2 — cb thé sir dung 1 yéu cau khac nhung phai dp dung 1 cach nghiém ngdt hon tai nhiing tai san/ khu vuc chua dap (ng chinh
xac yéu cau. Vi du dinh ky ra quét 16 hdng yéu cau hang quy thi nay cé thé s& phai thuc hién hang thang

3 — 6 thé sé phai trién khai nhiéu bién phap khac nhau. Vi du: néu mot cong ty khong thé cap nhat 16 hong vi ban cap nhat bao
mat chua cd san tir nha cung cap, bién phap kiém soat bl cd thé bao gdm cac bién phap kiém soat sau: 1) phdn viing mang ndi
b0, 2) gidi han quyén truy cdp mang vao giao dién dé bj tén thuang chi d6i véi cac thiét bi dugc yéu cau (loc dia chi IP hodc dia
chi MAC) va 3) IDS/IPS gidm st tat ca Iuu lugng truy cap dén giao dién dé bi t&n cong.

b |
Sl Copyright © 2022 BSI. All rights reserve



® Customize Approach hay Compensating Controls

Muc dich 1a nhu nhau bdi vi ban chét déu 1a Bién phap ki€m sodt rui ro.
N6 khac nhau & boi canh dudc st dung.

Customized Approach thudng s& dung cho ¢ac t6 chiic mdi trién khai PCI hgn, nci ma cac
bien phap kiém soat sé dugc hoach dinh dé trién khai. Vi vay cac to chic co dieu kien aﬁ“’
dung cac cong nghe mai hon vi du_thay vi giai phap chong ma doc truyen thong thi co the

h
ap dung giai phap phong chong ma doc dua trén phan tIC% cua Al

Compensating controls thudng dugc dung trong bdi canh td chirc da trién khai PCI rdi va
van dang duy tri cac bien phap kiem soaft truyen thong.

Tiéu chuan PCI-DSS da dudc 20 nam tudi, hién da kha on dinh. Nhiéu to_chuc I6n bé ap
dung 1 thgi gian dq lay. Vi,vay nern? yeu cau PCI dua,ra la da qua 1 thai gian chung thyc
rang no hjeu qua va co the ap dung fai dai da so cac to chuc. Vi vay, to chyc nen can nhac
cacyeu cau cya PCI, xem xet do I3 trang thai monﬁ‘dgl. Trong qua_ trinh danh gia gzap neu
nhu co cac diem khong phu hdp yeu cau cua PCI thi to chuc hay can nhac 1 trong

phucong an: customized approach hay compensating controls

bsi



® Appendix B,C: Compensating Controls

1) Phan doan mang ndi bo,

2) GiGi han quyén truy cdp mang vao giao dién dé bij tdn thucng chi cho cac thiét bj dugc yéu
cau (loc dia chi IP hodc dia chi MAC) va

3) IDS/IPS giam sat tat ca luu lugng truy cap dén giao dién dé bi tan cong.

5. Gidi quyét rui ro bd sung do khdng tuén thu yéu cau PCI DSS.

6. Giai quyét yéu cau hién tai va trong tucng lai. Kiém soat bu khdng thé gidi quyét mot yéu cau da
bi bo I8 trong qua khd'(vi du: khi yéu cau thuc hién mot nhiém vu hai phan tu’ trudc, nhung nhiém vu
do da khong dudgc thuc hién).

Ngerl danh g|a dugc yeu cau danh g|a ky Ierng cac bién phap kiém soat bu trur trong moi 1An danh
g|a PCI DSS hang ndm dé xac nhan rang mOi blen phap kiém soat bu trur glal quyet thoa dang rdi ro
ma yéu cau PCI DSS ban dau dugc thiét ké dé g|a| quyét, theo cac muc 1-6 G trén. pé duy tri su
tuan thq, cac quy trinh va bién phap kiém soat pha| dugc thuc hién dé dam bao cac bién phap kiém
soat bu tru’ van cd hiéu luc sau khi danh gia hoan tat. Ngoa| ra, ket qua ki€m soat bl pha| dugc
dugc ghi lai trong béo cao ap dung cho danh g|a (V| du: Bao cao ve Tuan thu hoac Bang cau héi Tu
danh gla) trong phan yéu cau PCI DSS tudng Ung va dudc dua vao khi bdo cdo ap dung dugc gui
cho to chirc yéu cau.

b |
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® Cac viéc sé phai thuc hién vai Customized Approach 3

To chirc trién khai phucng phap tuy chinh
phai dap &'ng cac tiéu chi'sau:

Ma trén Kiém soat theo Phu luc E1.

Phan tich rui ro muc tiéu (Yéu cau PCI DSS 12.3.2)
cho tung kiém soat tuy chinh, theo Phu luc E2.

Tién hanh Test ti'ng ki€ém soat tuy chinh dé chirng
minh tinh hiéu luc va kiém tra tai liéu dudc thuc
hién, cac phucng phap dudc s dung, nhitng gi da
dugc kiém tra, khi thtr nghiém dudc thuc hién va
két qua thdr nghiém trong ma tran kiém soat.

Theo d&i va duy tri bang chung vé tinh hiéu qua
cua tung bién phap kiém soat tuy chinh.

Cung cap (cac) ma tran kiém soat hoan chinh,
phan tich rdi ro muc tiéu, bang ching kiém tra va
bang ching vé hiéu qua kiém soat tuy chinh cho
giam dinh vién.

bsi

QSA company danh gia phai dap (rng cac tiéu chi sau:

« Xem xét (cac) ma trén kiém soat cla té chirc, phan tich rui ro
dugc nhdm muc tiéu va bang chiing vé hiéu qua kiém soat dé
hi€u day du (cac) kiém sodt tuy chinh va dé& xac minh T6 chirc
dap (ng tat ca cac yéu cau vé bang chirng va tai li€u Phuong
phap ti€p can tuy chinh.

« Xuat phat va ghi lai cac quy trinh th& nghiém phu hgp can
thiét dé€ tién hanh thr nghiém k¥ luBng tirng Kiém soét tuy
chinh.

« Kiém tra tirng Kiém soat tuy chinh dé xac dinh xem viéc trién
khai clia TO chirc 1) dép (ing Muc tiéu ti€p can tuy chinh cla
yéu cau va 2) dan dén két qua tim kiém “in-place” cho yéu
cau.

« Tai moi thdi di€ém, cac QSA ludn duy tri cac yéu cau vé tinh
doc lap dugc xac dinh trong Yéu cau bu diéu kién cua QSA.
Diéu nay cb nghia la néu mot QSA tham gia vao viéc thiét ké
hodc trién khai mot bién phap kiém soat tuy chinh, thi QSA dé
cling khdng dua ra cac quy trinh thir nghiém dé danh gia,
déanh gid hodc ho trg viéc danh gid bién phap kiém soat tly
chinh do.

Copyright © 2022 BSI. All rights reserve
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® Cac viéc sé phai thuc hién véi Compensating controls

32

T6 chirc ¢d thé nhd su gitip dd cia QSA
Pé thiét lap Compensating Controls.

Tai cudc danh gia chirng nhan, QSA sé
Kiém tra hiéu Iuc clia cac bién phap
Kiém soat theo compensating control d3
Thiét k€.

Tham khao Phu luc B,C tiéu chuan PCI-DSS 4.0

Requirement Number and Definition:

Information Required

Explanation

1. Constraints

Document the legitimate technical or business
constraints precluding compliance with the
original requirement.

2. Definition of Compensating Controls

Define the compensating controls: explain how
they address the objectives of the original
control and the increased risk, if any.

3. Objective

Define the objective of the original control (for

example, the Customized Approach Objective).

Identify the objective met by the compensating
control (note: this can be, but is not required to
be, the stated Customized Approach Objective
for the PCI DSS requirement).

4. ldentified Risk

Identify any additional risk posed by the lack of
the original control.

5. Validation of Compensating Controls

Define how the compensating controls were
validated and tested.

6. Maintenance

Define process(es) and controls in place to
maintain compensating controls.

Copyright © 2022 BSI. All rights reserved



® Lo trinh chuyén dodi sang phién ban 4.0

- 31 Thang 3, 2022 - Cong bo PCI-DSS 4.0

« 31 Thang 3, 2024 = Ngay hét hiéu luc PCI-DSS 3.2.1; Moi cuoc danh gia
chu’ng nhan pha| thuc hién theo tiéu chudn PCI-DSS 4 0. Trong doco 1
s6 yéu cau mdi chi la khuyén nghi, chua bat budc phai tuan thu.

31 Thang 3, 2025 > Moi cudc danh gid chirng nhan phai theo tiéu chuan
PCI-DSS 4.0, moi yéu cau phai dugc tuan thu.
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® Checklist

1)
2)

3)

Cap nhat mdi nhat cac tai lieu sau: danh muc tai san, sd d6 mang, sd do luéng
du’ liéu thé, ma tran dir liéu thé, danh sach cac VLANS trong pham vi

Lam viéc truGc vai cac dau moi tai cac phong ban sé doi Ung trong cudc danh
gia dé lam quen lai v&i cach thirc trao doi thong tin, cung cap bang ching
trong cudc danh gia

Chuan bi 1 may chu dé luu gilr cac bang ching phuc vu cudc danh gia. 1 s6
bang chiing vi du nhu’ cac quy dinh bao mat, cac két qua pentest, 1 s6 change
request ticket va cac ho sa dinh kem .. Nén du’dc upload lén. Vi sé co nhiéu
bang ching co6 the tur day ma cung cap trong cudg danh gia. Tat nhién s€ co
cac hang muc can chon mau danh gia, s€ chon mau khac vdi bang chiing da
chuan bi, nhung viéc chuén bj cling la 1 Ian tap duct dé qua trinh danh gia troi
chay nhanh chong.

4) Thuc hién danh gia thu véi QSA

S)

bsi

Book lich Banh gia chinh thdc. Luu y 1 s6 QSA c6 qua trinh QA kha nghiém
ngat, doi hoi thdi gian hét strc chlnh Xac.
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N&u anh chi c6 cdu hoi cu thé hon lién quan tdi cdng viéc trién khai PCI-DSS

Vui 1ong lién hé véi BSI. Chiing tdi rat vui néu cd thé giai dap thdc méac cho anh chi.
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® Xin cam on Quy Anh/ Chi da tham dw héi thao dwoc té chirc b&i BSI Viét Nam

Lién hé hoac quét ma QR dé tim hiéu thém:

Vién tiéu chuan Anh - BSI Viét Nam

Tru sé chinh: Tang 15, Toa nha AP, 518B bién Bién Phu,
Phudng 21, Quan Binh Thanh, Thanh phd H6 Chinh Minh

T: +84 (28) 3820 0066
F: +84 (28) 3820 0022

Info.Vietnam@bsigroup.com | www.bsigroup.com

Van phong Ha Noi: Tang 12, Toa nha PV Qil, 148 Hoang
Quoc Viét, Phudng Nghia Tan, Quan Cau Gidy, Thu D6 Ha Noi

T: +84 (24) 3762 1170

F: +84 (24) 3762 1171

Info.Hanoi@bsigroup.com | www.bsigroup.com

Vin phong Pa Nang: L6 G, Tang 8, Cong vién phan mém Da
Nang, 02 Quang Trung, Quan Hai Chau Thanh phd Pa Nang

T: +84 (23) 6388 8468

F: +84 _(23) 6388 8719

VanBac.Doan@bsigroup.com | www.bsigroup.com




