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NOI DUNG

o An toan dr lieu trén Autodesk Construction Cloud (ACQ)
o Mot s6 chirng chi bao mat mang, hé thong va Quan ly rui

ro ma hang Autodesk da dat dugc

Qad vietnam



—_— T stz v

Posone), N

dobbl_:lo, hal,
"q\' “ B e
e T e S

_ 3



I Traditional to CDE

Traditional Common Data Environment (CDE)

Architect/Design team Architect/Design team

General Contractor Facilities Manager General Contractor Facilities Manager

Engineer / Owner Engineer Owner

~~ ~
~ 7~
~ 7~

Subcontractor y Estimator Subcontractor Estimator

Project Manager Project Manager

Design

Team
16.16.1.4 SMTP 72 5: 334 VXNlcmShbWUe v Owner:
74.53.148.153 SMTP [ 84 C: User: 73vycGFydGFwQHBhdHIpb3RzLmlu Capital
18.18.1.4 SMTP 72 5: 334 UVGFzc3dvomb Project Team
74.53.146.153 SMTP I 72 C: Pass: CHUuaIrIFiQDEwa==
18.18.1.4 SMTP 84 5: 235 Authentication succeeded

B ) &
Construction
Team
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I Whitelist links

Common (all modules)

*.autodesk.com
*.autodesk.eu
*.plangrid.com

* planfront.com
*cloudfront.net

* launchdarkly.com

* segment.com
*segment.io
*.bugsnag.com

* solvvy.com

* fullstory.com

* newrelic.com

*nr-data.net

*.pendo.jo
https://plangrid.my.site.com
https://u7990385.ct.sendgnd.net

For European Data Center:
https://bim360-ea-ewl-prod-
storage.s3.amazonaws.com/

For Americas Data Center:

https://bim360-ea-uel-prod-
storage.s3.amazonaws.com/

Sheets

See Common plus:

*pubnubapi.com
*autocad.com

*.googleapis.com
service.force.com

plangrd.my.salesforce.com/

Files

See Common plus:

*.pubnubapi.com
* autocad.com

* googleapis.com

service.force.com

plangrid.my.salesforce.com/

* salesforceliveagent.com
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* salesforceliveagent.com

RFIs

See Common plus:

*salesforceliveagent.com

*.pndsn.com

Submittals

See Common plus:

* salesforceliveagent.com

*fullstory.com
*pndsn.com

Meetings

See Common plus:

* salesforceliveagent.com




I CDN Autodesk

IP Details For: 13.225.103.77

Decimal: 232875853

Hostname: server-13-225-103-
77.hkg60.r.cloudfront.net

16509

& 8 "Hc;'"ﬁg'lﬁé'r;g
Amazon.com Inc. =
Services: Datacenter it 17 Aberdéen
Assignment:

Country: Hong Kong

State/Region: Hong Kong

Clt_\/ Hong Kong Leaflet | & OpenStreetMap Terms

© Regions © Comingsoon

Upload files 2 X

O From your computer
1file

L%J Toa Nha CT2.rvt 38.8 MB
) Processing
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I Data flow
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HTTPS/TLS

&« C (ﬂ https://acc.autodesk.com/projects

Certificate Viewer: acc.autodesk.com
’a AUTDDES: Construction Cloud

General Details

{81 Account Admin

Issued To
Common Name (CN) acc.autodesk.com
- Organization (O) Autodesk, Inc,
Welcome, Hai

Organizational Unit (OU)  <MNot Part Of Certificate>

What wouldl you like to do today?

Issued By
My Home Projects Project Templates > Common Name (CN) Kaspersky Anti-Virus Personal Root Certificate
_— Organization (C) AD Kaspersky Lab

Crganizational Unit (OU)  <Mot Part Of Certificate>

+ Create project
Validity Period

Issued On Menday, December 5, 2022 at 9:14:28 AM
Expires On Monday, December 4, 2023 at 9:14:28 AM
Type Name Number
Fingerprints
-256 Fingerpri 2 29 OE 4| C3 97 6F 8A 68 83 68 7F 23 97
@ 22-Lﬁmﬂl‘~l 59-LA SHA-256 Fingerprint 02 20 OF 4F 1E C3 97 &F 84 68 88 68 TF 23 07 AA

A4 46 0B B9 CB FA A2 02 AC
SHA-1 Fingerprint 5724 F5 81 EC5EE2 BA C6 8
B2 4C 63 36

DADOSBDDET2FFFA
A 58 2E FE 96 BA 51

@ SampleProject (Presentation) 001
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"hasThumbnail™: "true",
"status": "success",
"progress": "complete",
"region": "US",

"urn": "dXJuOmFkc2sub2lgZWN@czpvcySv¥mplY3Q6ZmIyZ2UtYmxvZylwb3NOLIVyYmFuSGI1c2UtMjAXNSSy:
"version": "1.8",

tEpvEsEE s ] c # accautodesk.com/project-admin/members/projectsfal411626-2d0e-4b33-9ale-3dc9607ef8597 referrer_url=project_admin_invite&utm_medium=em;:
{
#2 AUTODESK Construction Cloud
"name" : *15 .rvt",
"hasThumbnail™: "true", @ Project Admin ~ -sentation) & -

“status": "success",

“progress": "complete", 22 Members

"outputType": -.'J

“children": [ [:?g: Companies Members
{

"guid": "23de692d-03c2-9340-157b-ede? ‘=, Bridge

"nmame": "3D Architectural”, _ _ B I n s
"hasThumbnail™: "true", Q Notifications
llrlolell : |l3d|l,

"viewableID": "dd6bfe75-4db9-4a3c-9dd6-ba4891f6a892-coolly ,

“progress": "complete",

“status": “success",
“type": "geometry",
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I Ma héa cac thong tin dé render ban vé trén client

I] FragmentList.pack 6/18/202

1] 0.pf 6/18/202

L] 1.pf 6/18/202 N

L 2.pf 6/18/202 SR
5 3.pf 6/18/202 *
L] a.pf 6/18/202 0

L] 5.pf 6/18/202 .f
1] 6.pf 6/18/202 'i ’
] 7.pf 6/18/202 By 2
e ————————————————————————

T o
) =

T
4 S |

BRI I
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I 3 dang t6n tai ctia dir liéu trén ACC

i@ US » Search Help & Commands.. & haiduongmin..~ Y7 (@) - - & X
"bucketOwner": "vwlLkjpg7b0GUAvnlMvsm6GiINfAHS0zz", | @ EMEA
"createdDate™: 1487279959673,
"permissions": |
{ — [B X|sharedViews X =+
“authId”: "vwlLkjpg7bOGUAvNn1Mvsm6GiINfAHSozzZ™, ——— @ Q O @

"access": "full" e
T

}

1, |
"policykKey": "transient" s By: Date creat.. ~

}

h

&

KDC Huong Lo 5

I; Created on May 29, 2023
—Q : i Expires in 20 days

=

o
Vo

A <

I piransient hd

transient

temporary
persistent
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Quan ly quyén truy cap va Kiém soat phién lam viéc

bang xuat tu déng

C @ accounts.autodesk.com/logon?resume=%2Fas%2F0ukVnclrCu?2Fresume®%2Fas%2Fauthorization.ping&spentity=nul¥#username

{\ AUTODESK. ACCOUNT

#3 Home

Products and Services

All Products a

@
g
B

Sign in e

Email

hai.duongminh@onecadvn.com

NEXT

NEW TO AUTODESK? CREATE ACCOUNT

L ®

Single Sign On Component

This update fixes issues related to sign-in experience, security and resiliency
of Autodesk Single Sign On Component.

Released: Mar 30, 2020

— |IDP - Identity Provider

Download

Severity: High

Platform & Digital Transformation | www.onecadvn.com



I Quan ly quyén truy cap va Kiém soat phién lam viéc

2-step verification

My profile and settings

o . .
~ Personal information

Signin

To access your account or secured Autodesk sites, you'll enter a username or email and a password. Changing this information changes how

| 5 Security

48} Settings you'll sign in across these sites.
Username |required hai.duongminh@onecadvn.com ﬂ
Registered email [required hai.duongminh@onecadvn.com
Password (required T B
2-step verification @ off

An extra layer of security that requires a unique code during sign-in for account verification. Set up

Personal access tokens

Allows Autodesk applications to authenticate APIs and run scripts on your behalf. The token 1s a secure alternative to
posing user credentials or signing in for automation.

Generate
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I Phan loai tai lieu

tl Docs = DXDXMT- CARA RIVER PARE @ -
D Files
S Files
T Transminals Folders Holding area
t
@ tusues > (B Forthe Fiela
B repons
22  Members g D e E
w [ LTHIET kE
£, Bridge =
¥ [ 8 Phuomg an § tudmg
@8 sewings

¥ [ 2 Tida ké quy haach

¥ 0 3 Thibt ko 5o

¥ [ % Thabt bk by thudn
» [ 5. Thidt ik ban v 1hi cing
¥ [ 6 pocc
» [ 7. Glal phip ky thuyt
¥[8 b sor 1 lidu bin hang
¥ [ 9 Marketing dy dn
w [ 0. CHOM THAUY
¥ [ 1 vdoso merd thiu
¥ [ 2 Hé 5o chen thiu
s [ 10 GuAn U HEP pdss
~ [ v HANH CHINH- KE HOACH
¥ [ okhdi todn- Dy todn
3 & Kgdnsich
[ 2 2éng van din
» £33 céng vin di
3 [ & Téng tikn 48
» 035 Hop Bbng o7
> 6 Twr quan B (184 Tidu khic)
~ [ v PHAP LY DI AN
» [0 phip i ot
» [ 2 Phdp 1§ dir n
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~ [ 10. GOI THAU THI CONG MHA MAU PHAN THO & HOAN THIEN MAT NGO_

[ 101 Hep déng- PLHD

[ 10.2 Ban vie

[ 10.3 Hé so phip 1y Nha thhu

[ 10.4 Ké hoach-BPTC- Shopdrawing
(7 10.5 Tién 4 thi céng

[ 10.6 Mau- Hé sor vit wr

[ 10.7 Hb sor chin lwgng- BENT

[ 10.8 Hé s& Thanh- Quyét toan

[ 10.9 Hé so Khic

[ 10,10 Ty quan Iy

=

-_—

Ban QLDA Create -~ Role
. -— Wiew
B Chon Thau MERP
Wiew Only
BP Chon Thiu XD
Wiaw » Dermnl sad
BEP Khdi Lurgng L1 ] Create
Wiew s Download  Publish markiaps
BP Kidn Tric
WView s Doanlcad « Pubdish markups +Upload
BP Ki Hoach - e [T
a WVigw+ Download « Publish markisps +Upload  Edit
BP Két Cdu
- N
P MEP Full adeministrative controds
-c
EP Thanh Todn Creaie Role
-
EF DHDA Crsath Rale
BP Ddu Thiu b Role
GO QLT b e Role
L]
PGE 05-8T Croate Rode
PGD DHDA b e Aole
T8 OLDA e Role
168 s e fale
-c
TWTE Create Rale

ove

owve

ove
Remove
Remove
Remove
Remove
Remove
Remove
Remove
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Luu phién ban chinh stra cua dir liéu

SampleProject (Presentation) @& ~ 17} . Hai Duong Minh ~
. . X
. Version history
Files
Folders  Holding area ys Floor Plan sample.dwg CURRENT
Uploaded by Vu Hoang Nghi on Apr 19, 2023 6:49 AM
v [ Project Files ¢3) Upload files 0 4
> () 01.Théng tin dau véo
> () 02. Giai doan thict ké Name - Description Phién ban Cong ty Vi Floor Plan Sample.dwg
Uploaded by Vu Hoang Nghi on Apr 19, 2023 6:48 AM
03, WIP ARC_Model_R23.rvt
> Dos z
v Make Current
» [ 04. Chia sé thong tin E_; 8B-002.pdf
> [ 05. Luru trie V3 Floor Plan Sample.dwg
. o [B) compare_acc-81M360.mp4 Uploaded by Vu Hoang Nghi on Feb 8, 2023 9:12 AM
» [ 06. Giai doan thi cdng
i Make Current
B Construction-CCEED-China-0644_with_overlay...
. . ) Floor Plan Sample.dwg
E Construction-Herrero Builders_HoloBuilder-43... V2 )
Uploaded by Vu Hoang Nghi on Sep 15, 2022 1:31 PM
[ | Files log report.xlsx @ + Make Current
5 Floor Plan Sample.dwg Vi Floor Plan Sample.dwg
Uploaded by Vu Hoang Nghi on Sep 15, 2022 1.29 PM
= MB CH(FA CHAY TANG HAM.pdf
P @ i Make Current

\NJ MEP (color).nwd
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Quan ly quyén truy cap va Kiém soat phién lam viéc

User roles - Authen 2-legged

Quyén truy cap thong tin trén folder
hoac tép tin cla du an

Phan quyén Hanh déng
View View only Xem tai liéu, thém private markup va tao issues.
) Xem va tai xuéng tai liéu, thém private markup
View + Download ] )
va tao issues.
Create View + Download + Xem va tai xuéng tai liéu, Publish markups va
Publish markups tao issues
View + Download + Xem, tai xudng, tai I&n tai liéu, Publish markups
Publish markups + Upload va tao issues.
View + Download + . 3 e .
, , Cho phép chinh stra tap tin, Publish markups
Edit Publish markups + Upload L . . ]
. cua cac thanh vién khac.
+ Edit
o V@i quyén Manage, ban sé co toan quyén thyc
Manage Full administrative controls

hién cac tac vy giébng nhu project admin.

Platform & Digital Transformation | www.onecadvn.com

Luu gilr tat ca hoat déng lién quan
dén tép tin

File activities - .::ﬁ TAB-DEF-STR-POD-01-DW-15000.pdf X
(> Export S/ Filter
Today ~

Jun 2, 2023 1:21 PM

David Lee added an issue to this file in the current folder.

Jun 2, 2023 1:20 PM
David Lee viewed this file.

more activities Tor loda
Older ~

Nov 22, 2022 9:41 AM

Thien Ly viewed this file.

Aug 4, 2022 2:55 PM

Thien Ly moved this file from the 02 két cau folder to the current folder.

Aug 4, 2022 2:54 PM

Thien Ly restored this file to the 02 Két cau folder.

Aug 4, 2022 2:54 PM

Thien Ly deleted this file from the 02 Két cau folder.

Jul 25, 2022 9:08 AM

Théng Nguyén DBirc viewed this file.




Quan ly quyén truy cap va Kiém soat phién lam viéc

User roles - Authen 2-legged

Thiét lap chia sé tép tin v&i cac bén

Share X

Share with Learn more

22 Project members with view-only access ar higher
© @ Anyone with the link
Another project

a Link expires Friday Jun 16, 2023 GMT+07:00

Select version to share

Current version at the time the recipient opens v

Email Link

Title
Tai liéu tham khao
Recipient *
nghi.vuhoang@oneca.. X

Note

Platform & Digital Transformation | www.onecadvn.com

¢4 Upload files

Theo doi thdng tin nao da chia sé

[ Export

Name “ Description i Todiootonn Markup Size
This file has been shared publicly.
01 Hé théng dign -- -
O ’ S Delete link
= - . - -
= TAB-DEF-STR-POD-0... vl &

5431KB

1 Deleted items

Q) Search and filter

Last updated

Jun13,20223:26 P...

Aug 4, 2022 2:55 PM

oo
oo

== Settings wv

&




I Quan ly quyén truy cap va Kiém soat phién lam viéc
Truy cap dr liéu tu bén thu 3 - Authen 3-legged

#3 AUTODESK Co oud

Hai Duong Minh -

Account Admin = m ONECAD DIGITAL CONSTRUCTION -

PROJECTS MEMBERS COMPANIES ROLES ANALYTICS SETTINGS APPS

Go to unified projects

Profile Business Units Custom Integrations Admin Activities

e

&  AUTODESK

7 roge ,7

Custom integrations are applications your ]
company has developed to expand BIM 360

2pabilit ONI e BootRFI DataMG
capabilities. o "' End User
Visit BIM 360 APIs on Forge Platform to learn 3-Legged Authentication . . .
mare about account level APIs. Details ftive Details Active Details Active

H
2 (3)

®
37 Party ‘ L Authorization
App ©) Server
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7y CC bao mat mang,
hé thong ha tang va
Quan ly rui ro



Bao mat mang, hé théng ha tang va Quan ly rui ro
Cac tiéu chuanSOC 2 va SOC 3

F_430517A-1A_ADSK_12_Month_SOC3.pdf 8 /17 — t00% + [HER)

A orware ang Aauoaes oReS SoTwa Or peopIe Wig MaRe tings.

System Overview and Services Provided

The scope of this report is applicable to the Autodesk Cloud Products and Infrastructure
»2 AUTODESK System (hereafter referred to as “Cloud Services”) and covers the following Scftware as a
Service (“SaaS") products and platform services located within Autodesk's US and

European regions:
Product Picker / o
Products Modules Tools! Se Description
Autodesk Docs | » Document « Document Delivers a complete, connected
(includes BIM Management Management (US | solution to manage all 2D plans,
360 Docs) and Europe) 3D models and other project
documents specifically for AEC
industry
» Microsoft Office Microsoft service that processes
File Access Office files and provides viewing
Service (US and feature directly from the products
Europe)
» Command Backend orchestration for
Processor (US BIM360 document processing
and Europe) platform.
¢ Document Data Backend cache service that
Service (US and | intercept all related read and
Europe) write requests originally sent to
WIP-DM.
» Account » Apps (US and App store for external apps to
Administration Europe) integrate with BIM services
» Project
Administration « Data Connector Allows customers to reguest and
(US and Europe) | download extracts of all
managed database stored for an
account
* HQ (US and From account and project setup
Europe) 1o user and company

management, to helpful analytics
around BIM 360 usage, HQ is a
one-stop resource for account
and project administrators to
setup and manage their BIM 360
accounts.

Revit Cloud Upgrades Revit cloud models in
Model Upgrade a project to a newer release of
Revit without downloading the
models.

-7~
Autodesk, Inc. The Landmark at One Market Street, Suite 400, San Francisco, CA 84105
Ph+1 415507 5000 autodesk.com
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Bao mat mang, hé théng ha tang va Quan ly rui ro

Cac tiéu chuan1S0O 27001, I1SO 27017 va ISO 27018

P=CB MS ot
CERTIFICATE

PECB MS hereby certifies that the management system of

Autodesk, Inc.

One Market, Suite 400, San Francisco, California, 94105, USA

Has been assessed and found to be in accordance

with the system in
.
ISO/IEC 27001:2013
Certification Scope:
The Information Security Management System (I5MS) addresses the security and risk management
the k Cloud (CI) and Cloud Security (CS) teams have in place for preserving
and mail the ity, integrity, and ilability of The Cl and CS teams build and
maintain the data for products and services. It covers the Cl and CS teams
handling of internal audits, risk five actions, and for the secure and

dependable operation of the following other Autodesk teams/roles: Reliability Engineering, Agile Delivery,
Service Operations Centre (SOC), Infrastructure as a Service (laaS) i ineeri

DevOps, in with the of Appli ity (SoA), Ver. 1.7 dated on 12/02/2021
Cerfificate No. | C1348-ISMS500-01-22
@ Certified since | 2020-12-01**
Nick Hundozi Valid from | 2022-01-11
Senior Business & until | 2023-11-30

Operations Director

*Subject to annual surveillance audits
**0Originally certified by another certification body since December, 2020
This certificate can be validated by email request at ms@pecb-ms.com

www._pech-ms.com

PECBMS
IAS 1555 boul de I'Avenir Bureau 306
Laval, QC H7S 2N5, Canada

+1-844-426 7322

PECB MS w3
ATTESTATION

PECB MS hereby attests that

Autodesk, Inc.

0One Market, Suite 400, San Francisco, California, 94105, USA

Has been assessed and found to be in compliance with

ISO/IEC 27017:2015

Cerlification Scope:

The Information Security System (ISMS) the security and risk management measures
the Autodesk Cloud Infrastructure (CI) and Cloud Security (CS) teams have in place for preserving and
intaining the iality, integrity, and avail ity of i ion. The Cl and CS teams build and
maintain the data ions for k's products and services. It covers the Cl and CS teams
handling of internal audits, risk assessments, corrective actions, and controlled documents for the secure and
1! ion of the ing other les: Reliabi ing, Agile Delivery,
Service Operations Centre (SOC), Infrastructure as a Service (laaS) ion Eng| ing,
DevOps, in with the of icability (SoA), version 1.7 dated on 12/02/2021

Certificate No. | C1349-ITCS15-01-22
@ Certified since | 2020-12-01**
Nick Hundozi Walid from | 2022-01-11

Senior Business & until | 2023-11-30
Operations Director

*Subject to annual surveillance audits
**0riginally certified by another certification body since December, 2020
This cenificate can be validated by email request at ms@pecb-ms.com

www.pech-ms.com

PECB MS

1555 boul de I'Avenir Bureau 306
Laval. QC H7S 2N5, Canada
+1-B48-426-7322

Platform & Digital Transformation | www.onecadvn.com

PECBMS .
ATTESTATION

PECB MS hereby attests that

Autodesk, Inc.

One Market, Suite 400, San Francisco, California, 94105, USA

Has been assessed and found to be in compliance with

ISO/IEC 27018:2019

Cerlification Scope:

The Information Security M. System (ISMS) the security and risk management measures
the Autedesk Cloud Infrastructure (CI) and Cloud Security (CS) teams have in place for preserving and
intaining the i iality, integrity, and availability of inf: ion. The C| and CS teams build and
maintain the data I ions for k’s products and services. [t covers the Cl and CS teams
handling of internal audits, risk assessments, corrective actions, and controlled documents for the secure and
D le operation of the g other. les: Reliabili i Agile Delivery,
Service Operations Centre (SOC), Infrastructure as a Service (laas) ion Eng fing,
DevOps, in with the of ility (SoA), version 1.7 dated on 12/02/2021

Certificate No. | C1350-ITPII15-01-22
@ Certified since | 2020-12-01**
Nick Hundozi Valid from | 2022-01-11

Senior Business & until | 2023-11-30
Operations Director

*Subject to annual surveillance audits
**Qriginally certified by another certification body since December, 2020
This certificate can be validated by email request at ms@pecb-ms.com

www.pech-ms.com

PECBMS

1555 boul de 'Avenir Bureau 306
Laval. OC H7S 2N5, Canada
+1-B48A26-7322




I Bao mat mang, hé théng ha tang va Quan lyr

UK Cybersecurity Essentials

— UK Cybersecurity Essentials Audited Products

Autodesk Docs

Document Management (Europe)

Issues (Europe)

Apps (Europe)

Account Administration (Europe)

Locations (Europe)

Reports (Europe)

Document Data Service (Europe)

Microsoft Office File Access Service (Europe)

Data Connector (Europe)

Autodesk Build

Cost Management (Europe)
Insight (Europe)

Project Management (Europe)

Autodesk BIM Collaborate PRO

Revit Cloud Models (Europe)
Collaboration for AutoCAD Plant 3D (Europe)

BIM 360 Docs

BIM 360 Document Management (Europe)

Platform & Digital Transformation | www.onecadvn.com
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Penetration testing

7N

UK-Cyber-Security
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BuildTab
OfA0
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https://onecadvn.com/buildtab-fm

I BuildTab - FM Tools

: Management &
: Imper.tlnns

i S ) =

3D BIM Bl.il.l:ITaI:
Model

Mainternance
& Incidents
— Management
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THANK YOU
FOR YOUR LISTENING

GNE 7 AUTODESK

Value Added Services

Authorized Training Center
Service Provider Select
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