Digital Trust maturity
self-assessment
checklist
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How mature is your approach to Digital Trust?

No matter where you are in your Digital Trust journey, BSI's suite of solutions are designed to
help you and your organization accelerate progress. Complete the assessment below to find
out your current stage of Digital Trust maturity and how secure your digital ecosystem is.

Your Digital Trust self-assessment checklist

The following checklists have been designed to help you understand your organization’s
current stage of Digital Trust maturity based on three core areas:

1. Information security and cybersecurity

2. Privacy management

3. Artificial Intelligence

At the end of each section, you will be given a personalized maturity score and actionable next
steps. In each area, we'll recommend which solutions can help you develop the Digital Trust
knowledge and skills needed to strengthen resilience and deliver impact.

Please fill in the checklists below to reveal your maturity score.
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Information Security
and Cybersecurity

Safely managing your data, strengthening your information governance, and
safequarding your systems, networks, and programs from digital attacks are critical
components of Digital Trust.
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Information Security and Cybersecurity

Use the following statements to measure your organization’s level of maturity in this area.

Please fill in the checklist below, and your maturity results will be provided.

Yes

1 I understand the principles of Information Security
Management (ISM) and what they aim to achieve.

2 I understand my organization’s ISM requirements in
relation to ISO/IEC 27001.

There is at least one individual within my
3 organization who could be described as a subject
matter expert for ISM.

4 There are advocates at an executive level who
understand the principles of ISM and are willing to
commit time and budget to its implementation.

5 We are currently developing ISM processes within
my organization.
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Information Security and Cybersecurity

10

We have established robust ISM processes within
my organization.

We have the resources necessary to effectively manage
information security.

We have implemented information security controls to
treat our information security risks.

All staff receive information security training and are
aware of the role they play in regard to ISM.

We have ensured that all personnel working on ISM have
the necessary competence to do so effectively.

Yes

Continued
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Information Security and Cybersecurity

2
o

Yes

We have mechanisms to make continuous
1 1 improvements to our ISM processes and this culture is
driven by management.

1 2 We routinely apply ISM to policies, processes, and
procedures across the organization.

1 3 We have a comprehensive process for managing our
information security risks.

We understand how our suppliers can impact
1 4 information security and have processes in place to
deal with it.

1 5 We have seen demonstrable evidence that ISM is
improving the way in which we deliver our projects.
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Measure your maturity

If you scored between:

0-7 points - Foundational

The following training courses will help to solidify
your knowledge and practical skills in managing
Information Security and Cybersecurity.

8-10 points - Intermediate

Build on your Information Security and
Cybersecurity knowledge and put your knowledge
into practice with these courses and qualifications.

11-15 - Expert

Support continuous improvement and sharpen
your ability to develop and maintain effective,
resilient and compliant security structures with
these courses and qualifications.

Courses and qualifications

o ISO 27001 Requirement

o NIST Cybersecurity Implementation

« ICS Practitioner Security

. ICS-Becoming an Industrial
Security Professional

Courses and qualifications

« Payment Card Industry Data Security Standard
(PCI DSS) v4.0 Implementation

« BCS Certificate in Information Security
Management Principles (CISMP)

. ISO/IEC 27001 Lead Auditor

o ISO/IEC 27001 Lead Implementor

. ISO 27005 Information Security Risk Management

. ISO/IEC 27001 Information Security Controls
Implementation

. BCS Practitioner Certificate in Information Risk
Management (PCIRM)

o NIST System Framework Main & Auditing

. ICS Managers Security

o ICS-Security Incident Responsibility Fundamentals

Courses and qualifications

. ISO/IEC 27001 Masterclass
o PECB Certified Lead SCADA Security Manager

As your trusted partner, we work with you to ensure your organization has the right training
and qualifications solutions in place to meet your unique needs. To find out more or to speak

to our experts, visit bsigroup.com.
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https://www.bsigroup.com/
https://www.bsigroup.com/en-GB/training-courses/requirements-of-iso-27001/
https://www.bsigroup.com/en-GB/training-courses/ics-practitioners-security/
https://www.bsigroup.com/en-GB/training-courses/securing-ics-becoming-an-industrial-cybersecurity-professional/
https://www.bsigroup.com/en-GB/training-courses/securing-ics-becoming-an-industrial-cybersecurity-professional/
https://www.bsigroup.com/en-US/insights-and-media/insights/blogs/pci-dss-v4-0-the-new-standard-for-payment-security/
https://www.bsigroup.com/en-US/insights-and-media/insights/blogs/pci-dss-v4-0-the-new-standard-for-payment-security/
https://www.bsigroup.com/en-GB/training-courses/certificate-in-information-security-management-principle/
https://www.bsigroup.com/en-GB/training-courses/certificate-in-information-security-management-principle/
https://www.bsigroup.com/en-GB/training-courses/iso-27001-lead-auditor/
https://www.bsigroup.com/en-GB/training-courses/iso-27001-lead-implementer/
https://www.bsigroup.com/en-GB/training-courses/isoiec-27005-risk-management/
https://www.bsigroup.com/globalassets/localfiles/en-gb/iso-27001/pdf/v2.0_27001_implementation_guide.pdf
https://www.bsigroup.com/globalassets/localfiles/en-gb/iso-27001/pdf/v2.0_27001_implementation_guide.pdf
https://www.bsigroup.com/en-GB/training-courses/bcs-practitioner-certificate-in-information-risk-management/
https://www.bsigroup.com/en-GB/training-courses/bcs-practitioner-certificate-in-information-risk-management/
https://www.bsigroup.com/en-GB/training-courses/ics-managers-security/
https://www.bsigroup.com/en-GB/training-courses/isoiec-27035-lead-incident-manager/
https://www.bsigroup.com/en-GB/training-courses/ec-council-computer-hacking-forensic-investigator/

Privacy Managment

Protecting individuals and their personal data, while meeting regulatory
requirements and creating information resilience are vital to building digital trust.

@ Your partner
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Privacy Management

The following statements will help measure your organization’s level of maturity in this area.

Please fill in the checklist below, and your maturity results will be provided.

Yes

1 I understand the principles of privacy management
and what they aim to achieve.

2 I understand my organization’s privacy requirements in
relation to ISO/IEC 27701.

I understand whether my organization acts as a
3 Personally identifiable information (PII) processor, PII
controller or both.

4 There are advocates at an executive level who
understand the principles of privacy and are willing to
commit time and budget to its implementation.

5 We are currently developing privacy processes
within my organization.
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Privacy Management

10

We have established robust privacy processes
within my organization.

We have the resources necessary to effectively
manage privacy.

We have effectively implemented privacy controls to
manage our information security risks.

All staff receive privacy training and are aware of the role
they play in regard to privacy and data management.

We have ensured that all personnel working on privacy
have the necessary competence to do so effectively.

Yes

Continued

© 2024 BSI. All rights reserved.
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Privacy Management

11

12

13

14

15

We have mechanisms to make continuous
improvements to our privacy processes and this culture
is driven by management.

Privacy is applied across our organizations including any
products, services or processes.

We have a comprehensive process for managing
our privacy risks through a Privacy information
management system (PIMS).

We understand how our suppliers can impact privacy
and have processes in place to deal with it.

We understand and meet the requirements of all privacy
regulations and legislations related to our organization.

2
o

Yes

© 2024 BSI. All rights reserved.
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Measure your maturity

If you scored between:

0-7 points - Foundational Courses and qualifications
The following training courses will help to solidify « GDPR Foundations

your knowledge and practical skills in managing « ISO/IEC 27701 Requirements
personal data. « BS 10012 PIMS requirements

. ISO/IEC 27701 Internal Auditor

o ISO/IEC 27701 Implementor

« BS 10012 PIMS Internal Auditor
. BS 10012 PIMS Implementor

o GDPR Self Assessment and Audit
« GDPRImplementation

8-10 points - Intermediate Courses and qualifications
Build on your privacy knowledge and put your «  IAPP Certified Information Privacy
knowledge into practice with these courses and Professional Europe (CIPP/E)
qualifications. o IAPP Certified Information Privacy

Professional / US (CIPP/US)

. IAPP Certified Information Privacy
Technologist (CIPT®)

« ISO/IEC 27701 Lead Auditor

11-15 - Expert Courses and qualifications
Take the next step in your professional career and - IAPP Certified Information Privacy Manager (CIPM)
develop the skills needed to ensure day to day . PECB Certified Data Protection Officer (C-DPO)

privacy management operations are as robust as
possible with these qualifications.

As your trusted partner, we work with you to ensure your organization has the right training
and qualifications solutions in place to meet your unique needs. To find out more or to speak
to our experts, visit bsigroup.com.

© 2024 BSI. All rights reserved. 12


https://www.bsigroup.com/en-GB/training-courses/GDPR-Data-Protection-Privacy-Foundation-training-course/
https://www.bsigroup.com/en-GB/training-courses/isoiec-277012019-requirements-training-course/
https://www.bsigroup.com/en-GB/training-courses/pims-bs-100122017-requirements/
https://www.bsigroup.com/en-GB/training-courses/iso-27001-internal-auditor/
https://www.bsigroup.com/en-GB/training-courses/isoiec-277012019-implementation-training-course/
https://www.bsigroup.com/en-GB/training-courses/bs-100122017-a12018-internal-auditor-training-course/
https://www.bsigroup.com/en-GB/training-courses/bs-100122017-a12018-implementation/
https://www.bsigroup.com/en-GB/training-courses/GDPR-Data-Protection-and-Privacy-Implementer-Self-Assessor/
https://www.bsigroup.com/en-GB/training-courses/GDPR-Data-Protection-and-Privacy-Implementer-Self-Assessor/#:~:text=Our%20two%2Dday%20GDPR%2DData,ensuring%20compliance%20with%20the%20GDPR.
https://www.bsigroup.com/en-GB/training-courses/certified-information-privacy-professional-europe/
https://www.bsigroup.com/en-GB/training-courses/certified-information-privacy-professional-europe/
https://www.bsigroup.com/en-GB/training-courses/certified-information-privacy-technologist/
https://www.bsigroup.com/en-GB/training-courses/certified-information-privacy-technologist/
https://www.bsigroup.com/en-GB/training-courses/iso-27001-lead-auditor/
https://www.bsigroup.com/en-GB/training-courses/certified-information-privacy-manager/?creative=685302656113&keyword=cipm%20certification&matchtype=e&network=g&device=c&utm_source=google&utm_medium=cpc&utm_campaign=uk-as-train-lg-ms-nst-datamgt-training_cipm_sgm-0024&utm_content=685302656113&utm_term=cipm%20certification&adposition=&adgroup=146619796989&gad_source=1&gclid=Cj0KCQjwwae1BhC_ARIsAK4JfryG18Qcg8bZNy8RpbzSV3BoUmsJXpuWaZ724haoq0RCWMQY3xrdMpwaAt6gEALw_wcB
https://www.bsigroup.com/en-GB/training-courses/gdpr-certified-data-protection-officer/
https://www.bsigroup.com/

Artificial Intelligence

Artificial Intelligence (AI) can be a transformative force in creating a better future. To
harness its full potential and leverage it responsibly, organizations must ensure that
digital trust is embedded in every stage of Al adoption.
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Artificial Intelligence

Use the following statements to measure your organization’s level of maturity in this area.

Please fill in the checklist below, and your maturity results will be provided.

Yes

1 I understand the Al system lifecycle and how my
organization fits into it.

2 I understand my organization’s Al requirements in
relation to ISO/IEC 42001.

I understand the roles and responsibilities towards

3 Al in my organization and my relationship with the

Al system lifecycle.

4 There are advocates at an executive level who
understand the concepts of Al management and are
willing to commit time and budget to its implementation.

5 We are currently developing processes regarding
the responsible use of Al within my organization.

ENGIREINE]E
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Continued >
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Artificial Intelligence

10

We have established robust processes in relation to
AI within my organization.

We have the resources necessary to effectively
manage Al

We have effectively implemented controls to manage
risks relating to the responsible use of Al

All staff receive training and are aware of the role they
play in regard to the responsible use of Al

We have processes in place to ensure we can
demonstrate the Al systems developed or used
are trustworthy.

Yes

Continued

© 2024 BSI. All rights reserved.
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Artificial Intelligence

11

12

13

14

15

I understand that bias in an Al system can lead to
unfair output from Al and we have processes in place
to manage this.

We have processes in place to ensure that any Al system
is resilient and is able to achieve its intended results and
perform well under pressure.

I am able to demonstrate how an Al system can impact
an individual, groups of individuals or societies; both
positively and negatively.

We have processes in place to explicitly manage risks
relating to Al and demonstrate how those risks impact
the organization, the individual and society.

We have mechanisms to make improvements to
our privacy processes and this culture is driven
by management.

2
o

Yes

© 2024 BSI. All rights reserved.
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Measure your maturity

If you scored between:

0-7 points - Foundational

The following training courses will help to solidify

your knowledge and practical skills in managing Al

8-10 points - Intermediate

Strengthen your confidence in Al by leveraging
the following courses and qualifications. They
are designed to help you develop the digital
skills needed to responsibly harness the
technology’s potential.

11-15 - Expert

The following courses and qualifications will help
you lead positive change across your organization
and develop advanced Al management and
governance skills.

Courses and qualifications

. ISO/IEC 42001:2023 Artificial Intelligence Awareness
On-demand Training Course

« ISO 42001 Lead Auditor Practitioner

« Al Management System Practitioner

o ISO 42001 Internal Auditor Practitioner

o ISO/IEC 22989:2023 Understanding Al Concepts and
Terminology Training Course

o ISO/IEC 42001:2023 Implementation Training
Course

o ISO/IEC TR 24028:2020 - Overview of
trustworthiness in artificial intelligence

. ISO/IEC 42001:2023 Requirements On-demand
Training Course

Courses and qualifications

« ISO 42001 Lead Auditor Professional

« ISO 42001 Internal Auditor Professional

« ISO/IEC 42001:2023 Lead Implementer
Training Course

o ISO/IEC 24029-1:2021 How to assess
robustness of neural networks

o ISO/IEC 24029-1:2021 - Introduction to
robustness for neural networks

Courses and qualifications

« IS0 42001 Certified Internal Auditor Professional
o IS0 42001 Certified Lead Auditor Professional
. ISO/IEC 42001:2023 Internal Auditor Training Course

As your trusted partner, we work with you to ensure your organization has the right training
and qualifications solutions in place to meet your unique needs. To find out more or to speak
to our experts, visit bsigroup.com.

© 2024 BSI. All rights reserved. 17


https://www.bsigroup.com/en-GB/products-and-services/training-courses-and-qualifications/iso-iec-42001-training-courses/?creative=705627132152&keyword=iso%2042001&matchtype=b&network=g&device=c&utm_source=google&utm_medium=cpc&utm_campaign=uk-as-train-lg-nss-dt-other-mp-ai-0424&utm_content=705627132152&utm_term=iso%2042001&adposition=&adgroup=165027596296&gad_source=1&gclid=Cj0KCQjwwae1BhC_ARIsAK4JfrzN8HE7OEEpDDugaF4qwJ44BbHOzIgzcTVg10qmf6tpDBHRoM9EqJUaAmspEALw_wcB
https://www.bsigroup.com/en-GB/products-and-services/training-courses-and-qualifications/iso-iec-42001-training-courses/?creative=705627132152&keyword=iso%2042001&matchtype=b&network=g&device=c&utm_source=google&utm_medium=cpc&utm_campaign=uk-as-train-lg-nss-dt-other-mp-ai-0424&utm_content=705627132152&utm_term=iso%2042001&adposition=&adgroup=165027596296&gad_source=1&gclid=Cj0KCQjwwae1BhC_ARIsAK4JfrzN8HE7OEEpDDugaF4qwJ44BbHOzIgzcTVg10qmf6tpDBHRoM9EqJUaAmspEALw_wcB
https://www.bsigroup.com/en-GB/products-and-services/assessment-and-certification/system-certification/iso-42001-ai-management-system-certification/
https://www.bsigroup.com/en-GB/training-courses/isoiec-22989-understanding-ai-concepts-and-terminology-training-course/#:~:text=ISO%2FIEC%2022989%3A2023%20Understanding%20AI%20Concepts%20and%20Terminology%20Training%20Course,-Level%20Understanding%20Duration&text=In%20today's%20fast%2Dpaced%20environment,ensure%20this%20is%20done%20responsibly.
https://www.bsigroup.com/en-GB/training-courses/isoiec-22989-understanding-ai-concepts-and-terminology-training-course/#:~:text=ISO%2FIEC%2022989%3A2023%20Understanding%20AI%20Concepts%20and%20Terminology%20Training%20Course,-Level%20Understanding%20Duration&text=In%20today's%20fast%2Dpaced%20environment,ensure%20this%20is%20done%20responsibly.
https://www.bsigroup.com/en-GB/training-courses/isoiec-42001-implementation-training-course/
https://www.bsigroup.com/en-GB/training-courses/isoiec-42001-implementation-training-course/
https://www.bsigroup.com/en-GB/training-courses/iso-tr-24028-overview-of-trustworthiness-in-artificial-intelligence-on-demand/
https://www.bsigroup.com/en-GB/training-courses/iso-tr-24028-overview-of-trustworthiness-in-artificial-intelligence-on-demand/
https://www.bsigroup.com/en-GB/training-courses/isoiec-42001-artificial-intelligence-requirements-on-demand/
https://www.bsigroup.com/en-GB/training-courses/isoiec-42001-artificial-intelligence-requirements-on-demand/
https://www.bsigroup.com/en-GB/training-courses/isoiec-42001-lead-implementer-training-course/
https://www.bsigroup.com/en-GB/training-courses/isoiec-42001-lead-implementer-training-course/
https://www.bsigroup.com/en-GB/training-courses/isoiec-24029-12021-how-to-assess-robustness-of-neural-networks/
https://www.bsigroup.com/en-GB/training-courses/isoiec-24029-12021-how-to-assess-robustness-of-neural-networks/
https://www.bsigroup.com/en-GB/training-courses/isoiec-24029-12021-how-to-assess-robustness-of-neural-networks/
https://www.bsigroup.com/en-GB/training-courses/isoiec-24029-12021-how-to-assess-robustness-of-neural-networks/
https://www.bsigroup.com/en-GB/training-courses/isoiec-42001-artificial-intelligence-management-system-internal-auditor/
https://www.bsigroup.com/en-GB/training-courses/isoiec-42001-artificial-intelligence-management-system-internal-auditor/
https://www.bsigroup.com/

Building a secure digital future
for your organization

Digital trust is key to accelerating your organization’s transformation
journey and building a secure, sustainable future.

To ensure that you and your team have the necessary knowledge and
skills to seize this opportunity, we have developed a wide range of training
courses and qualifications. Each has been designed to help professionals
develop their career whilst enabling future growth and innovation across
their organization.

To find out more about our range of Digital Trust training courses
and qualifications,

[ Visit our website > ]

Alternatively, if you'd like to discuss your Digital Trust maturity level and
opportunities for growth, you can speak to an expert by visiting this page.

© 2024 BSI. All rights reserved. 18


https://www.bsigroup.com/fr-FR/formulaires/demande-de-renseignements-generaux/
https://www.bsigroup.com/fr-FR/Nos-services/formation/

Your partner
in progress

@2024 BSI. All rights reserved.



	0-5

	Check Box 3: Off
	Check Box 5: Off
	Check Box 7: Off
	Check Box 9: Off
	Check Box 11: Off
	Check Box 4: Off
	Check Box 6: Off
	Check Box 8: Off
	Check Box 10: Off
	Check Box 12: Off
	Button 1: 
	Button 2: 
	Check Box 13: Off
	Check Box 14: Off
	Check Box 15: Off
	Check Box 16: Off
	Check Box 17: Off
	Check Box 18: Off
	Check Box 19: Off
	Check Box 20: Off
	Check Box 21: Off
	Check Box 22: Off
	Button 3: 
	Check Box 23: Off
	Check Box 24: Off
	Check Box 25: Off
	Check Box 26: Off
	Check Box 27: Off
	Check Box 28: Off
	Check Box 29: Off
	Check Box 30: Off
	Check Box 31: Off
	Check Box 32: Off
	Button 15: 
	Button 16: 
	Check Box 35: Off
	Check Box 36: Off
	Check Box 37: Off
	Check Box 38: Off
	Check Box 39: Off
	Check Box 40: Off
	Check Box 41: Off
	Check Box 42: Off
	Check Box 43: Off
	Check Box 44: Off
	Button 17: 
	Button 20: 
	Button 21: 
	Button 37: 
	Button 18: 
	Check Box 45: Off
	Check Box 46: Off
	Check Box 47: Off
	Check Box 48: Off
	Check Box 49: Off
	Check Box 50: Off
	Check Box 51: Off
	Check Box 52: Off
	Check Box 53: Off
	Check Box 54: Off
	Button 38: 
	Button 19: 
	Check Box 55: Off
	Check Box 56: Off
	Check Box 57: Off
	Check Box 58: Off
	Check Box 59: Off
	Check Box 60: Off
	Check Box 61: Off
	Check Box 62: Off
	Check Box 63: Off
	Check Box 64: Off
	Button 39: 
	Button 22: 
	Button 23: 
	Button 24: 
	Button 25: 
	Button 26: 
	Check Box 65: Off
	Check Box 66: Off
	Check Box 67: Off
	Check Box 68: Off
	Check Box 69: Off
	Check Box 70: Off
	Check Box 71: Off
	Check Box 72: Off
	Check Box 73: Off
	Check Box 74: Off
	Button 27: 
	Button 28: 
	Button 29: 
	Button 45: 
	Button 31: 
	Check Box 85: Off
	Check Box 86: Off
	Check Box 87: Off
	Check Box 88: Off
	Check Box 89: Off
	Check Box 90: Off
	Check Box 91: Off
	Check Box 92: Off
	Check Box 93: Off
	Check Box 94: Off
	Button 43: 
	Button 30: 
	Check Box 75: Off
	Check Box 76: Off
	Check Box 77: Off
	Check Box 78: Off
	Check Box 79: Off
	Check Box 80: Off
	Check Box 81: Off
	Check Box 82: Off
	Check Box 83: Off
	Check Box 84: Off
	Button 44: 
	Button 32: 
	Button 33: 
	Button 34: 
	Button 35: 
	Button 36: 


