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Key information about the course

As internationally recognized best practice for an information security management system (ISMS), ISO/IEC 27001 helps 

organizations to build resilience and protect information. So it’s no surprise that companies invest in training their people to 

get the knowledge and skills to use ISO/IEC 27001 to secure their business. 

This ISO/IEC 27001 requirements course will provide you with an excellent introduction to the standard and identify the 

importance of information security to you and your interested parties. Packed with practical activities, group discussion and 

classroom learning, our expert tutors will make sure you complete the course feeling confident that you can apply your new 

knowledge as soon as you step back inside your organization.

Information security is critically important to both you and your interested parties. BSI has developed a comprehensive one-

day non-residential course that explores in depth the organizational implications of the International Standard for Information 

Security Management (ISO/IEC 27001:2013). The course aim is to explain the main requirements of ISO/IEC 27001:2013 and 

its organizational benefits. 



• Module 4: Clauses 4 and 5

• Module 5: Clauses 6 and 7

• Module 6: Clause 8 

• Module 7: Clauses 9 and 10

• Module 8: Course review and 
summary

• benefits to you, welcome and introductions

• Course aims, objectives and structure

• Module 1: What is an information security 
management system (ISMS)?

• Module 2: Key concepts and processes

• Module 3: Key concepts, principles and structure

Once you have completed the training, you will receive a BSI training certificate.
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Pedagogical objectives 

• Identify the key requirements and 

benefits of ISO/IEC 27001:2022

• Manage information security in your 

organization

• Take steps to ensure information 

security is at the heart of your 

organization

• Attract and retain customers by 

meeting their current and future 

information security needs better

• Be confident in explaining the 

importance of an ISMS

• Gain an understanding of the main 

ISO/IEC 27001 requirements and 

how to start to apply them within 

your business

• Develop professionally

• Network with likeminded peers

Skills to be acquired

Upon completion of this training, you will 

be able to:

• Explain the history and development 

of ISO/IEC 27001

• Describe what an Information 

Security Management System (ISMS) 

is

• Identify the benefits of an ISMS

• Recognize the terms and definitions 

used

• Identify key concepts, principles and 

structure

• Identify the main requirements of 

ISO/IEC 27001

Targeted audience

ISO/IEC 27001 qualified implementers and 

auditors or those with equivalent 

knowledge and experience. 

Suggested job roles include:

• Any manager

• Management representatives of ISO/

IEC 27001 

• IT managers 

• Systems managers 

• Information security officers 

• Those who will be involved in advising 

top management on the introduction 

of ISO/IEC 27001 into an organization



Prerequisite : There are no formal prerequisites for this course

*These training modules are eligible to the subsidizing by the public institutions in France (OPCO).

**Each delegate receives a training convention after the enrollment. 

***Please note that for the public sessions, you have until 48h before the start of the course to confirm your enrollment. For the in-house sessions, 

the deadline would be of two weeks prior to the start of the course. 

****Should you be in a disabled situation, please contact us and indicate what details should be taken into account. 

You can contact us on training.france@bsigroup.com or 01 89 79 00 40

Contact us:

Phone: +33 (0)1 89 79 00 40

Email: training.france@bsigroup.com

Website: bsigroup.fr/nos-services/formation

What is included?

• Course materials, provided 

electronically 

• Letter of attestation 

• Official certificate

Pedagogical, technical and 
framing means 
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• Introduction to the training, detailed 

program and security assignments 

• Course presentation, theory and 

activities/ role plays 

• Answers to the activities 

• Videos 

• Additional documents, distributed 

during the sessions, to use for the 

activities 

• Attendance sheet to be signed 

Course materials including: 

Assessment specifics

• Questionnaire to assess the 

knowledge at the end of the 

training 

• Customer survey
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