Secure \Web
Application

Development
Course

Developing \Web Applications in Accordance with

Industry Requirements

BSI's Secure Web Application Development Course is
designed to align web application development goals with
IT security objectives. The purpose of the course is to help
developers improve application delivery by increasing
security awareness and meeting industry and requlatory
compliance requirements, such as PClI DSS. The course
focuses on application development strategies and tactics
that secure software at the source. Intended audience
includes architects, designers, developers and IT risk
managers and is delivered on- site over two days. This
course is also available online.

Compliance with PCl Requirements

PCI DSS requires members, merchants and service
providers develop all web applications based on secure
coding guidelines such as the Open Web Application
Security Project Guide (OWASP). This course provides
prescriptive guidance in developing web applications in
compliance with PCI-DSS.

PCI DSS requires members, merchants and service
providers develop all web applications based on secure
coding guidelines such as the Open Web Application
Security Project Guide (OWASP). This course provides
prescriptive guidance in developing web applications
in compliance with PCI-DSS.

bsi.

Online Course

The course is also available online as a self-paced
learning course. With just a web browser and an internet
connection, students can take the course from anywhere
at their own pace. Course completion progress is tracked
at the page level and a report is provided.

BSI Cybersecurity and
Information Resilience

Protecting your information, people and reputation

BSI Cybersecurity and Information Resilience helps

you address your information challenges. We enable
organizations to secure information, data and critical
infrastructure from the changing threats that affect
your people, processes and systems; strengthening your
information governance and assuring resilience

..making excellence a habit’



Secure Web Application Development Course Outline

Security Principles Overview

* Defensein depth

* Positive security model
« Failing safely

» Least privilege

*  Security by obscurity

* Keep security simple

* Intrusion detection

» Design and Coding best practices

Authentication

* Authentication overview

* Authentication controls

» Positive authentication

» Reauthentication (sensitive transactions)
* Referer checks

* "Remember me" feature

» Default accounts

* Allowed characters in usernames
and passwords

» Password policies and storing passwords
* Properlogout
* Account expiry

* Design and Coding best practices

Error Handling

* Detailed error messages
» Failing safe
* Debugaids

» (Centralized error handling (external
frameworks)

» Design and Coding best practices
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Authorization

Authorization overview .
» Principle of least privilege .

= Controlling access to protected resources

Reauthorization

Separation of duties

Design and Coding best practices

Logging .

Log review procedures .

* Logging standards .
* Securing logs .
= Design and Coding best practices .
Input/Output Validation
= Validation overview .
= Data validation strategies .
* URL encoding .
* HTML encoding .
= Specific methods for preventing XSS, SQL .

Injection, parameter manipulation (URL/ .
cookie/hidden fields)

Design and Coding best practicess

Session Management

Sessions overview

» Securing session tokens/Session token
predictability/Session fixation

* Session timeouts

Proper session clearing procedures

Design and Coding best practices
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Configuration

Application-level configuration
Infrastructure-level configuration

Cryptography

Cryptographic algorithms
Recommended strong algorithms
Insecure/obsolete algorithms
Recommended algorithms and key sizes
Digital signatures

Securing communications with HTTPS
Key management

Summary of best practices

Web Services Security

Introduction to Web Services
SOAP Overview
SOAP Security Considerations
REST Overview
REST Security Considerations

Summary of best practices

To find out more

Call: +1 800 862 4977

Email: Cyber.us@bsigroup.com
Visit: bsigroup.com/cyber-us



