PCI DSS
consultancy

services

The Payment Card Industry Data Security Standard (PCl DSS)
is a set of security controls developed by an aggregated body
of experts from the major card brands. The standard covers
the fundamental aspects of information security and extend
through the people, processes and technologies involved in
payment card processing systems.

PCI DSS is a complex and granular standard, which applies to all entities
which store, process or transmit payment card data, as well as organizations
that may impact the security of a credit card processing environment.

Qualified security assessment

As a long established PCI DSS Qualified Security Assessor (QSA), we have the
knowledge and experience to deliver PCI DSS services for your organization.
We assess and provide consultancy services to both merchant and service
providers of all levels, operating in a range of environments including:

Environment: Verticals:

e (loud based » eCommerce

e Managed and hosted e (all centre

e Physical and virtual * Retail

o P2PE e Managed service providers
¢ Physical documentation e Outsourcing (BPO)
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Our PCI DSS consultancy expertise

Assess

PCl workshops
SAQ validation

Prioritized action plans

Implement

Security controls

Policies and procedures
Process improvement

Log management solutions
File integrity monitoring
Encryption

Patch management

Audit

Remediation check
Pre-audit

Onsite QSA audit
Compliance reporting

PCI DSS certificate

Maintain

Penetration tests
Vulnerability scans
Risk assessments
Security training
Code reviews

Customer support

..making excellence a habit.



Our Qualified Security Assessors
lead you through the PCl journey
from initial review to full compliance y

in the most efficient and least intrusive (|
manner, ensuring your business can N
continue to operate while maintaining

a secure payment processing 4

environment. |

Our PCI DSS consultancy services include:

- PCI DSS scope determination and scope BSI Cybe.rsecurns\{ and
reduction services Information Resilience

+ PCI DSS gap analysis and prioritized Protecting your information, people
action planning and reputation BSI Cybersecurity and
Information Resilience helps you address
+ PCl self-assessment questionnaire your information challenges. \We enable

(SAQ) validation organizations to secure information,
: . data and critical infrastructure from the
- PCI DSS report on compliance audit changing threats that affect your people,

processes and systems; strengthening
your information governance and
assuring resilience

* P2PE implementation assessments

+ Penetration testing and vulnerability
scanning services

« SIEM services

To find out more

o | Call: +1 800 862 4977
. Email: Cyber.us@bsigroup.com
® Visit: bsigroup.com/cyber-us



