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Overview ISO/IEC 
27001:2022
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History of ISO/IEC 27001 and ISO/IEC 27002

Code of practice BS 7799-1:1995 Part 
1: Code of practice

BS 7799-2:1998 Part 
2: Management 

system

BS 7799-2:1999 Part 
2: Management 

system

BS 7799-1:1999 Part 
1: Code of practice

ISO/IEC 17799-2000 
Code of practice for 

ISM

ISO/IEC 17799-2005 
Code of practice for 

ISM

ISO/IEC 27001:2005 
ISMS requirements

ISO/IEC 27002:2007 
Code of practice for 

ISM

ISO/IEC 27001:2013 
ISMS requirements

ISO/IEC 27002:2013 
Code of practice for 

ISM

Department 
of trade and 

industry
British Standards 
Institute (BSI)

International Organization of 
Standardization (ISO)

1993 1995 1998 1999 2000 2005 2007 2013

BS 7799 to ISO/IEC 
27001
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Presenter Notes
Presentation Notes
In 1993, the Department of Trade and Industry (DTI), which is part of the UK Government, published a 'Code of Practice for Information Security Management'. In 1995, the document was amended and re-published by the British Standards Institution (BSI) as BS 7799:1995. A second part, BS 7799-2:1998, was added in 1998. In 1999, the first major revision of BS 7799 was published which included some major enhancements, i.e. BS 7799:1999.In December 2000, BS 7799 was again re-published, however this time it was fast tracked to an ISO standard and it became known as ISO/IEC 17799:2000. In 2002, BS 7799-2:1998 was re-published and became BS 7799-2:2002. In 2005, BS 7799-2 finally became an International Standard as ISO/IEC 27001:2005 and BS 7799-2 was withdrawn. ISO/IEC 27001:2005 was an Information Security Management Specification standard, rather than a Code of Practice standard and started the process of aligning to other management systems standards such as ISO 9000. �ISO/IEC 17799:2000 was also re-published in 2005 as ISO/IEC 17799:2005 as a result of the regular ISO standards update cycle. In 2007, to align the series numbering system, ISO/IEC 17799 was renamed as ISO 27002. Finally, in October 2013, ISO/IEC 27001 and ISO/IEC 27002 were re-published which included some major enhancements. ISO/IEC 27001:2013 was restructured to align with Annex SL (high-level structure and common text for all management system standards). Annex A and ISO/IEC 27002:2013 were also revised to take into account technological changes. 



New Chapter of ISO/IEC 27001 and ISO/IEC 27002 (Y 2022)

February 2022 September 2022 

IS

ISO/IEC 27001:2022
Information security, 
cybersecurity and 
privacy protection -
Information security 
management systems -
Requirement 
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ผลกระทบของการเปลีย่นแปลง ISO/IEC 27002 ตอ่ ISO/IEC 27001 

Version 2022 

Changed in Security control 

Information security, 
cybersecurity and privacy 
protection — Information 
security controls



Overall Change in ISO/IEC 27001:2022 (FDIS) 
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Change to “Information security, cybersecurity and privacy protection — Information security 
management systems — Requirements 

Minor change wording in requirement 

Adjust requirement – 9.2 (9.2 -> 9.2.1 to 9.2.2) 

New requirement 6.3 Planning of changes

Annex A – Main change. It is followed to ISO/IEC 27002:2022. 

- There are 93 controls 



Example of Annex A 8



Overall Change in ISO/IEC 27001:2022 (FDIS) – Annex A 

A.5 Organizational controls - 37 controls, 37 controls, 34 existing, 3 new

A.5.7 – Threat intelligence

A.5.23 – Information security for use on cloud services

A.5.30 – ICT readiness for business continuity

9



Overall Change in ISO/IEC 27001:2022 (FDIS) – Annex A 

A.6 - People controls - 8 controls, all existing 

A7- Physical controls - 14 controls, , 13 existing, 1 new

A.7.4 – Physical security monitoring
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Overall Change in ISO/IEC 27001:2022 (FDIS) – Annex A 

A.8 – Technological controls - 34 controls

A.8.9 – Configuration management

A.8.10 – Information deletion

A.8.11 – Data masking

A.8.12 – Data leakage prevention

A.8.16 – Monitoring activities

A.8.23 – Web filtering

A.8.28 – Secure coding
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Step by Step to New Version 



Transition period for BSI Customers 

BSI 
Approved 
to audit 
ISO/IEC 

27001:2022
By AB 

(ANAB) 

Audit ISO/IEC 27001:2022

Audit ISO/IEC 27001:2013 

29 Mar. 
2024 29 Sep. 

2025 

Audit ISO/IEC 27001:2013 
(Initial, Recertification) 

Public 
Standard
ISO/IEC 

27001:2022

30 Sep. 
2022 
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Step to preparation 14

Review documented information 

Review competency, awareness and communication 

Implement requirement 6.3 

Review ISMS policy 

Review scope of ISMS 

Review Context analysis 

Conduct gap analysis to ISO/IEC 27001:2022

Understand ISO/IEC 27001:2022, ISO/IEC 27002:2022 requirement  



Step to preparation 
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Management review 

Internal audit ISO/IEC 27001:2022 

Review effectiveness of measurement 

Implement operational control security control as selected in SOA 

Review / Revised SOA to follow Annex A (ISO/IEC 27001:2022) 

Review / Revised risk assessment, Treatment option, RTP, etc. 
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Further Information & Support

Address:   BSI Group (Thailand) Co., Ltd.
127/29 Panjathani Tower, 24th Fl.  Nonsee Road, 
Chongnonsee, Yannawa, Bangkok 10120
Tel: 02 294 4889-92
Fax: 02 294 4467
Email: infothai@bsigroup.com
Website: www.bsigroup.com/en-th

mailto:infothai@bsigroup.com
http://www.bsigroup.com/en-th
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