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..making excellence a habit’

By Royal Charter



Course aim and brief discussion

Questions from Survey
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Implementation Tool Kit
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Receiving
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Protect Card Storing Anywhere Provable
Holder Data + & Objective
and Process Process

environment Processing Anytime Evidences
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Continuously

Transmitting

.
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Provable Objective

Evidences

Responsible personnel %

Documented Policies and Procedures A

Documented Plan and Documented

Process

Continual documentation of evidence
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Provable Objective Evidences

Example Q0

- Evidence of Before-After process ; Al ®

 Evidence of Immediate actions % ' ’ ' =

« Evidence of Daily-Weekly process

« Evidence of process within 1 month I e
« Evidence of 90 days processes
« Evidence of within 3 months processes

- Evidence of Quarterly process
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Provable Objective Evidences

- Evidence of within 6,12 months process Eg AI %

- Evidence of Annually process % . ’ ' ]
A =

« Evidence of Periodically process
- Evidence of Reviewed and Approved process I g

« Evidence of designed Documented p
« Evidence of Self checking / testing process
- Evidence about vendors

- etc
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@ roca

‘ Privacy Risk management
\

‘ Privacy Impact analysis
|

/
‘ Organization Designed Standards

‘ Etc.

.
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- To protect and preserve C-I-A-Sensitivity-Security

Card Holder
Data and
Process
environment
' o ' ISO 27001 — ISO 27001 —
1 ISMS ISMS

A other
applicable
requirement

PCI-DSS
requirement

Planned Approving
Checking processes

.
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o &

Card Holder Data

N l
8=

T Transmitting e |

Overall Payment
processing environment

.
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= To prevent security breach

o Network diagram

o Data flow diagram

o Inventory lists

o System Components management

o HW-SW-System-App configuration

o Risk assessments on HW-SW-Places-Processes-People-Technologies
o Evidence of controlled process

o Data Retention and Disposal process
o Awareness

o Trainings

o Testing

O

Exercising process

Standard Standard Standard

Documents configuration Processes

Incident response plan and procedures

.
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ISMS-PIMS

X

PCI-DSS

Increasing Confidentiali
with Continuity Assurance

and Integrity

Achievement of overall Standards

Sustainability Organization

Business and Technological Advantages
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1. Check Requirement from Acquirer and/or Payment Brand and/or
Customer

2.Review policies and Procedures for PCI-DSS compliance

3. Business Justification and approval, Compensation with Constrain
details and/or Not applicable

4. Responsible personnel assignment for each
topic/requirement/process

5. Accurated Security risk assessments with process impact
analysis

6. Continual Centralized evidence
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7. Internal checking processes compare with designed

documented standards

s 3. Implementation Timeframe

= 9. Presentation time frame

10. Internal audit process (Internal audit / ISA)

smmw 11. Certification process practice

12. Actual Certification process

.
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1 Maintain compensation controls with evidences
2 Ensure Crystal-clear personnel Preventive Awareness

3 Implementation.of Automatic process vs Manual

4 Standard for Checking/Testing/Responding for Human

5 Objective on Improvement process / Preventive process
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Reasons to
choose BSI.

Relevant

We're the business standards company

that helps organizations by improving
performance, manaqging risk more effectively
and enabling sustainable growth.

Over 100 years’ experience
The world's first National Standards

Body and a founding mermber of 150.

Leading Global Standards Creation Body

We shape British (BS), European (EN),
International (150), Publically Available
Specifications (PAS) and Private
Standards.

Our Assessors

BSl invest heavily in recruiting and developing
the best asessors, who score, on average,
9.2/10 in our Global Client Satisfaction
Survey.
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The BSI Assurance Mark.

B5l Assurance Mark provides international
recognition, associating your organization with
excellence and best practice, and provides
crecibility to your key marketing rmessages.



Contact Information

Address:

Tel:
Fax:

Email:
Web:

bsi.

BSI Group (Thailand) Co., Ltd.
127/29 Panjathani Tower, 24t Fl.

Nonsee Road, Chongnonsee, Yannawa,
Bangkok 10120

02 294 4889-92

02 294 4467
infothai@bsigroup.com
www.bsigroup.com/en-th
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