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1. Scope

2. Normative Reference
3. Terms, definitions and
abbreviations



4 General

Table 1 — Location of PIMS-specific requirements and other information for implementing

controls in [SO[lEC 27001:2013]

Clause in Title Subclause in Remarks
ISO/IEC 27001:2013 this document
Context of the organization 52 Additional requirements
5 Leadership 53 No PIMS-specificrequirements
6 Planning 54 Additional requirements
7 Support 5.9 No PIMS-specificrequirements
8 Operation 2.6 No PIMS-specific requirements
9 Performance evaluation WA No PIMS-specific requirements
10 Improvement 5.8 No PIMS-specific requirements
NOTE The extended interpretation of “information security” according to 5.1 always applies even when

there are no PIMS-specific requirements.

bsi.
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4 General

Table 2 gives the location of PIMS-specific guidance in this document in relation to [SO/IEC 27003.

Table 2 — Location of PIMS-specific guidance and other information for implementing controls

in[ISO/IEC 27002:2013
Clause in Title Subclause in Remarks
ISO/IEC 27002:2013 this document
5 Information security policies 6.2 Additional guidance
6 Organization of information 83 Additional guidance
security
7 Human resource security 64 Additional guidance
8 Asset management 8.5 Additional guidance
9 Access control 6.6 Additional guidance
10 Cryptography 87 Additional guidance
11 Physical and environmental 6.8 Additional guidance
security
12 Operations security 69 Additional guidance
13 Communications security £.10 Additional guidance
14 System acquisition, £11 Additional guidance
development and
maintenance
15 Supplier relationships £12 Additional guidance
16 Information security incident 613 Additional guidance
management
17 Information security aspects 614 No PIMS-specific guidance
of business continuity
management.
18 Compliance £15 Additional guidance

18

. NOTE The extended interpretation of “information security” according to &.1 always applies even when
bSl there is no PIMS-specific guidance.
°




Clause 5: PIMS-specific requirements related to
ISO/IEC 27001

Clause 6: PIMS-specific guidance related to ISO/IEC
27002

Clause 7: Additional ISO/IEC 27002 guidance for PII
controllers

Clause 8: Additional ISO/IEC 27002 guidance for PII
processors
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Annex A- F
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Annex A (informative)

Annex B (normative)

Annex C (informative)

Annex D (informative)
Annex E (informative)

Annex F (informative)

PIMS-specific reference control objectives and controls (PII
Controllers)

PIMS-specific reference control objectives and controls (PII
Processors)

Mapping to ISO/IEC 29100

Table C.1 — Mapping of controls for PII controllers and
ISO/IEC 29100

Table C.2 — Mapping of controls for PII processors and
ISO/IEC 29100

Mapping to the General Data Protection Regulation
Mapping to ISO/IEC 27018 and ISO/IEC 29151

How to apply ISO/IEC 27701 to ISO/IEC 27001 and ISO/IEC
27002

20



fAiamnuaunssu ISO/IEC 27701 Aunisatiiunisaiy

wsrs1AiiauaifdauasavayasiIuLaaa W.6. 2562

B

s - e i L gor — v .

Boad ot VPR ‘- L Sl Hakn - B Bttt —
% 5258 s A P sy O T o o e——

e T iy & iovs 0 S X5 S, === .




Clause 5: PIMS-specific requirements related to ISO/IEC 27001 -
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PIMS Plan, Do, Check, Act cycle
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Clause 6: PIMS-specific
requirements related to
1ISO 27002




Clause 6.1: General
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Clause 6.2.1 and Clause 6.2.1.2

6.2.1
Management
direction for
information
security

6.2.1.2 Review
of the policies
for information
security
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Clauses 6.3.1.1, 6.3.2.1, 6.4.2.2, 6.5.2.1, 6.5.2.2, 6.5.3.1, 6.5.3.2 and
6.5.3.3

\t
4

6.3.1.1 Information security roles and responsibilities

(6.3.2.1 Mobile device policy

6.4.2.2 Information security awareness, education and training

(6.5.2.1 Classification of information

e .

(6.5.2.2 Labelling of information

P BT oa—— .

(6.5.3.1 Management of removable media

o R —

(6.5.3.2 Disposal of media

,6.5.3.3 Physical media transfer
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Clause 6.6.2.1, Clause 6.6.2.2 and Clause 6.6.4.2

6.6.2.1 User registration and
de-registration (9.2.1)

6.6.2.2 User access

6.6.4.2 Secure log-on
procedures (9.4.2)

provisioning (9.2.2)

bsi.
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Clause 6.7.1, Clause 6.8.2.7 and Clause 6.8.2.9

bsi.

29



Clause 6.9.3.1, Clause 6.9.4.1 and Clause 6.9.4.2
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Clause 6.10 and Clause 6.11 subclauses

l

[ 6.10 Communications security ]
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Clause 6.12.1.2 Addressing security within supplier agreements
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Clause 6.13 and Clause 6.15 subclauses

6.13 Information security incident management

6.15 Compliance
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Summary Clause 6

Technical control for PII
- Security and privacy control
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Summary Clause 6
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Clause 7: Additional
ISO 27002 guidance
for PII controllers




Clause 7.2.2 Identify lawful basis %

bsi.



Clause 7.2.3 and Clause 7.2.4

7.2.3 Determine when and how
consent is to be obtained

7.2.4 Obtain and record consent

bsi.
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Clause 7.2.5 Privacy impact assessment

bsi.

When should a
privacy impact
assessment be
undertaken?
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Clause 7.2.6 Contracts with PIl processors

A written contract is required for every
PII processor used

41



Clause 7.2.7 Joint PII controller

7.2.7 Joint PII controller

bsi.
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Clause 7.2.8 Records related to processing PII

Password

)k kk

X

bsi.

It is advisable for an
organization to have an
inventory of processing
activities that it undertakes

43



Clause 7.3.1, Clause 7.3.2 and Clause 7.3.3
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Clause 7.3.4, Clause 7.3.5 and Clause 7.3.6
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Clause 7.3.7, Clause 7.3.8, Clause 7.3.9 and Clause 7.3.10
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Clause 7.4 Privacy by design and privacy by default

Collection and processing
are limited to what is

necessary for the identified
purpose

bsi.

47



Clause 7.5 PII sharing, transfer and disclosure

7.5 PII sharing, transfer, and disclosure




Summary Clause 7 49
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Clause 8: Additional
ISO 27002 guidance

for PII processors




Clause 8.1, Clause 8.2.2 and Clause 8.2.3

J
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Clause 8.2.4, Clause 8.2.5
and Clause 8.2.6
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Clause 8.3.1 Obligations to PII principals
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Clause 8.4.1, Clause 8.4.2 and Clause 8.4.3
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Clauses 8.5.1 — 8.5.4

bsi.

8.5.1 Basis for PII transfer between

jurisdictions

8.5.2 Countries and international
organizations to which PII might be
transferred

8.5.3 Records of PII disclosure to third

parties

- 4 S
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Clauses 8.5.5 — 8.5.8

8.5.5 Legally binding PII disclosures
8.5.6 Disclosure of subcontractors used to process PII
8.5.7 Engagement of a subcontractor to process PII

8.5.8 Change of subcontractor to process PII

bsi.
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Summary Clause 8 >
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Certify ISO/IEC 27701:2019
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Certify ISO/IEC 27701:2019

Stage 1 audit for PIMS

Stage 2 audit for PIMS

Yearly suvellance audit

Note: Certificate ingy3d4 ...
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Certification accredit to ANAB
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Certificate of Registration

PRIVACY INFORMATION MANAGEMENT SYSTEM - ISO/IEC 27701:2019
This is to certify that:
Bangkok

10120
Thailand

Holds Certificate Number: PM

and operates a Privacy Information Management System which complies with the requirements of
ISO/IEC 27701:2019 for the following scope:

For and on behalf of BSI:

Chris Cheung, Head of Compliance & Risk - Asia Pacific

Original Registration Date: xooo Effective Date: wooo

Latest Revision Date: o000 Expiry Date: »x00000

E Page: 1 of 1

.making excellence a habit’

bsi.
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Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

This is to certify that:

Bangkok
10120
Thailand

Holds Certificate Number: 1s

and operates an Information Security Management System which complies with the requirements of ISO/1IEC
27001:2013 for the following scope:

Y

/

For and on behalf of BSI: ’
Chris Cheung, Head of Compliance & Risk - Asia Pacific

Original Registration Date: x00cx Effective Date: x00x

Latest Revision Date: x000¢ Expiry Date: 000

A.lj:B Page: 1 of 1

making excellence a habit
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New Chapter of ISO/IEC 27001:2022 and ISO/IEC 27002:2022
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February 2022

INTERNATIONAL ISO/IEC
STANDARD 27002

October 2022

Information security, cybersecurity
and privacy protection — Information
security controls

INTERNATIONAL ISO/IEC
STANDARD 27001

Information security, cybersecurity
and privacy protection — Information
security management systems —
Requirements

63



A1swdaauuilas ISO/IEC 27002 aia ISO/IEC 27001

ISO/IEC 27002

ISO/IEC 27002 . .
Code of practice for Information security,
information security controls C/)a cybersecurity and privacy
1SO/IEC 27001 N9e protection — Information
Information Security Management d .
System requirement Information Security control security controls
Practice
For the assessmentand Requirement 5 - 18

treatment of information security risks
tailored to the needs of the organization

Comadancs Sacwriy -
Py
Humar [-TTe
———— AT
———y ety
° [rr—
oty -
’ .
° ° e [ 1
ey | ]
o b .
e . | =
L y
e \'\.___ i
AR [ ]
T g R
i Siatern

Information Security Control
Annex A (A5-A18) |

Changed in Security control
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A1swdaauuilas ISO/IEC 27001:2022 aia ISO/IEC 27701:2019
ISO/IEC 27701:2019

Clause 5: PIMS-specific o .
requirements related to
ISO/IEC 27001

Clause 6: PIMS-specific HHNANS<NU
guidance related to ISO/IEC

27002

Clause 7: Additional ISO/IEC
27002 guidance for PII
controllers

Clause 8: Additional ISO/IEC
27002 guidance for PII
processors




n1sidaauuilas ISO/IEC 27001:2022 sia ISO/IEC 27701:2019

Clause 5: PIMS-specific Implement as ISO/IEC

requirements related to — 27001:2022

ISO/IEC 27001 Cl. 4-10
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ISO/IEC 27001:2022 Annex A

Organizational controls ‘ Physical controls
37 controls, 34 existing, 3 new ‘ 14 controls, 13 existing, 1 new

| People controls | Technological controls
Clause 6 . :
B 8 controls, all existing ChtEe & 34 controls, 27 existing, 7 new

22 BSI. All rights reserved. a

Clause 5




Clause 6:
PIMS-specific
guidance
related to
ISO/IEC 27002

n1sulaauuilay ISO

/IEC 27001:2022 sia ISO/IEC 27701:2019

Correspondence of ISO/IEC 27001:2022 (Annex A) with ISO/IEC 27001:2013 (Annex A)

Correspondence between controls in ISO/IEC 27001:2022 (Annex A) and controls in ISO/IEC 27001:2013 (Annex A)

ISO/IEC 27001:2022 (Annex A)

ISO/IEC 27001:2013 (Annex A)

Control name according to ISO/IEC 27001:2022 (Annex A)

5.1 A5.1.1,A5.1.2 Policies for information security

5.2 A6.1.1 Information security roles and responsibilities

5.3 A6.1.2 Segregation of duties

5.4 A7.2.1 Management responsibilities

5.5 A6.1.3 Contact with authorities

5.6 A.6.1.4 Contact with special interest groups

57 New Threat intelligence

5.8 A6.1.5 A.14.1.1 Information security in project management /“'
5.9 AB8.1.1,A8.1.2 Inventory of information and other associated assets e

A8.1.3,A8.23

Acceptable use of information and other associated assets

AB8.1.4

Return of assets

A8.2.1

Classification of information

w1
N
]

A8.2.2

Labelling of information

A13.2.1,A.13.2.2, A13.23

Information transfer

AS.1.1,A9.1.2

Access control
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