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ISO 45001 links with ISO 22301

ISO 45001:2018

Occupational health and safety
management systems —
Requirements with guidance for use

bsi.

bsi.

169::.A9-:-I2:0 1 6 ISO 22301:2019
Automotive quality
standard
Requirements

Security and resilience — Business
continuity management systems —
Requirements

bsi.
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Processes for dealing
with emergencies such
as COVID-19 are
established

[

Organization learns and
continually improves

J
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CORONAVIRUS data in detail

bsi.

Tl@ Scroll table to see more data

*Deaths per 100,000 people

Filter: The world v

Mew Cases

| - B

Country Deaths  Deathrate* Total Cases 0 10 100 1k Sk L

24 JAM 05 0CT
UK 32,065 478 223,060 T
italy 30739 507 219814 LT T
Spain 26,744 570 227436 (RRRCAMRRCRAMRRRRARRRROEY O o
Thailand 56 0.1 3,015

https://www.bbc.com/news/world-51235105
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Potential business impacts

bs

-
Financial @

« Emergency expenditures
» Revenue interruption

~

-

J

\_

Operational

« Manufacturing
 Travel

-
Reputational

» Investor concerns

\_

« Employee and customer relations
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Supply chain impacts: COVID-19

In February of 2020, BSI performed a multi-industry benchmarking survey

to determine the supply chain impact of the Coronavirus pandemic

Experienced
impacts to
their supply
chain

71%

—_—
Rated that
impact as
significant

®
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67%

Used a one-size-fits-all approach

Had a business plan with disease
with business plans

operating at reduced capacity
outbreak contingencies

China-based suppliers were
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Risk assessment

Risk Overall process of risk identification,
assessment risk analysis and risk evaluation

effect of uncertainty on objectives

ISO 31000:2018

. combination of the likelihood of occurrence of a work-related
O H S RI S k hazardous event or exposure(s) and the severity of injury and ill
health (3.18) that can be caused by the event or exposure(s)

ISO 45000:2018

Risk

ISO 22301, ISO 45001 refers to IEC 31010 Risk

Assessment section for assessment techniques

®
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Communicable Disease Risk Assessment from COVID-19 (avAnsauralniai 1,000 au)

Assess OHS BC Risk Impact Likeli Risk Prevention Response | Recovery
Risk hood Level |Plan Plan Plan
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Pandemic response protocols

%

a
.-

|

Actions to implement

:

Who to contact

Consider all pandemic
related events that
may impact business
continuity

bsi.

Form a graduated,
comprehensive
escalation policy

Copyright © 2020 BSI. All rights reserved.

Include required and
suggested actions
triggered by each

phase




ISO 22330:2018
People Aspects of Business Continuity Management

RESTORE
/ RESPOND> RECOVE>
——n
| 4
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First priority of business continuity

Preservation of life is the first priority of business continuity

®
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Precursors - Duty of care

Nuisance

Product liability
liability \ P } — safety

Road safety
Environmental
damage

®
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Respond

_\"_ Body temperature >37.5 C
Three broad themes e

Early warning

»

« Accounting for

WHERE
?

» Evacuation

people Incident response * Reception
* Managing injuries centres
and fatalities ‘ ‘ Shelter in place

Working with emergency

. services
bSl . Copyright © 2020 BSI. All rights reserved.




Suspected cases of COVID-19 virus — Actions Scenario 1

Working in BSI Office

< Colleague >

L

Contacts their health
care provider for

- treatment and

confirmation of virus.
Update Manager on a
regular basis

Colleague \
2

e
=D b\.

®
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bs

Essential vs. non-essential roles

Essential role Non-essential role

N
~ Ao

Responsibilities are required for the Responsibilities can be temporarily
continuation of core business functions suspended without long-lasting harm to
the business’s ability to function

Copyright © 2020 BSI. All rights reserved.




Preventing transmission

Respiratory

\Qé@Sf\ - \

etiquette PracticeS
Physical Provision of
distancing cleaning ‘self-care’
materials

Frequent, effective
cleaning

®
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Visitors

« Security/building access
control procedures

* Screening of visitors
 Provide PPE where needed

 Technology to
communicate

* HR and legal resources
determine what is
appropriate

®
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Employees cannot be

— @ restricted on personal
-------- . g \\\ traVE|
“\‘\;\? _. \ —’——__
Repatriation of

employees y "\ |\ Access to workplace

abroad . | | can be restricted after
travel to a high-risk
area

e g _ Employees to
Periodically [ monitor
reevaluate ‘ﬂ themselves for
appropriate illness
travel policies

Copyright © 2020 BSI. All rights reserved.




Remote work planning

Preparing for travel

Business information

Using home Wi-Fi

Use your VPN

Phishing

Mobile phone and device securi
Backups

o N o o1 A W IN -
— Y

Conference calling and internal
communication

9) Working patterns
10)Working environment

bsi.

Working from home — stay safe and secure, what should | do?

Guidance from BSI's consultants on how to keep you and your business safe and secure when working from hom

Preparing for travel — What shoulé | ¢o when | leave the office?

Make sure you have your IT dept's conta is as you may need
their support during the days ahead. If you are asked to take your
Iaptop, business equipment and business information, tzke care

when travelling and remember basic personal security. Ciminals are
opportunistic and if they see something lying in the back of the car, for
exmple, it could be stolen

ty

~

Business information — What shoelé | do if | have confidential business
information? Always keep it secure and have in your possessian

2nd never out of eyesight. if you are taking 3 break o leaving the
documentation, stow it in 2 safe environment. Remember business
information will need to remain confidential even if stored in your
home

Using home Wi-Fi — Ive never connecte¢ my work laptop or device
to my home Wi-Fi? If you have been asked to connect to your home
Internet, make sure that your Wi-Fi connection is secure 2nd password
enabled 50 you can control who connects to it For public and
unsecured Wi-Fi's, the best advice is to avoid connecting with them

4. Use your VPN —Whet is a VPN and how do | connect to it? A VPN is
2 Virtual Private Network that most businesses use to allow you to
create 2 secure connection to the network over the Internet. Most
companies have 2 policy on VPN usage and how to connect to it —
usuallya password enabled or token system. How to find out ask your
T dept asa starting point

w

Phishing — What is phishing 2né why o | need to be careful? Prishing
is2 fraudulent practice where scammers or cybercriminals send emails
that look ike they are from reputable 2nd trustworthy sources in order
to entice individuals to reveal persoral information, such as passwords
and credit card numbers. It s one of the largest causes for cybercrime
2nd 2li users both in workand home need to be on the watch out
you do see any emails that look ta be from untrustworthy sources,
report it to your IT dept and follow their advice. If you happen to click
on 2 link or download something by mistake, contact your IT cept
immediately who will have protocols in place to remediate or solve the
issue

bsi.

6. Mobile phone and device security — is my mobile phone safe? Vaybe
not. We are seeing an increse in phone numbers calling that you may
not recognize or calls from “unkriown numbers’”. Best ot to answer the
unknowm numbers and for those ringing from unrecognized numbers,
use caution when answering as fraudulent activity can occur with such
calis

7. Backups —Wihat is 2 backup ané what do | neeé to do? A backup or
data backup is 2 copy of computer data taken and stored elsewhere. It
can be used to restore the original data after an event or preparing for
2 potential data leak event. Telk to your IT dept 2bout what you reed to
backup, how to back it up 2nd what equipment you need to do it

8 G i i ication — What are they

and why use them? Your company may be 2ble to provide you with
calling capabilities through the different applications you wall use in

your narmal work environment. Check in with teammates using your

company conferencing 2pplications like WebEx, Microsoft Teams and
Zoom to niame a few. Keap up to date wath the company policies and
intarnal For client e that your
clients have or if ot that they and
access in line with their company policies

Working patterns — How can | meintain my normal working habits?
Keep to your good working habits. For those who are not accustomed
toworking from home. the prospect can be difficult to adapt to

for extended periods of time Apply s many of the normal office
routines as possible such as waking up time. start and finish times,
coffee breaks, lunch breaks, meetings and client interactions, even
when conducted remotely. The more in sequence with normal office
practices, the easier the remote working process becomes

10. Working envi ~Whatis g for
me? Where you can, establish 2 comfortable working environment
Ergonomics are as importantat home as theyare in the office. Think
about the equipment. data and information you will now have in the
home 2nd how you need to protect it from unintended sight or use.
Also, be aware of your company policies around disposal of data and

information

IE/Intemational

UK us

Calt 43531210170 ; +44.345 2221 +1800 8&2 4977

Emait cyberie@bsigroupcom | cyber@bsigroup.com | cyberusDbsigroug.com
bsigr foyberie | b feyber-uk Jcyberus

Copyright © 2020 BSI. All rights reserved.



03.1 BSI Remote Working Guidance for Staff.pdf

People support strategies

~S oy
S J

Physical and
psychological well-
being

Manage needs of
families and friends

==|-f 7| ?";
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Employee Assistance Programs (EAP)

In a pandemic incident, there can be a variety of impacts on employees

where an EAP can be valuable to help them and your business survive

O 0O

®
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A focus on ISO/TS 22318:

Moving towards resilience:
Supply Chain and COVID-19

Copyright © 2020 BSI. All rights reserved. BC301001ENGX v1.0 May 2020



Service and supply chain disruptions

Differences in
type, cost,
quality, and
availability Time
required for

Establish alternate

connections with vendor/suppl
ier to begin

services

alternate suppliers
and professional
service providers

How long your
inventory would
last without

resupply

®
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COVID-19: Process steps for bedsheet

[ Fiber Prouaction Plan |
Period: xx/XX/XX = XX/XX/XX Period: XX/XXIXX - XX/XX/XX Bale Number: xx.
Date of Forecast: xx/xx/xx Merge Number: xx Period: xx/XX/XX « XX/XX/XX
Customer Name. Tt company Foneve e e T poures Do ooy sem: : Toyesersapie
< Polyester, ve Seed, :
Avma; %-:my.:x pounds/iweek — Trash, and o Dam;“l;rm:x e manmy xx pounds. T
Merge Number: % ress
Lint  1,¢0 Bale @u - Tag With o Consolidator o]
Wrap A Gin Ticket & Store in Gin arehouse Store atYarn Qpen and Updte requency: Montly
N Warehouse Manufacturer Laydown i) et syt
ﬂ i - StagingArea Date Required: xx/xx/xx
ey Unique a
7 Cleancd Cotton = " Card and | ForccastBudget
PR TASTABY S L_ _/ ato i ariatie o Dalc [ e = Clean Breaker, gc;x.lgl ;ume: b acly
4 S Cotton Bale - B3 Cotton Bale i Draw, Lap
Esterification &  px¢rude, Spin, ot} / Seared - i i Comb FlhrlcTyp: Com.m, olys
Polymerization and Draw e enn '/4 (cottonfpoly blend)

7 Store In Polyester
B Cut s Plant Warehouse Storeat Yarn = = e
P ' S Manufacturer Ige:l‘own Blend
= T{myh:l:l‘mAdd 24 Staging Area - es

[ & ol
ol . ez B o e -
= = o "
Am';a -—
Bale

Customer Name: Textile company.
Ferlod: Xx/XX/xx- XX/XX/XX

Bale #: xx
Quantity of Fiber Consumed: xx pounds

a8
SRR SR NoTeR | g 7 Pobester ‘Bloomed %
Advanced Blended
e = _/l' O Ly g g ’.W" " Polyester Fiber
O b e L) 4] Finisher Draw TS e i
Bk 2y Create “. Store and Blend _}—»
»
Fabric Type: Quantity Shipped: xx pounds Section o -
b Lot N“mm - Destination Facility: Fabric company Beam T i
Stze Type: 1 DAY v Combed
Q\nnlly x/mon — N_ G Section ';—/) b Cotton Stiver
Perlod: xx/xx/xx - XX/XX/xX ame: xx ~ T~
el Margin: xx % Kol feam Draw
Idenfcation Nummopxny. xxpounds/hour  Market Share: xx and
Blend
Company Name: Fiber company
Billing Terms: On consumption
Pay

y Period: xx mont
Product: Polyester staple fiber
Amount: $xx

d— Rove

g . ‘. Spin Retail-Ready Performance Standards
S Wind Correct Packaging of Hangers: xx units cortect/xx total units
Q Come Hongigs. X s comectn oy s

4_ Finisher Draw

and Blend

o » Correct Size: xx units correct/xx total units TN
In-Stock Position Basic Inventory Replenishment Order D. C. Invoice B
Sell Through: xx units in Inventory/xx unitssold 10 8 X Traties NUmber:
Retail Com, ‘sales Forecast Product Identification: xx Amount: $x
L Company; Pick and R Oxder] Delivery Date: xx/xx/xx Date: xx/xx/xx
i\;z::du. Fall A e Pac Frequency: 4 times perweek — Quanity: xx units Name
i XX week ol a n 3 ¥ C. =)
ftem: Twin flat bedsheet Finished Fabric e Cakagl'toen Palletize - Ship From/Ship To: xx Centerpoint, xx D.C.  D.C.: Name
Quanity: xx —
Value: $xx (* 8y Wit T
Data Source: POS, promotions Store ) Pick o Land
& mpack an
( and Label P
DR R U Y 4 2 Distribute 2
tem: xx 3
POS Data: xx P ad 7 |
Demographics: xx
Historical Demand: xx units. =
Stockouts: xx units Pallet
Markdowens: xx units 2 of Sheets
= ad TRANSIT TRANSIT
Manager Metrics Store in Roll .
Roll 1/2 DAY DAY
Ttem: Twin flat sheet Stock Storage
Period: xx week, xx month, xx year

Inventory Level: xx units
Store Orders: xx

Department
7~ Specific Order

Period: xx week, month, year cnt Fabﬂc
Sales: $xx to Order Size ’ .3 / Pallet
Inventory Level: xx units B Store in
Inventory Turns: xx : Retail D. C. Metrics
Return on Investment: $xx — 4 Unload,
nished - 4 Perlod: xx
Wrap i 4 and Receiing Accuracy: < ertrspr s e : — ——
Goods er Filling Accuracy: xx Payment Authorizatior \
Inventory Separate Safety: xx accidents Purchase Order Number: xx
T Productivity: xx boxes picked Item: Number received, number ordered
Copyright 0 1995 " and he Rege
Al rights reserved.

For detailed information contact
Dr. . . Macfarlane, Lawrence Berkeley National Laboratory
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What is ISO/TS 22318:2015

Structure 8. Performance
evaluation

» 8 clauses (similar to 22301)

* Very easy to in-cooperate to ISO 22301

/. Managing a
2.Normative disruption in the

References

supply chain

4. Why supply
chain continuity is
important

5. Analysis of the
supply chain

3. Terms and
Definitions

6. SCCM
strategies

®
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ISO/TS 22318:2015 — Clause 4

Supplier B
3
= @ \ 3
o oy c
: External o ‘ . =
Supplier C 5 . = Organization Q Customer
g Supplier A =\ ’ g
~ S q
— =} 0
) wn
_ [
Supplier D
Tier 2 and beyond - Tier 1suppliers Internal
suppliers Relationship

Suppliers
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Building a more robust supply chain

The largest hospital in a city, which has a population of 4 million, is implementing a BCMS. The
implementation team is discussing how the supply chain resiliency could be improved.

Activities for building a more robust supply chain ISO/TS 22318:2015

Buy warehouse and increase storage capacity No

Reduce dependency Yes

Increase resilience Yes

Buy the competition No

®
bSl . Copyright © 2020 BSI. All rights reserved.
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Vendor/supplier resiliency form: Example questions

Below is an example questionnaire that can be used to gather information from your supply chain (especially top/critical ones), on what level
of BCP planning they have in place.

The answers provided should give you a better understanding of what support your suppliers have in place for you as a client. Requesting
completion of such a questionnaire will also notify your suppliers that you are serious about BCP as a business.

Example business: MKS
Example supplier: ACE Semiconductor

MKS Business Continuity Planning (BCP)
Vendor Resiliency Analysis
Revision — September 20XX

YES (Y) NO(N) Added information or comments

1 BCP e Does a policy exist that details senior management’s
Governance responsibilities to ensure timely resumption of critical
and business processes following a disaster or
Organizational interruption? If so, when was it last updated?
Structure

¢ Does a Crisis Management team exist that integrates
with Emergency Response (life safety) and Business
Continuity (operational recovery) Planning?

e Are reviews of your key third party vendors and
suppliers reformed to review existence of BCP?

2 | Administration | ¢ Is there a qualified individual accountable for
managing the BCP program? If so, please provide
contact information

Copyright © 2020 BSI. All rights reserved.
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" 1S© 22301 Summary

-
bs? making excellence a habit’ /

There are several ways to ensure
that your supply chain is resilient
and therefore your business is
better prepared for events and
incidents - and this will enhance
your client’s trust into YOUR
organization's ability to deliver.

ooooo

Supply €hain Risk

b In%ﬁ&ts g

bsi.

33


../Classroom Resources/BSI Supply Chain Risk Insights 2020.pdf

Occupational health and
safety (OH&S) management
system and/or ISO 45001
requirements and supporting
standards




Level of risk to workers

Even where a
communicable disease is
confirmed, the risk to
others is generally very
low, unless those
individuals have had

direct exposure to bodily
fluids

Copyright © 2020 BSI. All rights reserved.



ISO 45001 manages changes brought about by
communicable diseases

B3¢, 00

Processes: Comply with legal Resources, competency
requirements or temporary measures and communication in place

o [E===
EEEE
\______J v
Framework: Workers are Procurement and supply
protected to the highest level chain risks assessed

®
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ISO 45001 as part of pandemic risk management — Clause 7
Support

External

Q L (2
Y

Critical worker

00€

Internal

Resources Competency Awareness and
communication

bsi.



ISO 45001 as part of pandemic risk management — Clause 8
Operation

Review risk controls as the likelihood
and consequence may increase around
violence, stress or fatigue

Implementing effective controls e.g.
good personal hygiene and ensuring
sick workers stay home

Sectors at higher risk such as
airlines, healthcare, education and
public transportation will need
higher levels of controls

Managing emergencies in light of specific
controls issued during a pandemic

®
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Pandemic Action Plan — Example

bsi.

Section 1: Crisis management structure for Pandemic response 6
Section 2: operational status tracking 1
Section 3: Internal communications 15
Section 4: External communications 18
Section 5: travel restrictions 19
Section 6: workplace practices and precautions 20
Section 7: Occupational health and Safety 23
Section 8: Human resources impact reduction 24
Section 9: Business operations 24

° ‘
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Related Training Courses

« Pandemic Preparedness and Business Continuity Training Course
 People Aspects of Business Continuity Management Training Course

» Guidelines for Supply Chain Aspects of Business Continuity Training Course
(ISO/TS 22318:2015)

- ISO 22301

- ISO 45001
- IATF 16949

®
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