Our Penetration Testing services

bsi.

Infrastructure Testing

Internal and external infrastructure testing
of servers, workstations, domains, virtual

environments, network devices and network

segregation controls

Build review

Server build review service of all operating
systems including Windows, Linux and
Solaris, and AlX as well as common
components, such as database and

web servers. We also regularly conduct
build reviews on end-user devices, such

as workstations and laptops to mimic
malicious internal users or stolen devices

Mobile applications

and devices

Extensive mobile application penetration
testing service of all of the common
platforms, including Android, Apple,
Windows Phone and BlackBerry
applications. Also we provide an
assessment to review the configuration
lock-down of mobile devices and the
mobile device management (MDM)

Cloud and

Virtualization testing

Build review and infrastructure testing of
Cloud or virtual environments, on both
commercial and restricted networks. Our
experience includes key products such as
VMware, Hyper-V as well as cloud service
providers such as Amazon AWS, Azure
and Google Cloud Platform

SCADA and ICS testing

Comprehensive review of your SCADA/
ICS system. This assessment can take
on many forms, including reviews

of relevant policies and procedures,
architecture review, physical security
assessment, infrastructure penetration
testing, segregation testing and build
review exercises

Application testing

Assessment of various applications
including web applications, web services,
binary application (thick client) and
mainframe

Network device reviews

Network device review service includes
assessing the running configuration,
firmware version and firewall rulesets
of devices from a large number of
major manufacturers including Cisco,
Checkpoint, HP, Juniper, Palo Alto,
Brocade, SonicWall and Fortigate
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Wireless penetration testing

Wireless network testing and
configuration review service assesses
the level of security of wireless network

The service includes wireless access
point reviews, WLAN controller and
client device reviews, site surveys and
rogue access point sweeps

Secure code review

Examination of an application’s source
code from both manual and automated
perspectives to rectify any flaws
overlooked in the initial development
phase, improving both the overall quality
of software and the developer's skills.

We offer this service in a wide range of
languages, including C#, Java, Python
and PHP amongst others.

Stolen laptop review

Assessment of whether the laptop can

be compromised via boot methods,
encryption bypassing and any information
that can be used to further attack the
company

Find out more:

UK Call: +44 345 222171
Email: cyber@bsigroup.com
Visit: bsigroup.com/cyber-uk

IE/Int Call: 43531 210 1711
Email: cyber.ie@bsigroup.com
Visit: bsigroup.com/cyber-ie



