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Attacker’s Objectives: Global View



The Defender’s View: Protect the Network
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The Attacker’s View: Target the Human Factor
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Cybercriminal

High 
Value Executive

High 
Access User

High 
Access User

James Diamante • Following
CEO at Bank Co
500+ connections

4000 followers

 VIP by role, access
 Thousands of connections
 Targeted by email fraud actors
 Impersonated to attack others

Joe Greene • 3rd  
Loan Officer at Bank Co

500+ connections

 VIP by access - Access to 
financial systems

 Targeted by financially motivated 
phishers

Jennifer Jones • 1st

Financial Filing Analyst at Bank Co 
45 connections

 Creates and processes invoices 
for third party partners

 Impersonated to attack third party 
partners
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Attacker’s Objectives: Global View



The Attacker’s View: Global Advertising



The Attacker’s View: European Retailer



How Attackers Use People
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What is Ransomware?
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Criminals Pivot to Trojans – Ransomware Subsides
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What is Credential Phishing
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Claims to 
be secure

Spoof trusted third parties, 
customers, or executives. Sent 

from lookalike domains

No malware
to analyse
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Visually 
convincing site 

Hijacked site with 
good reputation

Trying to
steal credentials



Criminals Target Users for Credentials
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What is Business Email Compromise?
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Highly-targeted, low volume 
attacks 

Employee Name <employee@company.com>
CEO Name <CEO@company.com>

CEO Name <mu.constructionptltd@gmail.com>

Employee Name

Impersonate corporate 
identities 

Aim to solicit:
• Fraudulent wire transfers

• Steal company data
• Steal credentials and other 

confidential information



Attacks Target Individuals, Not Infrastructure

16© 2019 Proofpoint. All rights reserved

$12.5B losses from 
BEC/EAC since Oct 13.

37% of companies 
breached via cloud apps.

90%+ rely on users 
to run malicious code.

90
%

37
%

$12.
5B



Phishing Most Successful Infection Vector
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Source: ENISA 2018 Threat Report, 28 January 2019

“THE SUCCESS OF [PHISHING] IS MANIFES    
NEW RECORD IN DATA BREACHES REPOR   

https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018https:/www.enisa.europa.eu/publications/enisa-threat-landscape-report-2017


Defenders Don’t Focus on People, Attackers Do
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Source: Verizon DBIRSource: Gartner Information Security Market* WW End-User spending 2018



PEOPLE-CENTRIC
SECURITY
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PEOPLE-CENTRIC ATTACK 
VECTORS: INITIAL COMPROMISE 

PEOPLE-CENTRIC ATTACK 
VECTORS: POST-COMPROMISE

PEOPLE-CENTRIC ATTACK 
VECTORS: BUSINESS ECOSYSTEM

External 
Email

Cloud 
Accounts

Internal 
Email

Personal 
Webmail

External 
Email

Internal 
Email

Cloud 
Accounts

Web 
Browsing

Identity
Deception

Delayed action URLs

Malware

Phish
Spoofing/BEC

Brute force attacks

Malware
Phish

Malware
Phish

Exfiltrate data

Exfiltrate data
Move laterally

Exfiltrate data
Establish persistence

Upload malware
BECData loss

Malware
Phish

SocialEmail fraud
Lookalike 

domains



Who Are Your VAPs?
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PEOPLE-CENTRIC ATTACK 
VECTORS: INITIAL COMPROMISE 

PEOPLE-CENTRIC ATTACK 
VECTORS: POST-COMPROMISE

PEOPLE-CENTRIC ATTACK 
VECTORS: BUSINESS ECOSYSTEM

External 
Email

Cloud 
Accounts

Internal 
Email

Personal 
Webmail

External 
Email

Internal 
Email

Cloud 
Accounts

Web 
Browsing

Identity
Deception

Protection

TAP

TRAP

Internal Mail
Defense

Cloud Account    
Defense

Personal 
Webmail 
Defense

DLP

Encryption

Internal Mail 
Defense

CASB

Web Isolation
Digital Risk

Email
Fraud
Defense

Protection across the 
key people-centric 
threat vectors and 
gain VAP visibility

Minimise the damage 
from compromises that 

do occur

Stop people-centric 
attacks across the 
broader ecosystem

Make users more 
resilient against threats



@proofpoint

2018 Human Factor Report
https://www.proofpoint.com/it/human-factor-2018

Learn More

https://www.proofpoint.com/it/human-factor-2018
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