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Attacker’s Objectives: Global View
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The Defender’s View: Protect the Network
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The Attacker’s View: Target the Human Factor

High
Value Executive

James Diamante * Following
CEO at Bank Co
Cybercriminal 500+ connections
4000 followers

VIP by role, access
Thousands of connections

Targeted by email fraud actors
Impersonated to attack others
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High
Access User
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Joe Greene °* 3rd
Loan Officer at Bank Co
500+ connections

VIP by access - Access to
financial systems

Targeted by financially motivated
phishers

High
Access User

Jennifer Jones ¢ 1st
Financial Filing Analyst at Bank Co
45 connections

Creates and processes invoices
for third party partners

Impersonated to attack third party
partners




Attacker’s Objectives: Global View

/‘ OVER 99% OF TARGETED ATTACKS EXPLOIT HUMAN
VULNERABILITY, NOT TECHNICAL VULNERABILITY
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The Attacker’s View: Global Advertising

Bl ©——= PR MANAGER (APAC)

Ml ©——e \ID, GOVERNMENT COMMUNICATIONS (APAC)
Ml &——o PRDIRECTOR (APAC)
B &———¢ GENERICINFO@ EMAIL (ME)

® MD(US)
® DEPUTY-CHAIR (EMER)

e ® (0

® © COMMUNICATIONS OFFICER
0 2k 4k bk 8k 10k 12k 14k

B sicaler Keylogger B Unknown Malware I8 Consumer Credential Phishing
Unknown Credential Phishing RAT Corporate Credential Phishing Banking

I Ransomware I Downloader I MalSpam Bl unknown
proofpoint.




The Attacker’s View: European Retailer
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How Attackers Use People
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What is Ransomware?
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How do you do?
| visited your website recently..

I'm currently looking for work either part time or as a intern to get experience in the job fileld.

Please look over my CV and let me know what you think.

Yours cordially,

o

Elda-Resume.doc

13 Office

Document created using the application not related to Microsoft Office
Yesterd|

For viewing/editing, perform the following steps:

Click Enable editing button from the yellow bar above.
Once you have enabled editing, please click Enable Content button from the yellow bar above
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Clipboard = Font Fl Paragraph IF] Styles I Editing
y Security Warning  Macros have been disabled. i Enable Content | x
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' CERBER RANSOMWARE: Instructions

CERBER RANSOMWARE 0 English

Instructions

Can't you find the necessary files?
Is the content of your files not readable?

It is normal because the files' names and the data in your files have been encrypted by "Cerber Ransomware".

It means your files are NOT damaged! Your files are modified only. This modification is reversible.
From now it is not possible to use your files until they will be decrypted.

The only way to decrypt your files safely is to buy the special decryption software "Cerber Decryptor”.

Any attempts to restore your files with the third—-party software will be fatal for your files!

You can proceed with purchasing of the decryption software at your personal page:
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Criminals Pivot to Trojans — Ransomware Subsides

— i RANSOMWARE WAS VIRTUALLY
- SZZ':?EM ABSENTIN 04 2018..

— T DRAMATIC Q4 INCREASES IN BANKING
o TROJANS & OTHER MALWARE.
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What is Credential Phishing

Spoof trusted third parties,
customers, or executives. Sent
from lookalike domains

Claims to
be secure

No malware
to analyse
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. Microsoft < = Undisdosed recipients:
Office365 unusual sign-in activity

ﬂ If there are problems with how this message is displayed, click here to view it in a web browser.

Getting too much email from Microsoft account team <account-secunty-noreply@account migosoftcom»? You can unsubscribe

-. This message is from a trusted sender.

Office365 account
Unusual sign-in activity
We detected something unusual about a recent sign-in to the Office 365 account . To help keep you safe. we required an extra security challenge.

Sign-in details:
Country/region: South Africa
IP address: ©=

Date: 1/19/2017 4:03 AM (CET)

If this was you, then you can safely ignore this email.

If you're not sure this was you, a malicious user might have your password. Please review your recent activity and we'll help you take corrective action.

To opt out or change where you receive security notifications, click here.

Thanks,
The Microsoft account team
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Hijacked site with

good reputation

Visually

convincing site

Trying to 9
steal credentials
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Criminals Target Users for Credentials

E Dropbox Account Phishing

m—inci ntuion Prishig WHILE NEW MALWARE

Generic Email Credential Harvesting

I Microsoft OWA Phishing -
Office 365 Account Phishing UF EN MAKES HEADL'NES,
Adobe Account Phishing

ool e Psing CORPORATE GREDENTIAL

Docusign Phishing

o P Prcnng PHISHING VIA EMAIL
s Acco P INCREASED OVER 300%

EE Microsoft Excel Online Phishing

L At Prishing BETWEEN Q2 AND (3 2018

I Windows Settings Phishing

HEE Postal / Shipping Company Phishing
B MyEtherWallet Phishing

Alibaba Phishing
IEE OneDrive Phishing

Retail Phishing
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What is Business Email Compromise?

I3 Urgent Request - Sylpheed | = | B et
File Edit View Message Tools Help
From: To:
Im rson r r Subject: Urgent Request
personate (?O pOl ,ate From: CEO Name <CEO@company.com> =
identities To: Employee Name <employee@company.com>
Reply-To: <mu.constructionptaltd @gmail.com> CEO Name <mu.constructionptitd@gmail.com>
Subject: Urgent Request
Date: Thu, 19 Jan 2017 00:48:15 -0700
User-Agent: Workspace Webmail 6.6.1
. text/html (830B) -
Highly-targeted, low volume i | i
I
attacks
I need you to instruct our Chief Financial Officer to initiate a wire transfer of
®:150,000 to the account details that follows, file for auditing.
It is consequential it is done today It's for an urgent acquisition. I hawve a deadline
) o to deal with, which may be passed. P
Aim to solicit:
* Fraudulent wire transfers BANK NAME: Barclays Bank Plc
« Steal company data 9_ ACCOUNT NAME: E grand logistics.
. Steal dential d oth ACCOUNT NUMBER: 13396770
eal credentials and other SORT CODE: 20 29 81
confidential information IBAN: GB94BARC20298113396770
BIC: BARCGB22Z2 L
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Attacks Target Individuals, Not Infrastructure

salesforce < >

IJ Office 365 k
THREM'S USE SHIFT TO GDRAD CREATES BEC STOR
SOCIAL ENGINEERING, NEW THREAT VECTORS, EMAIL F BECOMES
NOT VULNERABILITIES DATA EXPOSURE BOARD-LEVEL ISSUE

90%+ rely on users 37% of companies $12.5B losses from
to run malicious code. breached via cloud apps. BEC/EAC since Oct 13.
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Phishing Most Successful Infection Vector

Top Threats 2017 A“ﬁ;':’l; rends Top Threats 2018 T:f::;;dm C:‘::Ei;"

1. Malware < 1. Malware - 1. Malware 3
2. Web Based Attacks 1) 2. Web Based Attacks 1
i.“u::l:.npplicatiun O 3. Web Application Attacks - 2. Web Based Attacks ‘i
4. Phishing (1) 4. Phishing O .
5. S5pam ‘) 5. Denial of Service ‘) 'P 4. Phﬁh |“E ‘i
6. Denial of Service 1] 6. Spam < J 6. Spam 3
7. Ransomware O 7. Botnets 1) T
8. Botnets ‘) 8. Data Breaches ‘) ’P I I
9. Insider threat b 9. Insider Threat (§)
Y e THE SUCCESS OF [PHISHING] IS MANIFES
manipulation/ damage - da;nagej' theft/loss

eft/loss
el 0 | itrmommion e o & NEW RECORD IN DATA BREACHES REPOF
12. Identity Theft (1] 12. Identity Theft (1]
et 1) 13. Cryptojacking 1 NEW
14. Exploit Kits U 14. Ransomware U J,
15. Cyber Espionage (1] 15. Cyber Espionage (})

Legend:  Trends: () Declining, = Stable, () Increasing
Ranking: ‘T-Going up, + Same, |- Going down

Source: ENISA 2018 Threat Report, 28 January 2019
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https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018https:/www.enisa.europa.eu/publications/enisa-threat-landscape-report-2017

Defenders Don’t Focus on People, Attackers Do

Endpoint
Protecti
s MONEY
19% Secure Web Wire Fraud
Gateway
- 93% OF BREACHES DATA
IT SEGURITY Secur_e ARE A"ACKS Personal Data
Email 0
nousrey e EMAIL  [CLURRAY rager peonte
o 96% VIA EMAIL ASSETS
Network
S:cuf;’:y Intellectual Property
Equipment
61%
ACGCESS
User Credentials
Source: Gartner Information Security Market* WW End-User spending 2018 Source: Verizon DBIR
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PEOPLE-CENTRIC

SECURITY
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PEOPLE-CENTRIC ATTACK PEOPLE-CENTRIC ATTACK
VECTORS: INITIAL COMPROMISE VECTORS: POST-COMPROMISE

External

External : Email
Email Spoofing/BEC
Phish
Exfiltrate data
Malware
Internal
Exfiltrate dat Email
Delayed action URLs AT
Exfiltrate data
Malware . .
: E lish :
Internal Phish stabliSTiEL. Cloud
Email Data loss Accounts
Brute force attacks Malware
Phish
Cloud Malware Social
Accounts Phish Browsing
Personal Identity
Webmail Deception

PEOPLE-CENTRIC ATTACK
VECTORS: BUSINESS ECOSYSTEM
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Who Are Your VAPs?

Targeted by Threats

Receive highly targeted, very
sophisticated, or high
volumes of attacks

Work in High Risk Ways | \ULNERABILITY

Clicks on malicious content, \
fails awareness training, or '\

uses risky devices/cloud N

services
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\
PRIVILEGE ,,] Access to Valuable Data
/ Can access or manage

critical systems or sensitive

data
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PEOPLE-CENTRIC ATTACK
VECTORS: POST-COMPROMISE

PEOPLE-CENTRIC ATTACK
VECTORS: INITIAL COMPROMISE

External
External Email
Sivel Protection DRF Minimise the d
-Phish; inimise the damage
TAP %r% Encryption from compromises that
ZnCalion, do occur
Protection across the TRAP Internal Mail
key people-centric Make users more Defense
threat vectors and Internal Mail = resilient against threats .
gain VAP visibility Defense -
Cloud Account \/ Web Isolation
Defense Digital Risk _
Sl Stop people-centric
Webmail attacks across the
Clogs Defense broader ecosystem

Accounts

|[dentity

Personal
Deception

Webmail
PEOPLE-CENTRIC ATTACK

VECTORS: BUSINESS ECOSYSTEM
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Learn More

Y @proofpoint o
& \&@X%@
| R

2018 Human Factor Report b o
https://www.proofpoint.com/it/human-factor-2018
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