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- AGENDA

« Declaring a Disaster

* We Have to go to the Cloud!
Traditional DR Approaches
« Can the Cloud Handle DR?
* DIY Cloud DR

 Why a Commercial Solution
 DRaaS via Replication
 DRaaS via Backup

* It's All About the Cloud
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Declaring a Disaster

 Disasters are always unexpected

 Natural disasters
« Datacenter fires
« Ransomware attacks

* Prepare for the unexpected

» Loss of hardware
» | oss-of people

» Keys o success
» Automation
 Testing
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We Have to go to the Cloud!

* A lot of push to go there

* Need successful first project
* Creates momentum

* Must meet technical goals
« Save money

* DR often seen as great test case
* Why is that?



Traditional DR

Approaches
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Ignore it

* We’'ll just use our tape
backups
* My bank did this for years...

* DR Is expensive
* Very common to ignore

* What about an actual DR
system? Actual responses:
* “We don’t have the budget”
* "I'll probably be dead anyway
 “If it happens I'll just quit"

DR?
| don’t need no stinking DR!

(my apologies to Bogey)
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Standby Datacenter

* Purchase or lease standby servers

 Host them somewhere

e Second, cold datacenter

* Two datacenters,
each:standby for other

* Collocation facility
* Replicateall-that matters

 \Very expensive
» Rarely tested
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DR Service
Provider

* Many companies with
option to same datacenter
 Like a gym membership or

“unlimited” data plan

 Less expensive than
own DC

» Oversubscription risk
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U e

USing the
Cloud for DR
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Can the Cloud
Handle DR?

* What you need
* Quickly restore

 Significant compute, storage, and
network resources

* Available at moment’s notice
* Don’t want to pay until then

 Public cloud the only way

* Immediately-available, unlimited,
pay-by-the-hour-and-GB resources

* No regional constraints
« But how do you use the cloud?
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plicatio

. Second teati)n systen

running 24x7

. ets rage is block
. In mpatibili _
. IIy requi gnifica

ning, scripting, manual work
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* DIY looks inexpe
lot of manual work

* Least ability to sé oney
running just for D

* Orchestration c ities |i
available script

« Difficult to do ¢ 2Ncy g
recovery orde

» Can actually cost




DRaaS$S via Replication

« Specialty replication software for  Cons
V|rtua||zat|0n and CIOUd e Second protection System
e Pros » Target VMs running 24x7
« Best RPOs and RTOs available * Target storage usually block
« Solve incompatibilities, provide automation * Second
Cust
Druva Cloud Cloud
VM VM § VM j VM
[0 [ssa] [e52] 1]
st leel Replication
Hypervisor
Cloud
WAN Acceleration Gateway

(optional)
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DRaaS via Backup

» Use cloud-based backup copy to populate « Cons

DR site
 Pros

» Single system for backup & DR
* No need to run target VMs
» Target copy can be EBS snapshot

VMware Cloud™ on AWS

o]o

Data Center

Druva Cloud Platform

All AWS Regions

e T EO8 "B &

* RTOs limited by available tools
« RPOs limited by backup frequency

At Disaster Time

-6 E

~ DR Proxy  Snapshot Amazon EC2

7 Customer AWS VPC

AWS Cross Region / Account DR

Amazon EC2 Snapshot Amazon EC2 Snapshot

Customer AWS VPC Customer AWS VPC
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It’s All About
the Cloud

* |Instantiate and scale
iImmediately

* Minimal ongoing costs
(if you do it right)

* Ability to easily and
repeatedly test declaring
a disaster

* |t's @ marriage made in ...
the clouds
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