..making excellence a habit.

Practical Information
Security and Risk
Assessment Training

1 day course

A security risk assessment and audit (SRAA), privacy impact assessment (PIA) and privacy compliance audit (PCA) is
a systematic assessment of a project that identifies the impact that the project might have on the security risk and
privacy of individuals, and sets out recommendations for managing, minimising or eliminating that impact. It's
definitely helpful for implementing ISO 27001 as well as ISO 27701 to facilitate information and privacy security.

How will | benefit?

* describe how personal information flows in a project

* analyse the possible impacts on individuals’ privacy and security risk

* identify and recommend options for avoiding, minimising or mitigating negative privacy and security risk impacts
* build privacy and security considerations into the design of a project

+ achieve the project’s goals while minimising the negative privacy and security impacts

Who should attend?

* Information Security Managers * Risk and Compliance Managers
* IT and Corporate Security Managers * Information Security Consultants
* Corporate Governance Managers * Suppliers for QPS project

Guest Tutor Profile

Mr. Kenji Chang

Mr. Chang is an experienced Cyber Security professional with a demonstrated history of working as global /regional role in
different enterprises, including HK leading telecom, top tier accounting firm, Fortune 500 manufacturers, and global logistics
enterprises. He has diversified IT knowledge and experiences, with particular strengths in IT Governance, Information
Security & Risk Management, Global IT compliance, ISO 27001 Project Lead, IT Security Infrastructure & Operation
Management and Cloud Security Assessment.

Currently, Mr. Chang is the Senior Manager, Information Security & Governance at a sized NGO in real estate sector, leading
and coaching a team of security professionals. He is holding a variety of industry Cyber Security / IT certificates including
M.Sc. in IT Management, CISM, CSSLP, CISSP, GWAPT, CEH, GCIH, ISO/IEC 27001:2013 LA & LI, PMP, CCSK.



Course Agenda

09:30 Welcome and introductions

Course aims, objectives and structure

Information Security Management in different industries

Common Regulations and best practice found in information security or privacy data protection

* |1SO 27001 ¢ OGCIO Information Security guideline
* Six DPP by PCPD * GDPR
¢ China Cyber Security Law * Others (NIST, CIS etc)
Lunch Challenges in Implementation of Information Security and suggested countermeasure
Common Security Assessment
¢ |SO 27001 risk assessment * Vulnerability Assessment
* Security Risk Assessment and Audit (SRAA) * Privacy Impact Assessment (PIA)
* Privacy Compliance Audit (PCA)
Introduction of Data Loss Prevention technology
Practical Case Study
17:30
Close of day
Date: 25 Sep /30 Oct/ 27 Nov 2020
Time: 09:30 -17:30
Venue: 23/F, Cambridge House, TaiKoo Place, 979 King's Road, Island East, Hong Kong
Language: Cantonese with terminologies in English
Fee per delegate: HKD 2,975 (Early Bird Discount Rate) tS+igirat+Hkb3,5661
Certificate: Certificate of attendance will be awarded by BSI after completion of the course

bsi

Sl.

BSI has been at the forefront of information security standards since
1995, having produced the world's first standard, BS 7799, now
ISO/IEC 27001, the world's most popular information security standard.

And we haven't stopped there, addressing the new emerging issues such
as privacy, cyber and cloud security.

‘ iSupreme

IR Contact BSI
iSupreme Technologies Ltd. is a technical solution and advisory T: +852 3149 3300
consulting firm based in Hong Kong, with strong information security
background, we offer a full range of utmost quality information
security and regulation compliance consultancy and training services. W: bsigroup.com/en-HK

E: hk@bsigroup.com
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