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®ISO/IEC 27001:2022
What's changed?

From October 2022, the new ISO/IEC 27001 standard will be published, meaning

that you will need to update your ISMS and revise your infosec security posture.

So, what can you expect from the new standard? This simple infographic

will help you to understand the key changes.




ISO/IEC Changes summary

Editorial changes

Full alignment with new ISO Harmonized Structure
Re-arranging of some English to allow for easier translation

Minor numbering re-structure to align with the harmonized approach

Removal of reference to control objectives as they no longer exist either
in Annex A or ISO 27002

New requirements

® Define the processes and interactions needed to implement
and maintain your ISMS

® Communicate organizational roles relevant to information security
within in your organization

® Monitor information security objectives

® Ensure your organization determines HOW to communicate
as part of clause 7.4

® Establish criteria for operational processes and implementing control
of the processes

® New clause 6.3 - Planning of Changes

Contact us to learn how we can help you complete the
transition seamlessly and effectively.

bsigroup.com/hk +852 3149 33300 hk@bsigroup.com

Revised Annex A security controls

Number of controls reduced from 114 to 93

24 58

merged revised

Four new security categories
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Clause 7
=~/ Physical controls

14 13 1

controls existing new

@ Clause 8
Technological controls

34 27 7

controls existing new

Five new control attributes to aid categorization
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Control Information Cybersecurity Operational Security

type security properties concepts capabilities domains
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