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Masterclass: ISO 22301 Business Continuity Management Systems
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Essential information about the course

This masterclass will provide you with in-depth insight, enabling you to implement, maintain and improve the
more challenging technical aspects of a business continuity management system (BCMS), based on ISO
22301:2019 and related standards in the 22300 series.

A masterclass is a five-day advanced training course that will give you a deeper understanding of management
systems.

By developing this expertise, you'll be better equipped to implement the more challenging technical aspects of a
management system standard or discipline. You'll also have the competence to improve an existing management
system by evaluating the effectiveness of its implementation.

The masterclass explores key clause requirements, concepts and principles - as well as related standards and
guidance.

This masterclass will provide you with the knowledge and skills to implement, maintain and improve the more
technical aspects of a business continuity management (BCM) system.

Using short presentations, discussions, self-reflection and classroom activities, this masterclass will delve into
deeper technical areas, requirements and concepts than would be covered in an on ISO 22301:2019 Lead
Implementer training course.

An expert BSI tutor will be on hand to facilitate discussions, draw insights and experiences among the class. This
will bring to life the concepts for designing and maintaining a BCM to safeguard your organization. It will enable
you to maximize the applicability of your learning from the masterclass to your workplace.

The masterclass will cover the context of the organization and integration with business processes, along with
the consideration of a wide variety of associated guidance and related standards.

Unexpected disruptions can have significant impact on the continuity of core processes of organizations, thus on
their ability to provide products and services. In today’s fast changing world, where competition is getting
tougher, organizations are seeking ways to survive and prosper from unexpected disruptions.

Our ISO 22301:2019 masterclass is designed for business continuity professionals seeking to develop in their
business continuity journey. Critical processes will be explored, especially under clause 8 operation of the ISO
22301 standard.

We recommend bringing your own laptop to the class, to access and make use of some of the
electronic workshop files presented during the course, rather than use the hard copies provided.



Our course agenda

Day 1 Day 2
e Business continuity management and related e Business impact analysis (BIA)
standards e Workshop 3: Determining impact types and
e IS0 22301:2019 requirements criteria
e Workshop 1: Determine and monitor legal and e RTO, MTPD and prioritization
regulatory requirements e Workshop 4: Prioritization

e Workshop 2: Process categorization and
determining scope of BCMS

Day 3 Day 4
e Risk management and assessment e Business continuity plans and procedures
e BC strategies and solutions [continued]
e Workshop 5: BC strategies and solutions e Workshop 6: Reviewing and establishing
e Business continuity plans and procedures business continuity plans

o Exercise programmes
e Evaluation of business continuity
e Workshop 7: Business continuity evaluation

Day 5

e Auditing BCMS and ISO 22301 certification process
e Course review and final questions
e Final examination preparation
e Examination (2 hours)
Book today at
bsigroup.com/training |

Upon successful completion of your course, you'll receive an internationally recognized BSI certificate

Make sure the course is right for you
Who is this course for?

This masterclass is for anyone involved in the detailed technical management and improvement of a BCMS based
on ISO 22301:2019. It is suitable for many roles including:
e Business continuity or enterprise risk managers and professionals who are seeking to gain new
perspectives in BCMS practices
Consultants who have desire to take their business continuity knowledge to an advanced level
Business continuity management system practitioners
Crisis management team members
Incident and emergency response team members
Disaster recovery team members
Anyone working within business continuity

Please note: If you're more interested in the process of implementation, you will find our Implementation course
more appropriate. If you're leading an implementation team and want to learn about the requirements, process
and project management aspects of the implementation of a BCMS, our Lead Implementer course is more
suitable.



What will I learn? What are the benefits?

You'll have the knowledge to: This masterclass will help you to:

e Explain business continuity (BC), ISO e Gain an understanding of effective business
22301:2019 requirements and related standards continuity management throughout an

e Discuss legal and regulatory requirements, organization, and therefore how to continue
process categorization and BCMS scope the critical services during or after disruptions

e Describe business impact analysis (BIA)  Understand how to maintain and improve a

*  Explain recovery time objectives (RTO), robust BCMS in alignment with ISO
maximum tolerable period of disruption (MTPD), 22301:2019
and prioritization ) . . .

o Identify, analyze and evaluate BC risks in . !_earn the good' practice tgchmques contained
alignment with guidance standards in a BCMS in alignment with templates

« Define requirements of BC plans and procedures produced on these practices

e Communicate the importance of exercising and o Gain hands on experience and learn about
develop an exercise programme different perspectives on managing a BCMS

e Determine metrics and KPIs and evaluate

performance of a BCMS e Gain a deeper understanding on how to

establish critical business continuity processes
and to implement business impact analysis

You'll have the skills to: (BIA) in alignment with ISO 22313 (Societal
e Determine and monitor legal and regulatory security - Guidance on global best practice to
requirements organizations implementing an effective
o Categorize processes and determine the scope of Business Continuity Management System
a BCMS (BCMS) and ISO 22317 (Guidelines for
e Establish a BC risk management process business impact analysis (BIA)) guidance
e Establish and implement a BIA process standards

e Determine BC strategies and solutions for

I e Maintain, improve and manage a BCMS
prioritized processes

o Review and establish BC processes, procedures e Create the framework for your own BCMS
and business continuity plans (BCP) e Explore different perspectives of managing a

e Evaluate BC documentation and capabilities and BCMS which can lead to increased effectiveness
establish performance metrics and efficiency

Prerequisites - you are expected to have the following prior knowledge:

You'll need a working knowledge of business continuity management. You should ideally have good
knowledge of ISO 22301:2019 and the key principles and processes of a BCMS — either by attending our
Requirements course (or equivalent) or direct experience.

Why invest in training from BSI?

We want to make sure you have the best learning experience possible. That's why we offer a range of training
courses from beginner to expert. We create a positive learning environment, so you retain the knowledge and
acquire the skills that will continue to be of use beyond the course.

When you attend a BSI training course, our tutors are the best in the business. They're truly passionate about
sharing their knowledge and ensuring you learn. Trusted experts with years of hands-on and business
experience, they bring the subject matter to life with relevant and contemporary examples to enhance your
learning.

Training delivered at your site could be a convenient and cost-effective option, especially if you have multiple
delegates. Talk to one of our experts to find out more.



Next steps with the BSI Academy
Want to learn more? You may be interested in:

You may also be interested in other courses for ISO 22301:2019 covering Requirements (1 day), Internal Audit
(2 days), Implementation (2 days), Lead Implementer (5 days) and Lead Auditor (5 days).

You may also be interested in attending our Business Impact Analysis (BIA) and/or Business Continuity Plans
(BCP) principles and practices courses.

Find out more

® BSI Group Call: +44 (0)345 086 9000
Kitemark Court Email: training@bsigroup.com
SI e or visit: bsigroup.com/training
@ Milton Keynes, MK5 8PP




