
SaaS-Based Security Awareness and Training 
Change Behavior. Reduce Risk.

Our partnership with Wombat Security, a division 
of Proofpoint gives you access to industry-leading 
cybersecurity education for your end users. With 
Wombat’s suite of security awareness training tools, 
you can integrate assessments, interactive training, 
reinforcement materials, and comprehensive reporting 
features. Multinational organizations can deliver localized 
assessments and training in more than 30 languages. 

Wombat’s flexible, cloud-based Security Education 
Platform puts you in control; you decide what to deploy, 
and when and where to deploy it. And Wombat’s 
Continuous Training Methodology is about results: 
Organizations have used the this unique approach to 
reduce successful external phishing attacks and 
malware infections by up to 90%.

Reinforce: PhishAlarm and Security Awareness Materials

• Install the PhishAlarm® email client add-in to allow users to report suspicious emails with a single  
 mouse click. 
• Add PhishAlarm Analyzer to prioritize reported messages and streamline response and remediation.
• Use Security Awareness Materials — videos, posters, images, and articles — to create awareness   
 campaigns and remind users of the best practices they learned during training.

Measure: Dynamic Business Intelligence Tools

• View and analyze results of assessments and training, and evaluate PhishAlarm reporting metrics.
• Characterize and report using custom fields such as job function, department, location, etc.
• Export results to share and integrate with other security-related data.

Assess: CyberStrength and ThreatSim

CyberStrength® Knowledge Assessments 
• Evaluate awareness with a library of more than 175 questions that cover a variety of topics.
• Create custom questions to gauge understanding of company policies and/or known issues.
• Use predefined assessments to streamline evaluations and automatically assign follow-up training.

ThreatSim® Phishing Simulations

• Customize Wombat’s ThreatSim Phishing Simulations to assess your organization’s vulnerability  
 to phishing and spear phishing emails.
• Test your users’ recognition of suspicious links, attachments, and requests for sensitive data.
• Deliver just-in-time Teachable Moments to everyone who interacts with a mock attack.  
 Use Auto-Enrollment to automatically assign follow-up training to these more susceptible users.

Educate: Interactive Training Modules

• Select from 30+ security and compliance topics. Use Training Jackets to add custom content.
• Use mini-modules (5 to 7 minutes) and standard modules (10 to 15 minutes) to deliver on-demand,   
 interactive cybersecurity education. Choose mobile-responsive options for 508- and WCAG-  
 compliant training. 

• Educate effectively with training developed based on research-driven Learning Science Principles. 
• Take advantage of Wombat’s gamification approach, which ensures end-user participation.
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The Wombat Advantage

Reduce Phishing Susceptibility, Malware Infections, Helpdesk Calls, and More

Organizations that have used Wombat’s Continuous Training Methodology have experienced significant reductions in 
susceptibility to phishing attacks and the malware infections that often accompany them. They’ve also realized other 
benefits, including fewer helpdesk calls, increased reporting of security incidents, and measurable improvements in behavior 
metrics. Contact us to learn more about how Wombat’s tools have helped organizations in engineering, healthcare, retail, 
education, and other vertical markets. 

About the Wombat Continuous Training Methodology

Now a division of Proofpoint, Wombat Security was 
founded in 2008 based on research at the world-renowned 
Carnegie Mellon University, where its co-founders led the 
largest national research project on combating phishing 
attacks. Their goal was to address the human element of 
cybersecurity and develop novel, more effective anti-phishing 
solutions.  

These technologies and research provided the foundation  
for Wombat’s products and its unique Continuous Training  
Methodology. The methodology, comprised of a continuous 
cycle of assessments, education, reinforcement, and 
measurement, has been show to deliver up to a 90% 
reduction in successful phishing attacks and malware 
infections.

MEASUREASSESS REINFORCEEDUCATE

Real-Time Reporting 
Track the results and progress of 
assessments and training with extensive  
and exportable user analytics and metrics. 

Unlimited Platform Use 
Maximize your efforts with unlimited use  
of platform components for the number  
of specified end users in your license at  
no additional charge.

Multi-Language Support 
Ensure consistent training across the 
globe with the ability to deliver localized 
assessments and training in more than  
30 languages. 

Award-Winning Support 
Plan and execute effectively with pre-launch 
and post-launch support (included with your 
license). Superior service is always part of the 
package at Wombat. 

Wombat Wisdom
Connect with some of the brightest minds in 
person and online with the Wombat Wisdom 
Community, Insiders group, and annual 
Wombat Wisdom user conference.

Customer Success Manager 
Work with a dedicated team of Customer 
Success Managers — provided at no 
additional cost — to establish and achieve 
your program goals.

Contact your bsi representative for more information


