NIS2 to
ISO/IEC 27001

Mapping Tool

Navigating the shift toward NIS2 compli-
ance comes with significant implications
for organizations under the Directive’s
umbrella. This transition often spans

1 to 3 years, highlighting the need to
kickstart essential measures well in
advance. To simplify this process, we've
developed a user-friendly assessment
tool aligning NIS2 requirements with the
ISO/IEC 27001:2022 standard.

Our tool uses ISO/IEC 27001 as a practical
starting point, offering valuable insights into
your organization’s cybersecurity practices.
ISO/IEC 27001 establishes a framework of
best practices, policies, procedures and con-
trols to minimize the risk of information secu-
rity breaches. When mapping NIS2 measures
to the ISO/IEC 27001:2022 standard, a key
focus is on Annex A, providing critical insights
from a control perspective.

Annex A in ISO/IEC 27001:2022 outlines a set of
security controls crucial for demonstrating com-
pliance with ISO/IEC 27001 6.1.3 (Information
security risk treatment) and its associated State-
ment of Applicability.

Explore the table below for an accessible
overview of the mapping process between
NIS2 and the ISO/IEC 27001:2022 standard.
Our tool is designed to simplify the alignment
process, helping organizations understand
overlaps and identify gaps between NIS2 com-
pliance requirements and ISO/IEC 27001:2022.

As you embark on your compliance journey,
remember that our mapping tool is here to
assist you. We encourage you to leverage
this resource to improve your understand-
ing and invite you to reach out to us for
further guidance. Let's work together to ef-
fectively navigate the transition and ensure
the security of your information assets.

Contact us to get NIS2
compliance support:
sales.de@bsigroup.com



NIS2 Measures ISO/IEC 27001
Article 20: Governance
Annex A
A.5.1 Policies for information security
A.5.31 Legal, statutory, regulatory and contractual
requirements
A5.34 Privacy and protection of personal Identifiable
information (PII)
A.5.35 Independent review of information security
A.5.36 Compliance with policies, rules and standards
for information security
A.6.3 Information security awareness, education
and training
Article 21: Cyber security risk
management measures
(A) Policies on risk analysis and 52 Information security policy
information system security 6.1.2 Information security risk assessment process
6.1.3 Information security risk treatment process
8.2 Information security risk assessment
8.3 Information security risk treatment
Annex A
A5.1 Policies for information security
(B) Incident handling Annex A
A5.24 Information security incident management
planning and preparation
A.5.25 Assessment and decision on information
security events
A.5.26 Response to information security incidents
A.5.27 Learning from information security incidents
A.5.28 Collection of evidence
A.6.8 Information security event reporting
A.8.16 Monitoring activities




NIS2 Measures ISO/IEC 27001

Article 21: Cyber security risk

management measures (cont.)

(C) Business continuity, Annex A

such as backup managemen A.5.29 Information security during disruption

and disaster recovery,

and crisis management A.5.30 ICT readiness for business continuity
A.8.13 Information backup
A8.14 Information backup
A.8.15 Logging
A.8.16 Monitoring activities
(D) Supply chain security, Annex A
including secunty—related A.5.19 Information security in supplier relationships
aspects concerning the
relationships between each A.5.20 Addressing information security within
entity and its direct suppliers or supplier agreements
Service providers A.5.21 Managing information security in the ICT
supply chain
A5.22 Monitoring, review and change management
of supplier services
A.5.23 Information security for use of cloud services
(E) Security in network and Annex A
information systems acquisition, 1 5 5 5 Addressing information security within
development and maintenance, supplier agreements
including vulnerability handling PP g
and disclosure A.5.24 Information security incident management
planning and preparation
A.5.37 Documented operating procedures
A.6.8 Information security event reporting
A.8.8 Management of technical vulnerabilities
A.8.9 Configuration management
A.8.20 Network security
A.8.21 Security of network services




NIS2 Measures ISO/IEC 27001

Article 21: Cyber security risk
management measures (cont.)

(F) Policies and procedures 9.1 Monitoring, measurement, analysis and evaluation
to assess the effectiveness of :
L 9.2 Internal audit
cybersecurity risk- management
measures 9.3 Management review
Annex A
A.5.35 Independent review of information security
A.5.36 Compliance with policies, rules and standards
for information security
(G) Basic cyber hygiene practices | 7.3 Awareness
and cybersecurity training 74 Communication
Annex A
A.5.15 Access control
A.5.16 Identity management
A5.18 Access rights
A.5.24 Information security incident management
planning and preparation
A.6.3 Information security awareness, education
and training
A.6.5 Responsibilities after termination of change
of employment
A.6.8 Information security event reporting
A.8.2 Privileged access rights
A.8.3 Information access restriction
A.8.5 Secure authentication
A.8.7 Protection against malware
A.8.9 Configuration management
A.8.13 Information backup
A.8.15 Logging
A.8.19 Installation of software on operational systems
A.8.22 Segregation of networks




NIS2 Measures ISO/IEC 27001

Article 21: Cyber security risk

management measures (cont.)

(H) Policies and procedures regard- | Annex A

ing the use of cryptography and, A 824 Use of cryptography

where appropriate, encryption

(I) Human resources security, Annex A
access control policies and asset | 5 5 g Inventory of information and other associated assets
management . .
A.5.10 Acceptable use of information and other
associated assets
A5.11 Return of assets
A5.15 Access control
A5.16 Identity management
A5.17 Authentication information
A5.18 Access rights
A.6.1 Screening
A.6.2 Terms and conditions of employment
A.6.4 Disciplinary process
A.6.5 Responsibilities after termination or change
of employment
A.6.6 Confidentiality or non-disclosure agreements
(J) The use of multi-factor authentica- | Annex A
tion or continuous aqtherjtlcatlon A.5.14 Information transfer
solutions, secured voice, video and .
text communications 5and secured | A-5-16 Identity management
emergency communication systems | A 517 Authentication information
within the entity, where appropriate
Article 23: Reporting obligations
Annex A
A5.14 Information transfer
A.6.8 Information security event reporting
Article 24: Use of European cyber-
security certification schemes
Annex A
A.5.20 Addressing information security within

supplier agreements




