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How can better information security add value to my business?

Strengthening your data security and getting to grips 
with information security standards can be complicated 
and you probably have lots of questions about how to 
protect your data, why it matters and which standards  
to choose.

This handy FAQ guide will answer any queries you might 
have about data security and the ISO/IEC 27000 series 
of information security standards.

Information security is the practice of storing, sharing 
and managing data securely, whether it’s passwords, 
confidential documents, employee’s personal 
information or business data. ISO/IEC 27001 is a standard that can show you how 

to identify vulnerabilities and risks in your existing data 
security processes, as well as guiding you through 
the creation of an effective ISMS that will protect your 
business data.

Without effective data security to protect your 
business, you’re at risk of a data breach. These 
can result in costly fines, on top of the lasting 
damage to your reputation and loss of business.

An ISMS is an Information Security Management 
System. It’s a set of systems or processes that you 
create and follow to ensure data is kept safe.

Creating an Information Management Security System 
(ISMS) keeps your data safe and can also…

• Prevent hacking or phishing attacks

• Demonstrate your commitment to data security

• Protect your business’ reputation

• Educate your team on data security best practice

• Handle, store and manage data safely

It’s up to your organization to ensure all business 
data is managed safely and securely; if you store or 
handle any of the following data, you’re responsible for 
keeping it safe from hackers, theft or accidental loss:

What does “information security” mean?

Is there an information security standard?

What is an ISMS?

• Personnel records

• Business information

• Payroll and HR data

• Intellectual property

• Website information

• Customer details

• Private correspondence

• Mailing lists

Why do I need information security?



BSI Added value guide 2bsigroup.com

How do I know if I need ISO/IEC 27001?

What is ISO/IEC 2701?

ISO/IEC 27001 is an approach to keeping data safe that 
can be adopted by any business in any sector. While 
the standard’s main focus is identifying and managing 
information security risks, adopting ISO/IEC 27001 
offers much broader benefits to your business than 
just protecting data.

If your business handles, stores or uses any of the 
following data, ISO/IEC 27001 can help you understand 
how to keep it safe from theft, hackers and accidental 
data breaches:

• Customer or personnel data

• Payroll and HR information

• Intellectual property

• Budgeting and forecasting documents

• Website data and statistics

• Sales and prospecting data

Do I need ISO/IEC 27001 even if I’ve  
never had a data breach?

A data breach isn’t just being targeted by hackers or 
scammer. Staff working remotely with business data 
on their laptops, anti-virus software going out of date 
or even an email being sent to the wrong person 
could result in a data breach, costing you thousands 
of pounds – and your reputation. 

With ISO/IEC 27001 in place, you know your 
information security is in line with industry standards. 
The standard gives you additional protection against 
threats, hackers and data thieves and shows you how 
to continually maintain and optimise your security 
processes.

Is IEC/ISO 27001 relevant to all sizes  
of business?

Standards can be adopted by businesses of any size 
with the same benefits – the only difference is how 
you implement them. 

If your business handles any kind of data, such as staff 
personal records, payroll information or confidential 
business data, then it can benefit from the protection  
ISO/IEC 27001 offers. 

Does it take a long time to implement? 

It depends on how you want to implement the 
standard and whether you choose to go for 
certification or non-certification (informal) adoption.

You don’t have to achieve certification and can still 
benefit from adopting just some of the standard’s 
recommendations, although the more you take from 
the standard, the more rewarding it’ll be.
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Will I have to completely overhaul how  
my business does things?

Adopting any standard is about improving your 
existing processes and bringing the way you operate 
now in line with a best practice approach. 

As above, you don’t have to change anything you 
don’t want to – but the more recommendations from 
the standard you adopt the more you’ll maximise  
the benefits.

Is it expensive to buy standards?

ISO/IEC 27001 costs £88 for BSI members and £175 for 
non-members; it’s available from BSI Knowledge as a 
single copy purchase or as part of a subscription. 

Remember, though - for that one-off cost, you get 
access to the expertise of industry bodies, research 
and testing organizations, government bodies, trade 
associations, businesses of all sizes and consumers 
who have contributed to the standard. ISO/IEC 27001 
quickly pays for itself (and more) through guidance 
that will show you how to boost your bottom line 
by reducing the risk of a data breach, improving 
processes, operating more efficiently and saving time 
across your business. This is one of the cheapest 
forms of consultancy available.

How much will my business benefit?

The benefits you gain will depend on the extent 
of implementation of the recommendations in 
the Standard. However, you can use our Impact 
Assessment tool to see just how it could benefit  
your business.

Will I have to pull staff off their regular jobs 
to implement ISO/IEC 27001?

You don’t have to, but involving the entire team with 
standards benefits everyone. 

For example, creating workgroups with defined 
responsibilities and deadlines can make the 
implementation process much more straightforward,  
while some employees can go on to gain valuable 
skills, training as internal auditors.

Do I have to get accredited?

No, you don’t have to. Many businesses enjoy the 
benefits of ISO/IEC 27001 simply by following the  
best practice approaches laid out by the standard, 
while others choose to go for accreditation 
to demonstrate to customers and clients their 
commitment to the standard.

What support is available when  
implementing ISO/IEC 27001?

If you decide to adopt ISO/IEC 27001 organizations 
who are accredited by the UK Accreditation Body 
(UKAS) like BSI, can help you to:

• Implement the standard to your business’ specific 
needs

• Understand the impact and benefits of the standard

• Train and communicate with staff about the standard

• Choose the right adoption style for your business

• Prepare for accreditation, if you choose to

Does ISO/IEC 27001 go out of date? 

All standards are regularly updated to ensure their 
guidance is relevant and up to date. When it comes 
to the fast-paced world of information security, it’s 
even more important that ISO/IEC 27001 stays at the 
forefront of developments in technology, software and 
hackers’ methods. 

https://knowledge.bsigroup.com/?utm_source=website&utm_medium=pdf&utm_campaign=UK-NSB-BSF-DATA-ISO27001-2205&utm_content=27001_added_value_guide
https://www.bsigroup.com/en-GB/standards/explore-standards/information-security-27001/impact-of-standards-on-information-security/?utm_source=website&utm_medium=pdf&utm_campaign=UK-NSB-BSF-DATA-ISO27001-2205&utm_content=27001_added_value_guide
https://www.bsigroup.com/en-GB/standards/explore-standards/information-security-27001/impact-of-standards-on-information-security/?utm_source=website&utm_medium=pdf&utm_campaign=UK-NSB-BSF-DATA-ISO27001-2205&utm_content=27001_added_value_guide
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Start your standards journey
Visit BSI Knowledge to explore over 60,000 standards. To find out more 

about ISO/IEC 27001 contact our customer service team on 0345 086 9001. 

Beyond information security

Helping you protect your data isn’t the only thing ISO/IEC 27001 can do. Once embedded 
in your organization, a standard’s benefits become apparent as your business starts to 
operate more efficiently, increase its competitiveness and improve the quality of goods 
and/or services.

• With defined processes in place, your business will run more efficiently as everyone 
knows what to do and when

• Saving time otherwise wasted on a trial-and-error approach to data security makes  
you more productive

• Train staff around the standard to improve the quality of customer service

• Bid for bigger projects you may not have been eligible for before

• Win more business by impressing potential customers with your commitment to  
standards and continual improvement

https://knowledge.bsigroup.com/?utm_source=website&utm_medium=pdf&utm_campaign=UK-NSB-BSF-DATA-ISO27001-2205&utm_content=27001_added_value_guide

