ANNEX A

IEEE Standards on Smart Grids

e P(C37.238 - Standard Profile for Use of IEEE 1588 Precision Time Protocol in Power System
Applications

e P60255-118-1 - Measuring Relays and Protection Equipment - Part 118-1: Synchrophasor for
Power System - Measurements

e P1588 - Standard for a Precision Clock Synchronization Protocol for Networked
Measurement and Control Systems

e P802.1AC - Standard for Local and Metropolitan Area Networks - Media Access Control
(MAC) Service Definition

e P1711.3 - Standard for Secure SCADA Communications protocol (SSCP)

e P487.1 - Standard for the Electrical Protection of Communication facilities Serving Electric
Supply Locations through the Use of On-grid Isolation Equipment

e P1894 - Guide for Online Monitoring and Recording Systems for Transient Overvoltages in
Electric Power Systems

e P487 - Standard for the Electrical Protection of Communication facilities Serving Electric
Supply Locations - General Considerations

e 487.4-2013 - IEEE Standard for the Electrical Protection of Communication facilities Serving
Electric Supply Locations through the Use of Neutralizing Transformers

e P2030.102.1 - Standard for Interoperability of Internet Protocol Security (IPsec) Utilized
within Utility Control Systems

e P(C37.246 - Guide for Protection Systems of Transmission to generation Interconnections

e P2030.5 IEEE Draft Standard for Smart Energy Profile 2.0 Application Protocol (P)

e P802.3bq - IEEE Standard for Ethernet Amendment: Physical Layer and Management
Parameters for 40 Gb/s Operation, Type 40GBASE-T

e P802.21 - Standard for Local and Metropolitan Area Networks -- Part 21: Media Independent
Services framework

e P802.21.1 - Standard for Local and Metropolitan Area Networks -- Part 21.1: Media
Independent Services

e P802.16r - IEEE Standard for Air Interface for broadband wireless Access Systems -
Amendment for Small Cell backhaul (SCB)

e P1711 - Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links

e P2030.101 - Guide for Designing a Time Synchronization System for Power Substations

e P1888.4 - Green Smart Home and Residential Quarter Control Network Protocol

e P1547a - Standard for Interconnecting Distributed Resources with Electric Power Systems

e (37.111-2013 IEEE Measuring Relays and Protection Equipment — Part 24: Common format
for Transient Data Exchange (COMTRADE) for Power Systems

e 789-2013 IEEE Standard Performance Requirements for Communications and Control Cables
for Application in High Voltage Environments

e 1905.1-2013 IEEE Standard for a Convergent Digital Home Network for Heterogeneous
Technologies

e 80-2000 IEEE Guide for Safety in AC Substation Grounding

e 81-1983 IEEE Guide for Measuring Earth Resistivity Ground Impedance and Earth Surface
Potentials of a Ground System Part 1: Normal Measurements



P81 - Guide for Measuring Earth Resistivity, Ground Impedance, and Earth Surface Potentials
of a Grounding System

81.2-1991 IEEE Guide for Measurement of Impedance and Safety Characteristics of Large
Extended or Interconnected Grounding Systems

367-1996 IEEE Recommended Practice for Determining the Electric Power Station Ground
Potential Rise and Induced Voltage From a Power Fault

487-2007 IEEE Recommended Practice for the Protection of Wire-Line Communication
Facilities Serving Electric Supply Stations

644-1994 IEEE Standard Procedures for Measurement of Power Frequency Electric and
Magnetic Fields from AC Power Lines

656-1992 IEEE Standard for the Measurement of Audible Noise from Overhead Transmission
Lines

P789 - Standard Performance Requirements for Communications and Control Cables for
Application in High Voltage Environments

802-2001 IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture

P802 - Standard for Local and Metropolitan Area Networks: Overview and Architecture
802.1AB-2009 - IEEE Standard for Local and Metropolitan Area Networks - Station and Media
Access Control Connectivity Discovery

802.2-1998 Standard for Information Technology - Telecommunications and Information
Exchange Between Systems - Local and Metropolitan Area Networks - Specific Requirements
- Part 2: Logcal Link Control

802.3-2005 - IEEE Standard for Information Technology - Telecommunications and
Information Exchange Between Systems - Local and Metropolitan Area Networks - Specific
Requirements Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Acc
802.11-2012 IEEE Standard for Information Technology - Telecommunications and
Information Exchange Between Systems - Local and Metropolitan Area Networks - Specific
Requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (P
802.11-2007 IEEE Standard for Information Technology - Telecommunications and
Information Exchange Between Systems - Local and Metropolitan Area Networks - Specific
Requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY)

802.15.1-2005 IEEE Standard for Information Technology - telecommunications and
Information Exchange Systems between Systems - Local and Metropolitan area Networks-
Specific Requirements - Part 15.1a: Wireless Medium Access Control (MAC) and Physical
Layer

802.15.4-2006 IEEE Standard for Information Technology - Telecommunications and
Information Exchange Between Systems - Local and Metropolitan Area Networks - Specific
Requirements - Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY)
802.15.4e-2012 - IEEE Standard for Local and Metropolitan area Networks--Part 15.4: Low-
Rate Wireless Personal Area Networks (LR-WPANs) Amendment 1: MAC Sublayer
802.15.4g-2012 IEEE Standard for Information Technology - Telecommunications and
Information Exchange Between Systems - Local and Metropolitan Area Networks - Specific
Requirements - Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY)
802.16-2012 IEEE Approved Draft Standard for Local and Metropolitan area Networks Part
16: Air Interface for Broadband Wireless Access Systems

802.16.1a-2013 - Standard for Wireless-Advanced Air Interface for Broadband Wireless
Access Systems - Amendment: Higher Reliability Networks

802.16.1b-2012 - IEEE Standard for Wireless-Advanced Air Interface for Broadband Wireless
Access Systems Amendment 1: Enhancements to Support Machine-to-Machine Applications



802.20-2008 - IEEE Standard for Local and Metropolitan Area Networks - Part 20: Air
Interface for Mobile Broadband Wireless Access Systems Supporting Vehicular Mobility --
Physical and Media Access Control Layer Specification

802.20.2-2010 - IEEE Standard for Conformance to IEEE 802.20 Systems--Protocol
Implementation Conformance Statement (PICS) Proforma

P802.21d - IEEE Standard for Local and Metropolitan area Networks -- Part 21: Media
Independent Handover Services Amendment: Multicast Group Management

1020-2011 IEEE Guide for Control of Small (100 kVA to 5 MVA) Hydroelectric Power Plants
1031-2011 IEEE Guide for the Functional Specification of Transmission Static Var
Compensators

1127-1998 IEEE Guide for the Design, Construction, and Operation of Electric Power
Substations for Community Acceptance and Environmental Compatibility

P1127a - Guide for the Design, Construction, and Operation of Electric Power Substations for
Community Acceptance and Environmental Compatibility

1138-2009 IEEE Standard for Testing and Performance for Optical Ground Wire (OPGW) for
Use on Electric Utility Power Lines

1159.3-2003 IEEE Recommended Practice for the Transfer of Power Quality Data

1222-2003 IEEE Standard for All-Dielectric Self-Supporting Fiber Optic Cable

1247-2005 IEEE Standard for Interrupter Switches for Alternating Current Rated Above 1000
Volts

1250-2011 IEEE Guide for Identifying and Improving Voltage Quality in Power Systems
1250-1995 IEEE Recommended Practice for Measurement and Limits of Voltage Fluctuations
and Associated Light Flicker on AC Power Systems

1325-1996 IEEE Recommended Practice for Reporting Field Failure Data for Power Circuit
Breakers

1366-2012 IEEE Guide for Electric Power Distribution Reliability Indices

1377 - IEEE Standard for Utility Industry Metering Communication Protocol Application Layer
(End Device Data Tables)

1379-2000 IEEE Recommended Practice for Data Communications Between Remote
Terminal Units and Intelligent Electronic Devices in a Substation

1402-2000 IEEE Guide for Electric Power Substation Physical and Electronic Security
1409-2012 IEEE Guide for the Application of Power Electronics for Power Quality
Improvement on Distribution Systems Rated 1 kV Through 38 kV

1453-2004 IEEE Recommended Practice for Measurement and Limits of Voltage Fluctuations
and Associated Light Flicker on AC Power Systems

1459-2010 IEEE Standard Definitions for the Measurement of Electric Power Quantities
Under Sinusoidal Non-Sinusoidal Balanced or Unbalanced Conditions

1471-2000 IEEE Recommended Practice for Architectural Description for Software- Intensive
Systems

1547-2003 IEEE Standard for Interconnecting Distributed Resources with Electric Power
Systems

1547.1-2005 IEEE Standard Conformance Test Procedures for Equipment Interconnecting
Distributed Resources with Electric Power Systems

1547.2-2008 IEEE Application Guide for IEEE Std 1547, IEEE Standard for Interconnecting
Distributed Resources with Electric Power Systems

1547.3-2007 IEEE Guide For Monitoring, Information Exchange, and Control of Distributed
Resources Interconnected With Electric Power Systems

1547.4-2011 IEEE Guide for Design, Operation, and Integration of Distributed Resource
Island Systems with Electric Power Systems



1547.6-2011 IEEE Recommended Practice For Interconnecting Distributed Resources With
Electric Power Systems Distribution Secondary Networks

P1547.7 - Guide to Conducting Distribution Impact Studies for Distributed Resource
Interconnection

P1547.8 - Recommended Practice for Establishing Methods and Procedures that Provide
Supplemental Support for Implementation Strategies for Expanded Use of IEEE Standard
1547

1590-2009 IEEE Recommended Practice for the Electrical Protection of Communication
Facilities Serving Electric Supply Locations Using Optical Fiber Systems

1591.1-2012 IEEE Standard for Testing and Performance of Hardware for Optical Groundwire
(OPGW)

P1591.2 - Standard for Testing and Performance of Hardware for All-Dielectric Self-
Supporting (ADSS) Fiber Optic Cable

1591.3-2011 IEEE Standard for Qualifying Hardware for Helically-Applied Fiber Optic Cable
Systems (WRAP Cable)

P1595 - Standard for Quantifying Greenhouse Gas Emission Credits from Small Hydro and
Wind Power Projects, and for Grid Baseline Conditions

P1613 - Standard for Environmental and Testing Requirements for Communications
Networking Devices Installed in Electric Power Substations

1615-2007 IEEE Recommended Practice for Network Communication in Electric Power
Substations

P1646 - Standard Communication Delivery Time Performance Requirements for Electric
Power Substation Automation

1646-2004 IEEE Standard Communication Delivery Time Performance Requirements for
Electric Power Substation Automation

1675-2008 IEEE Standard for Broadband over Power Line Hardware

P1686 - Standard for Intelligent Electronic Devices (IEDs) Cyber Security Capabilities
1686-2007 IEEE Standard for Substation Intelligent Electronic Devices (IEDs) Cyber Security
Capabilities

1701-2011 IEEE Standard for Optical Port Communication Protocol to Complement the
Utility Industry End Device Data Tables

1702-2011 IEEE Standard for Telephone Modem Communication Protocol to Complement
the Utility Industry End Device Data Tables

1703-2012 - IEEE Standard for Local Area Network/Wide Area Network (LAN/WAN) Node
Communication Protocol to Complement the Utility Industry End Device Data Tables
P1704 - Standard for Utility Industry End Device Communications Module

P1705 - Standard for Compliance Testing Standard for Utility Industry Metering
Communications Protocol Standards

1711-2010 IEEE Trial Use Standard for a Cryptographic Protocol for Cyber Security of
Substation Serial Links

1775-2010 IEEE Standard for Powerline Communication Equipment - Electromagnetic
Compatibility (EMC) Requirements - Testing and Measurement Methods

P1797 - Guide for Design and Application of Solar Technology in Commercial Power
Generating Stations

1808-2011 - IEEE Guide for Collecting and Managing Transmission Line Inspection and
Maintenance Data

1815-2012 IEEE Standard for Electric Power Systems Communications -- Distributed Network
Protocol (DNP3)

P1815.1 - Standard for Exchanging Information Between Networks Implementing IEC 61850
and IEEE Std 1815 (Distributed Network Protocol - DNP3)



P1854 - Guide for Smart Distribution Applications Guide

1901-2010 IEEE Standard for Broadband over Power Line Networks: Medium Access Control
and Physical Layer Specifications

P1901.2 - Standard for Low Frequency (less than 500 kHz) Narrow Band Power Line
Communications for Smart Grid Applications

P1909.1 - Recommended Practice for Smart Grid Communication Equipment -Test Methods
and installation Requirements

2030-2011 IEEE Guide for Smart Grid Interoperability of Energy Technology and Information
Technology Operation with the Electric Power System (EPS), and End-Use Applications and
Loads

P2030.1 - Guide for Electric-Sourced Transportation Infrastructure

P2030.2 - Guide for the Interoperability of Energy Storage Systems Integrated with the
Electric Power Infrastructure

P2030.3 - Standard for Test Procedures for Electric Energy Storage Equipment and Systems
for Electric Power Systems Applications

P2030.4 - Guide for Control and Automation Installations Applied to the Electric Power
Infrastructure

P2030.100 - Recommended Practice for Implementing an IEC 61850 Based Substation
Communications, Protection, Monitoring and Control System

C37.1-2007 IEEE Standard for SCADA and Automation Systems

C37.2-2008 IEEE Standard Electrical Power System Device Function Numbers Acronyms and
Contact Designations

C37.13-2008 IEEE Standard for Low-Voltage AC Power Circuit Breakers Used in Enclosures
C37.90.2-2004 IEEE Standard for Withstand Capability of Relay Systems to Radiated
Electromagnetic Interference from Transceivers

C37.91-2008 IEEE Guide for Protecting Power Transformers

C37.92-2005 IEEE Standard for Analog Inputs to Protective Relays From Electronic Voltage
and Current Transducers

C37.93-2004 IEEE Guide for Power System Protective Relay Applications of Audio Tones Over
Voice Grade Channels

C37.94-2002 IEEE Standard for N Times 64 Kilobit Per Second Optical Fiber Interfaces
Between Teleprotection and Multiplexer Equipment

C37.95-2002 IEEE Guide for Protective Relaying of Utility-Consumer Interconnections
PC37.95 - Guide for Protective Relaying of Utility-Consumer Interconnections

C37.100-1992 IEEE Standard Definitions for Power Switchgear

C37.101-2006 IEEE Guide for Generator Ground Protection

C37.101-2006/Cor 1-2007 - IEEE Guide for Generator Ground Protection - Corrigendum 1:
Annex A.2 Phasor Analysis (Informative)

C37.102-2006 IEEE Guide for AC Generator Protection

C37.104-2012 - IEEE Guide for Automatic Reclosing of Circuit Breakers for AC Distribution
and Transmission Lines

C37.106-2003 IEEE Guide for Abnormal Frequency Protection for Power Generating Plants
C37.111-1999 IEEE Standard Common Format for Transient Data Exchange (COMTRADE) for
Power Systems

PC37.111 - Standard for Common Format for Transient Data Exchange (COMTRADE) for
Power Systems

C37.112-1996 IEEE Standard Inverse-Time Characteristic Equations for Overcurrent Relays
C37.114-2004 IEEE Guide for Determining fault Location on AC Transmission and Distribution
Lines



C37.115-2003 IEEE Standard Test Method for Use in the Evaluation of Message
Communications Between Intelligent Electronic Devices in an Integrated Substation
Protection Control and Data Acquisition System

C37.116-2007 IEEE Guide for Protective Relay Application to Transmission-Line Series
Capacitor Banks

C37.117-2007 IEEE Guide for the Application of Protective Relays Used for Abnormal
Frequency Load Shedding and Restoration

C37.118-2005 IEEE Standard for Synchrophasors for Power Systems

C37.118.1-2011 IEEE Standard for Synchrophasor Measurements for Power Systems
C37.118.2-2011 IEEE Standard for Synchrophasor Data Transfer for Power Systems
C37.230-2007 IEEE Guide for Protective Relay Applications to Distribution Lines
C37.231-2006 IEEE Recommended Practice for Microprocessor-Based Protection Equipment
Firmware Control

C37.232-2011 - IEEE Standard for Common Format for Naming Time Sequence Data Files
(COMNAME)

C37.232-2007 IEEE Recommended Practice for Naming Time Sequence Data Files
C37.236-2013 - IEEE Guide for Power System Protective Relay Applications over Digital
Communication Channels

PC37.237 - Recommended Practice for Time Tagging of Power System Protection Events
C37.238-2011 IEEE Standard Profile for Use of IEEE Std. 1588 Precision Time Protocol in
Power System Applications

C37.239-2010 IEEE Standard Common Format for Event Data Exchange (COMFEDE) for
Power Systems

PC37.240 - Standard for Cyber Security Requirements for Substation Automation, Protection
and Control Systems

C37.242-2013 - IEEE Guide for Synchronization, Calibration, Testing, and Installation of
Phasor Measurement Units (PMUs) for Power System Protection and Control

PC37.243 - Guide for Application of Digital Line Current Differential Relays Using Digital
Communication

C37.244-2013 - Guide for Phasor Data Concentrator Requirements for Power System
Protection, Control, and Monitoring

C57.120-1991 IEEE Loss Evaluation Guide for Power Transformers and Reactors
C57.123-2002 IEEE Guide for Transformer Loss Measurement

C62.11-2012 - IEEE Standard for Metal-Oxide Surge Arresters for AC Power Circuits (> 1 kV)
C62.39-2012 - IEEE Standard for Test Methods and Preferred Values for Self-Restoring
Current-Limiter Components Used in Telecommunication Surge Protection

42010-2011 ISO/IEC/IEEE Standard for Systems and Software Engineering -- Architectural
Description

IEC 61588 Ed.2 (2009-02) (IEEE Std 1588™-2008): Precision Clock Synchronization Protocol
for Networked Measurement and Control Systems
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