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The following document covers security options and audit techniques that can
be used for assessing the configuration of a Microsoft Surface Tablet device.

All recommendations should be carried out on test devices before being
applied to production devices.

Physical security

UEFI settings

What is UEFI?

The UEFI (Unified Extensible Firmware Interface) is very much like the traditional BIOS (Basic Input Output
System) used for early personal computers. These control basic settings for the system such as hard disk
settings, peripheral port settings, boot order of devices and power on passwords. The Microsoft Surface
tablet range uses UEFI to control boot options and peripheral settings similar to what you would expect on
a standard PC.

The UEFI settings and options varies depending on the Surface model, the newer pro models allow more
control of the tablet settings.

Why are these settings important?

As will be shown within this paper, if these settings are insecurely configured it can result in the tablet
device becoming compromised, potentially bypassing the Windows password completely.

UEFI Setup

There are two different methods to enter the UEFI firmware on the Surface tablets, either by using a button
sequence at power on or by instructing Windows to enter UEFI on restart.

Button sequence method:

Step1: Shut down the Surface tablet.

Step 2: Press and hold the volume-up button on
your Surface and at the same time, press
and release the power button.

Step 3: When you see the Surface logo, release
the volume-up button.

The UEFI menu will be displayed within a few
seconds.

Note: The power and volume locations vary
between Surface tablet models. The above is a
Surface Pro 3.
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Software method

I'm Cortana. Ask me anything.

Step 1:  Select Start, Settings File Explorer
Step 2: Select Update and Security £ Settings
Step 3: Select Recovery
(l) Power

Step 4: Under the Advanced Start-up heading,

select Restart now All apps
Step 5: Select Troubleshoot
Step 6: Select Advanced options
Step 7: Select UEFI Firmware Settings Note: The UEFI options vary between models.

The below is using a Surface Pro 3.
Step 8: Select Restart
Settings = ] X

§0%  SETTINGS

H

System Devices
Display, notifications,

O

Network & Internet
WiFi, flight mode, VPN

Bluetooth, printers,

apps, power mouse

& B

Time & language
Speech, region, date

Ease of Access Privacy
Narrator, magnifier, Location, camera
high contrast

Find a setting

= K

Personalisation Accounts
Background, lock
screen, colours

Your accounts, email,
sync, work, other users

O

Update & security
Windows Update,
recovery, backup

Backup

Windows Update

Find My Device

= Settings

£03  UPDATE & SECURITY

Reset this PC

i f
Wirdows L ielencer If your PC isn't running well, resetting it might help. This lets you

choose to keep your files or remove them, then re-installs

Windows.

Get started
Recovery I

Activation

Go back to Windows 8.1

Windows 10.

For developers

Get started

Advanced start-up

Start up from a device or disc (such as a USB drive or DVD), change
your PC's firmware settings, change Windows start-up settings or
restore Windows from a system image. This will restart your PC.

Restart now

This option is only available for a month after you've upgraded to

Find a setting
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The UEFI setup will then be shown.

Trusted Platform Module (TPM)

[Enabled]

Secure Boot Control
Delete All Secure Boot Keys

[Enabled]

Configure Alternative System Boot Order

Advanced Device Security
Device Information
Administrator Password

Exit Setup

[Network -> USB -> SSD]

Note: The UEFI options vary between models. The above is using a Surface Pro 3.

UEFI Options

The configuration options allowed within the UEFI varies between the different Surface tablet models. Some

models such as the Pro 3 allow very granular options to be set, such as the disabling of USB booting, or UEFI

password protection. Earlier models do not all have this option, therefore these cannot be secured to the

same level.

The following table lists the UEFI security options of interest on various models of the Surface:

Feature Surface Pro Surface Pro 2 Surface 3 Surface Pro 3
Trusted Platform Module (TPM) v v v

Secure Boot Control 4 4
Delete All Secure Boot keys v v v v
Install Default Secure Boot Keys v v v v
Configure Alternate System Boot R R v v
Order

Advanced Device Security v v
Administrator Password 4 4

Note: The new Surface Pro 4 and Surface Book use a new Surface UEFI version that does include security

options, however these are in a different format to the above but should allow similar controls for boot

order and passwords.
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Below is a summary of each UEFI option and the potential risks from a security aspect.

Trusted Platform Module (TPM)

The TPM is a hardware based cryptography chip used to work with disk encryption products to protect
the keys and provide integrity to the hard disk boot image. The TPM encrypts, stores and decrypts the disk
encryption keys.

Secure boot control

Secure Boot Control ensures that the device is booted using only software that is trusted by the device or
manufacturer. Signatures are checked by the UEFI and if the signatures matched and are trusted, the UEFI
then instructs the operating system to boot. For signatures that do not match when Secure Boot Control is
enabled this could result in the operating system not booting.

To use an alternative operating system on the Surface tablets other than Microsoft products, the Secure
Boot Control needs to be disabled. For instance
if you wanted to install or boot from a Linux
distribution, with Secure Boot Enabled it would
prevent this working.

Example Surface

The example right shows the Surface tablet with
the secure boot option disabled. The Surface
display icon screen will show red at power on to
indicate that secure boot is disabled or the secure

boot keys have been altered or deleted.

Delete all secure boot keys

This option deletes all installed Secure Boot keys including those originally installed with Windows.

Install default secure boot keys

This option reinstalled all of the Secure Boot keys that were originally installed with Windows only.
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Configure alternate system boot order

This allows the order of devices to be checked for

ppa=1laaodo=

kEiig¢éa=J[=rp =J[=ppa=rp =J[=
kEiicéa=I[ ppa=kEiic¢éa=J[=ppa

bootable media at power on. The following boot
order options exist:

Risk

Booting USB media before the SSD drive allows an alternative operating system to be used, which could
allow the device to be used in a non-intended manner. If the device is not encrypted it would allow access
to any locally stored data, password hashes and allow the local Windows password to be bypassed. If a
UEFI bootable USB device is connected at power on, the USB device will be read automatically before the
SSD where Windows is installed.

Recommendation

Configure to boot from “SSD Only". This does not 100% prevent USB from being bootable, see Advanced
Device Security USB options.

Trusted Platform Module (TPM) [Enabled]
Example
Secure Boot Control [Enabled]
The following examples show Delete “ure Boot Keys
the UEFI boot order options and Configure Alternative System Boot Order [Network -> USB -> SSD]
associated risks. Configure Alternate System Boot Order
Advanced Devi ‘
. : S5D Only
This means at power on the device ’
) P Device Informg Network -> USB -> SSD
will check the network, then any J ork -> SSD
USB media before attempting to Administrator

boot from the SSD drive. Exit Setup

The example right shows a Surface Pro 3 booted
from Kali2 Linux security testing distribution from
the USB port. This could be used to launch an
attack on the associated network, read data from
the local hard disk (if not encrypted) or potentially
bypass Internet browsing restrictions.

The above is browsing an exploit website that is

typically blocked by corporate proxy server filter

lists.

For information on how to make the Kali2 bootable for UEFI refer to Appendix A. Some tools exists that
already come with UEFI bootable support.

The Enterprise version of PC Unlocker, automatically supports UEFI boot. This program easily allows you
to boot a Surface tablet. Providing the Surface tablet does not have full disk encryption enabled, it will
automatically obtain the Windows SAM file that contains the local user accounts and passwords.

It will also allow any password to be reset or bypassed, allowing the Windows operating system to be
unlocked.

A Windows command prompt can be also launched and if not disk encryption is in use, it will allow access
to the file system.
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Advanced device security

This allows peripheral ports or features to be enabled or disabled.

The following options exist. kEiicéa=_c¢ci=
paCE=rp_=
_ cé¢di="~aBe~=
Risk 0E~8="~3Eé~=
kEiic¢éa=A¢c¢i WCouldallow a network boot from an external la=¢~eC21Cag d4aAé¢pa=
PXE server. ¢ aNa:: .
~ a1 Ei¢c¢i U=
pa CE=r p_ WControls if the USB device is bootable. Even if the l1a=pAeEEd=hE0A¢~¢éC

boot order prevents USB being read as above, USB devices can
still be booted (as seen in the below example).

a4 Aé ¢ pa WCould allow media to be copied to and from the device. The microSD cannot be used as a boot
device.

_ai Ei ¢ ¢ i UWCould be used to copy media to and from the device. Likely it may need to be an accepted
risk as may be needed for phone headsets or external keyboard devices.

Recommendation

kEiic¢éa=Acc¢i Wsetto Disable

paCE=rp Wsettok¢dJ ¢g¢i~AdEK Thisdoes not disable the USB port, it only prevents it being
bootable, and therefore it will still operate within Windows as normal. Apply further software restrictions
as required.

daAécpaW=settoaaé~AdE or control via Software restrictions in Windows.

41 Eig¢¢i UKSettoadé~AiE if no Bluetooth is required.

Example
Advanced Device Security

Network Boot [Not Bootable]
Side USB [Not Bootable]
Docking Port [Enabled]
Front Camera [Enabled]

Rear Camera [Enabled]

On Board Audio [Enabled]

microSD [Disabled]

WiFi (Disabling disables Bluetooth) [Enabled]
Bluetooth [Disabled]

On Screen Keyboard [Auto]

Back to Main Menu
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There are two different methods to boot from USB media on the Surface tablets, either by using a button
sequence at power on or by instructing Windows to boot from USB on restart.

Button sequence method:
Step1: Shut down the Surface tablet.

Step 2: Press and hold the volume-down button on your Surface and at the same time, press and release
the power button

Step 3: When you see the Surface logo, release the volume-down button.

The USB media will then be read. Providing the USB media contains UEFI compatible boot files the media
will boot.

Note: If the USB drive has been set to non-bootable within the UEFI settings, this option will not work until
it has been made bootable again within the UEFI

Software method

Step1: Select Start, Settings

Step 2: Select Update and Security
Step 3: Select Recovery

Step 4: Under the Advanced Start-up heading,
select Restart now

Step 5: Select Use a device
Step 6: Select USB Drive

Note: If the USB drive has been set to Non-Bootable
within the UEFI settings, this option will not work
until it has been made bootable again within the
UEFI.

Note: The power and volume locations vary between Surface tablet models. The above is a Surface Pro 3.
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Administrator password

Allows a password to be configured to protect entry into the UEFI settings. This is not a power on
password and is purely used if the user attempts to enter the UEFI to alter settings

Risk
This is a very important setting, as if the UEFI is not protected end users could alter settings relating to the
boot order or USB ports and use the device in a non-intended way eg boot an alternative operating system.

Recommendation

Configure the Administrator password in line with your security policy e.g. 9-12 characters, with mixture of
uppercase, lower case, numbers, special symbols etc. This should be used by I.T support and not supplied
to end users.

Example

The example right shows a Surface Pro 3 tablet
entering the UEFI setup which has had an
Administrator password enabled. This will prevent
anyone accessing or changing settings without
knowing the password.

The example nght shows a UEF| Configure Alternative System Boot Order

password being set: Create New Password

Advanced Device Se

Password Requirements:
Device Information

Minimum length 4
Administrator Passw | Maximum length 20

Alphanumeric values only

Exit Setup

@ BSI — Microsoft surface security configuration and auditing guide



Automating UEFI changes

Windows Powershell

Summary

The UEFI firmware settings can be read and set using Windows PowerShell. This can be useful if you are
deploying a large number of Surface Tablets within your organization and allows automation of control or
auditing. The alternative way is to manually configure each device, which can be time consuming and any
further changes would require the device to be manually reconfigured again.

For the Surface Tablet Pro 3 Microsoft have released a set of firmware tools which need to be installed
onto each device in Windows. This then installs the required modules for PowerShell to access the UEFI
firmware.

The software installer can be automatically rolled out within the organization as part of your software
deployment, this is outside the scope of this document.

Requirements

In order to access the UEFI settings the following requirements must be met.

e [Install firmware tools for Surface Pro 3 from the following URL:
https://www.microsoft.com/en-gb/download/details.aspx?id=38826

e Run PowerShell/Script within Administrator rights “run as Administrator”

Example

Install the firmware tools from the above URL

ﬁ Surface Pro 3 Firmware Tools Setup - X
Surface Pro 3

Please read the Surface Pro 3 Firmware Tools

License Agreement
tingiiagert Erian MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT SURFACE

.. M. 5

ICrOSOft These license terms are an agreement between
[} Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read

them. They apply to the software named above,
Surface Firmware Tool.msi 476 KB u r a Ce which includes the media on which you received

it, if any. The terms also apply to any Microsoft

updates,

[]1 accept the terms in the License Agreement

Print Back Glnstall Cancel
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Once installed, open a PowerShell prompt as the

info-assure Life at a glance

Administrator (‘run as Administrator”)
Vic ed
Copy and paste the below code into the PowerShell el

Windows PowerShell

console and run. This loads the UEFI firmware module ¥ oo Rirto Start

required. More
Paint

iKoENdEAi 4¢aK W roicpad

6z WA ¢~CE+pi é N~AFr ENaj ~4~OFél = J— Tasks

a ZNKMKRQUP KOOTUPI = B Run as Administrator
Eifée~dl= e

¢ 4E4 ZOMBMBNQAROTS ATMR<F =

Uninstall

oo B o,

.22783__20606f4b5276c. .

The UEFI firmware can then be queried retrieving all settings and options by pasting the following code
into the PowerShell console.

xj 4Aé¢8¢Ni Kpi e N~AEKcaéai~6El éi acdzWW'i i EF

A complete list of all values and options are listed for the UEFI. The below example shows that there

A A

currently is not UEFI password setasthe ' i 6 6 Eai s ~di E is empty.

PS C:\WINDOWS\system32> [Microsoft.surface.Firmwareoption]::ALLO

ChoiceMap s i )
FriendlyRegEx : alphanumeric from 4 to 20 characters
Description : Firmware Password

RegEx : (A[a-zA-Z0-9]{4,20}%)?
Currentvalue

Defaultvalue

Proposedvalue

Type : String

Name : Password

Values can also be set from the PowerShell console, this could be used to automate a configuration
change across multiple devices using login scripts of deployment software.

For instance if you wanted to alter the boot order to only allow the SSD drive to be checked at boot time,
the following command could be used.

To view the current value and options you would enter the following command into PowerShell:

’

xj 4Aécé¢Ni Kpi eN~AEKcaéai ~8Fl é1acazWWAaaCE+ 41 ¢¢il 8CEe<F
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This displays all the values and options for the boot order.

NDOWS\system32> [Micr surface.Firmwaz D :Find(

ChoiceMap : {[4, ssD only], [0, Network -> USB -> 55D], [1, USB -> Network -> ssD], [2, USB -> SsD]...}
FriendlyRegex : 4 ') D only), 0 (Network -> USB -> SsD), 1 (USE -> Network -> SsD), 2 (USB -> ssD), or 3 (Network ->
SSD
Description : Alternate Boot Order
RegEXx = 41011213
currentvalue : 0
pDefaultvalue : 4
Proposedvalue :
: ChooseOne
: AltBootorder

Note: If you currently have a UEFI password configured you will need to enter the password to unlock
access to alter settings using the following command. In this example the UEFI password is “1234" (not
recommended).

,

xj aAécé¢Ni Kpi eN~AEKcaéai~eEl é1 acaz WW 44 ¢ AA EENOPQ<F

From the options displayed it shows the current boot order value is O, which is shown in the ChoiceMap as
‘Network -> USB -> SSD “. To set the value to “SSD Only’, this is option 4.

The following command will configure the UEFI boot order to be “SSD Only”

xj 4A8¢é¢Ni Kpi 6N~AEKc4aéai~8Fl éi 4¢azWWAaaCE+"di ¢cil 6 CEe<FKmi¢é¢8ECs ~di E=
7<Q<

To confirm the change has been accepted, view the options again using the following command:

’

xj 4Aé¢é¢Ni Kpi éN~AEKcaéai~¢El ¢i acazWheaaCE+ di ¢¢il 8CEe<F

) .Proposedvalue
)

ChoiceMap . {[4, ssD onlyl, [0, Networ sp], [1, USB -> Networ ssp], [2, USB -> ssD]...}
FriendlyRegEx : 4 (SsD only), 0 (Network -> > , 1 (USB -> Network -> 2 (USB -> ssD), or 3 (Network ->
SSD)
Description : Alternate Boot Order
RegEx : 410111213
Currentvalue : 0
Defaultvalue 4
Proposedvalue : 4
: ChooseOne
: AltBootorder

This shows that the proposed change of 4 has been entered. The Surface tablet must be rebooted for the
change to take effect.

This demonstrates how it is possible to automate these changes if dealing with a large number of Surface
tablets that require security hardening.

Please refer to the following Microsoft article for more information:
https://blogs.technet.microsoft.com/askpfeplat/2015/04/19/how-to-manage-surface-pro-3-uefi-through-

powershell/
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Surface auditor script

Summary

To assist with the auditing of Surface tablet security settings, Info-Assure have created a PowerShell script
that will audit the system. This will check all security related values, display the current value and give it

a pass or fail grade. It will also recommend the values that should be set. This script does not change any
settings, it purely allows the end user or a security professional to use the script for ease. It could also be
used as part of login scripts or deployed to audit a large range of tablets and piped into a text file.

Requirements

The script will only run on a Surface Pro 3, it is possible it may work on other models but this has not been
tested. This is due to the firmware versions on older Surface tablets not supporting the firmware tools or
options.

e Install firmware tools for Surface Pro 3 from the following URL:

https://www.microsoft.com/en-gb/download/details.aspx?id=38826

e Set PowerShell restriction to Bypass or Unrestricted to enable scripts within the system
e Run PowerShell/Script within Administrator rights “Run as Administrator”

e Surface Pro 3 end device

Example

PowerShell by default will run in restricted mode, this means it will block any scripts that are attempted to
be run. Commands that are entered manually into the console are not blocked, only automated scripts.

To check the current restriction mode and to alter it temporarily follow these steps:
e Open PowerShell with “Run As Administrator’ — See above section

¢ Enter the following command into the PowerShell Console:

dEi JbAEAi i a¢camcdaAd

This will likely display "Restricted”, unless this has  [EICGENTGINNSNG = AN S ST & I RIS
Restricted
already been altered. PS C:\WINDOWS\system32>

e To temporarily allow the script to run enter the
following command. Note: you can set everything globally to be Unrestricted but this is not recommended
for security reasons. Unfortunately this cannot be a part of the script so must be run before the script is
launched. If the script restriction is not set the following error will be displayed.

PS C:\users\info-assure\Documents> .\surface_auditor.psl

The following command will allow a temporary bypass for the current PowerShell console only. This only

alters the current window, all new PowerShell consoles will still be restricted.

pEi JbiiEAifdcamcdaaAd=0¢é~EE¥pAcé Eme ¢ ARG ¢
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Select "Y" to allow.

e To check the policy run the following command again:

dEi JbAiEAi i dcamcda Ao

The policy should now show “Bypass” as per the

above foreground image. The background image PS C:\WINDOWS\system32> Get-ExecutionPolicy

. Restricted
shows another PowerShell console being launched PS C:\WINDOWS\system32>

that has retained its “Restricted” policy which is

EX Administrator: Windows PowerShell

recommended. PS C:\WINDOWS\system32> Get-ExecutionPolicy
Bypass
Download the Surface Auditor script from the PS C:\WINDOWS\system32>

BSI GitHub repository below:

https://github.com/bsi-group/surfaceauditor

Run the script within the same PowerShell console that the restriction policy was configured above.

KL&i 8N~AE| ~i Cai ¢éKéeN

Depending on the current configuration of the UEFI settings, the auditor will display the following:

EN Administrator; Windows PowerShell

Wi =7 =N,
R

| T i WS, —

---- Version 1.0 beta
---- Surface Details ----

surface Model: surface Pro 3
Serial Number: 079727344153
Firmware version: 2ia b Bl
Host Name: IA-SURFACE

---- current UEFI Settings ----

USB Port:

Secure Boot:

TPM:

Network Boot:

UEFI Setup Password:
Boot oOrder:

SD Port

Bluetooth

---- Recommended UEFI Settings ----

USB Port:

Secure Boot:

iTPM:

Network Boot:

UEFI Setup Password:
Boot Order:

SD Port:

Bluetooth:

Any detected issues will be reported, along with the best practice recommendations.

Once the recommended settings have been changed, either manually in the UEFI or via PowerShell
commands, re-run the auditor script again.
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As can be seen right, all
settings are now correctly
configured.

---— Current UEFI Sett'ings e

USB Port:

Secure Boot:

TPM:

Network Boot:

UEFI Setup Password:
Boot Order:

SD Port

Bluetooth

---- Recommended UEFI

USB Port:

Secure Boot:

TPM:

Network Boot:

UEFI Setup Password:
Boot Order:

SD Port:

Bluetooth:
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Full disk encryption

Surface Pro encryption options

Summary

As the Surface tablet device is portable it is highly recommend that the device is configured with full disk

encryption. If the device is lost or stolen and the hard disk is not encrypted, any data, password hashes

could be extracted from the device.

Several encryption options exist, however not all Encryption products will support the UEFI firmware in use

on the Surface tablets.

The free and most likely option that would be used is Microsoft BitLocker which comes included with

the operating system. By default configuring BitLocker on the Surface tablets will not allow any form of

two-factor authentication, therefore any lost or
stolen devices will boot straight to the Windows
login screen when powered on. The hard disk data
is encrypted, but if the Windows password can

be brute forced or guessed, then the data will be
unlocked and readable.

The recommended configuration would to be use a
power on Pin Code with BitLocker. This is presented
at power on and the system will not boot into
Windows until the valid pin code is entered.

The image right shows the Surface Pro at power on
with the BitLocker pin code set.

Configuring BitLocker pin code

In order to use the pin code option with BitLocker you need to ensure the device supports a virtual

keyboard at power on.

If the device does not support this, a physical keyboard
would have to be plugged into the device at power on,

otherwise it would not be possible to enter the code
and boot the device.

Models before the Surface 3 do not support the virtual
keyboard option, therefore it would require a keyboard

to be connected at boot.

The right image shows the virtual keyboard at power
on for BitLocker on Microsoft Surface Pro 3 tablet.

BitLocker

Enter the PIN to unlock this drive

n keys F1-F10 (use F10 for 0).
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In order to configure the pin code for BitLocker, manual changes must be set within the Group Policy to
force a pin code to be used.

This can be configured within Group Policy at the following location:

tcaéii Eﬁ‘=gz°1N' Oi é~i égé%ﬂlgazi,AEé%ﬁCﬁéééei é~i’éi EgqEaéa~i E§{=+‘ééC91 €=
‘caécABaiéf—AaiicAaBéméai EbaAeoéiacattéBe~iaa0poéi Bancal Bef=
0Bei 46 B=~CCaidci~i=~iiUERiaA~idca=~i=61~81i¢
'/ Local Group Policy Editor = m] *
File Action View Help
LC Ao BTN 7 Ho Al 4
v 1 Windows Components - _
~Jeees 2 ”;;’"" “ || Require additional authentication at  Setting state Comment
= App Package Deployment shartap [Elatiow network unlock at startup Not configured No
] App Privacy £t poficy settin -] i No
=] App runtime o
1 Application Compatibility Requirements: -] Mo
2 At least Windows Server 2008 R2 [C]Dissliow standard users from changing the PIN or d  Not config No
> i [FJEnable use of BitLockes suthentication requiring prebost ke..  Not configured No
. Description: [E]atiow enhanced PiNs for startup Not configured No
This policy setting allows you to E]Cnrﬁgmmmwhﬂwfumm Not configured No
configure whethes BitLocker [Elconfigure use of based encryption for gs... Not 9 Ne
requires additional authentication Mt ntners drics sncrmntinn hons an ansetinn eoctam drose [Ty — e
This should then be setto=bad~AdEC andoE¢i 4¢ E=€i ~¢éi1 i1 é=mf k=7 ai U=qmj
Add|t|ona||\/ the fO”OWing needS to be & Require additional authentication at startup ] *®
set to allow the keyboard to be used [} Require additional authentication at startup Previous Seting | | Next setting
at startup for BitLocker. O Not Configured _ Comment
O Disabled
N ~ 7y AN o XTL Y A 7oz o Supported on: "
Qael i Ee:(; aOl é~1 a(}a%: At least Windows Server 2008 R2 or Windows 7
mcid ABEE2Ca44481 6~1 41 B=
Ln 7 ee 7 A es y o ® @ Options: Help:
qgEaéa~i E€=[=taaCcié=
\ ~ 7 o o s — &5 S ATRA — Allow Bitlocker without tible TPM A | | This policy setting allows you to configure whether BitLocker A
Q ac (i: a Ea 1e :E — atil Q Aa Ee o o requires additional authentication each time the computer starts
’ [ (requires a password or a startup key on a iR S
A A e =k & WY O = = A an r you are using BitLocker with or a Tru
ac a, 1 E b a é‘e ocla (’; a [ 10 flsh cve) Platform Module (TPM). This policy setting is applied when you
1 é Eé ~i é ﬁ O:p (') é i Ea — Settings for computers with a TPM: turn on BitLocker.
A AT e o 'R o o ST Configure TPM startup: Note: Only one of the additional authentication options can be
aéal Eé :E Ha~AdEs é E? N= T required at startup, otherwise a policy error occurs.
_at a(}AaE =11 UEai aA~1 aca= - e n == ' If you want to use BitLocker on a computer without a TPM,
ATNY 2 AT oA AR r o - select the “Allow BitLocker without a compatible TPM" check
(§ Ee 1acaa O_e € EA(; (; 1= |quuimmrtu PIN with TPM "J box. In this mode either a password or a USB drive is required for
ATz X A ;o 1y 7 ° B start-up. When using a startup key, the key information used to
a EO AQ ~€ C: aacll = g a= Configure TPM startup key: encrypt the drive is stored on the USB drive, creating a USB key.
. o E’ . When the USB key is inserted the access to the drive is
c€a~l1 € Allow startuy with TPM s authenticated and the drive is accessible. If the USB key is lost or
b by z unavailable or if you have forgotten the password then you will
Configure TPM startup key and PIN: need to use one of the BitLocker recovery options to access the
- Arivs
3 Add 1o Windows 10 SEIECT AN MEM 10 View 13 QESCIPUDN.  JEwy nae
“| App Package Deployment Aﬁownﬁwud( unlock at startup Mot configured
| App Privacy BN!WS«U!:BM(N integrity validation Mot configured
| App runtime E]Haquire additional authentication at startup Enabled
| Application Compatibility lEllhqmr: i ication at startup ( Server 2008 and Windows Vista) Mot configured
B AutoPtey Folicies Msalia Manciu i | g the PN or piiswoid Net configired
» [] Biometrics B—EnableuseufBitl.uckueuthumcnmnr:qulm jpreboot keyboard input on slates chcmﬁgund]
v [7] BitLocker Drive Encryption []Allow enhanced PiNs for startup Mot canfigured
| Fixed Data Drives [E1configure minimum PIN length for startup Not configured
[al:nnﬁguuuual based encryption for ing system drives Not configured
Set to b é ~Aa E C A& Enable use of BitLocker authentication requiring preboot keyboard input on slates O X

E Enable use of BitLocker authentication requiring preboot keyboard input on slates

‘ Previous Setting l ‘ Next Setting

() Not Configured ~ Comment:

@) Enabled

O Disabled

Supported on: [ At |eact Windows Server 2012 or Windows 8
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The final step is to configure the pin code for BitLocker to use at pre-boot.

The pin code can then be set using the following command from an administrative command prompt:

a~a~0FJ ACEFéé¢i EAi ¢ce8F~CCAWEqmj ~4 Cmf k

At next boot the BitLocker pin
code will be requested.

This options needs consideration
as it could result in extra support
calls for lost pin codes.

B8 Administrator: Command Prompt =

C: \WINDOWS\system32>manage-bde -protectors -add c: -TPMAndPIN
BitLocker Drive Encryption: Configuration Tool version 10.0.10011
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

Type the PIN to use to protect the volume:
Confirm the PIN by typing it again:
Key Protectors Added:

TPM And PIN:
ID: {C54BB28F-9728-43CB-BAF1-FFEB325DD45C}
PCR Validation Profile:
T5: A1
(Uses Secure Boot for integrity validation)

Key protector with ID "{95C08865-6E64-453F-A605-ECCFA36034E3}" deleted.

Other encryption products

Other commercial disk encryption products exist,
however not all will work with the UEFI firmware in

use.

Becrypt supports UEFI and has successfully been
tested on the Surface Pro 3 as shown here.
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Appendix A — Creating bootable UEFI media

Creating bootable USB media is not as straight forward for UEFI firmware devices. Typically on a PC using
a BIOS you can just download a bootable ISO and burn it or use USB media creation tools and the system
will boot from this.

For UEFI the majority of commonly used tools for security auditing will not boot out of the box on the
Surface pro due to the UEFI firmware. So for security professionals, do not expect your Ophcrack or Linux
live ISO you typically use on workstation reviews to just boot on a Surface Pro tablet.

The following guide is more suited to security professionals such as

Image Name Direct
penetration testers. Creating a Kali2 UEFI USB stick that will work on the
Surface tablet: Kali Linux &4 bit 150
Download the Kali2 ISO from the below URL: https://www.kali.org/downloads/
Several software tools exist that can be used to create USB bootable media:
Rufus: http://rufus.akeo.ie/ & Rufus 2.6.818 = &
ISO2Disc: http://www.top-password.com/ Device -

SURFACE (G:) [BGE]

Partition scheme and target system type

In the below example the Rufus product will be used. =
MER partition scheme for BIOS or UEFI-CSM

The following options should be set: FIESEET
FAT32 (Default)
* MBR partition schedule for BIOS or UEFI-CSM e
» FAT32 (Ensure your USB stick is 32GB or less) AV {Uefanly
Mew volume label
e Point it to the Kali Linux ISO downloaded Kali Live

Format Options
Check device for bad blocks 1 Pass
| Quick format

| Create a bootable disk using IS0 Image

Then click Start

Further steps are required before the USB stick and

distro W||| be fU”\/ UEF| bOOtable. | Create extended label and icon files
Advanced Options
e Create a new directory in the root (/) of the newly IR DS

Add fixes for old BIOSes (extra partition, align, etc))
Use Rufus MEBR with BIOS ID 080 (Default)

created USB stick named bc¢ f

e Create a subdirectory withinbc f named 11 q =

YoushouldhavethefollowingfolderstructureLbc f L_11 qL= | Copying IS0 files...

' v EFl » BOOT About.. g__l_.og__ Start [ Cancel
G\boet\efiimg (89 ME) # | 00:00:14

You will need to download two extra EFI boot files. These can be taken from another Linux distribution
such as Fedora or Scientific Linux.
http://ftp.scientificlinux.org/linux/fedora/releases/18/Fedora/x86_64/0s/EFI/BOOT/

ITquSQENS 50 0 1x64ef
s 2 e http://ftp.scientificlinux.org/linux/fedora/releases/18/Fedora/x86_64/0s/EFI/BOQOT/
Ge1 AuSQKENa

rubxb4.efi

A Grub file will also be required. You can write your own, but for ease a very good one can be found at the
following link, credit to the author for publishing this.
http://linuxhow2s.blogspot.co.uk/2013/06/install-force-kali-linux-on-efi-based.html
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The below code can be pasted into a file name grub.cfg

@ ¢aNaO=NaaE=N¢é=dor O=J=qUE=dkr=do~4C=r3aNaEC= ¢¢id¢~CEé=
@=LAgc¢i LO&1i ALO&i AKANO=

@=absf b=k jb="1lksbopflkp=

@= .

@=1i4aifi=déi A=

@JIJIJIJIJJIJIIIIIIIIIIII]=

@=LCEi LNCM=ENCMF =

@LCEi L& C~=EUCMF =

@=LCEi L& CAO=EUCNI OF =

@=LCEi LE§ C~P=EUCMI PF=

@=
@e¢ciZrrfaZCAMUERAMI ETMQJ QRTPJ APNOJ ANEQNATPESOA=¢Eééaci Eai=
6Ei =aE3i| Agd¢é|acéa~aZ6Eaaci LAii E=

6Ei =aEai| Agd¢é| UaOUaaOUi ZAdi ELOEdd¢i =
NiaAida¢a=d¢~C|i1aCE¢=06=

4a8a¢C=ENa| O¢é=

4a8a¢C=ENa| i O~=

4aéacC=14aCE¢| A¢ AU¢ =

4a8a¢C=14CE¢| Aaceie=

4aéda¢C=~44|1aCE¢=

6:

dg~C|18CEg= »

6Ei =ONfié~6d¢~CZaEEé=

@qadiB¢ii=N¢ée=aEai-=

¢Ei={4aEc¢iiZR
@pEi =CEN~i di=A¢¢i=FE&diéo=~8=baiéo=M=

8Ei =CEN~14{ ZM=

6Fi=A¢dc¢é| acéea~azZoEdadac¢i LAdi E=

idB4i Fdaiéd=+th~da=J= ¢¢i=k¢da=mEééaci E4di=] ¢CE<=06=

¢Ei =6¢c¢ci ZEUCMI NF=

4441 NENaEd41 EL1 44441 0Acci Zdai EacAcaNaOZéi CcyéEéa~aEZécci Hcéi 4~aEZa~44 =

44416 CENa=Liai ELadaiéCKaao=
6:
iE4Ai Edié6=+h~d4=J= cci-mEécaci Bai<=06-=

¢Ei =6¢c¢ci ZEUCMI NF=
4441 NENaEd4a1 EL1 44441 0Acci Zdai E&cAcaNaOZéi CcyéEéa~aEZeécci Ucéi a~aEZa~d4a
6FEécaci EaAE=

5=
idB4i Fdiéd=+th~da=c~aa8~NE<=06=

¢Ei =6¢c¢ci ZEUCMI NF=

4441 NENAa£441 EL1 44481 0A¢ci Za4ai1 EAcaNaO&#Edi Eéi&c~¢aAdc~éadcCi~&caARE
dci~6aA=8cid¢CEEEi=acéaé=ac¢cééi~8U=10~Zacéa~da=

5=
iFE41 Edaiéo=th~da=ccéFRaédaAé=I=k¢=aédi E=¢é=pi~é=j¢iai<=6=
¢Ei=8¢¢i ZEUCMI NF=

4441 NENaEd4aT1 EL1 44441 0Acci Zdai E&cAcaNaOZéi CcyéEéa~aEZecci Ucéi a~aEZa~d4a
acéi~é=ac¢c~iigaciai=

6:

ABai Baiéodo=th~da=dé~éUaA~d=faéfi~dd4d<=06=

¢Ei=6¢c¢ci ZEUCMI NF=

4441 iENa=Ladéi~4aLOialLiaaadaio=taCE¢Zi Eé~Woié~él1aieée=i O~ZTUU=

6:

iFE41 Edaiéo=2h~da=qFEfii=f4éi~a4<=06=

§Bi=¢6¢¢i ZEUCMI NF=

4441 iENa=Ladéi~4aLidaaadai 0=14CE¢Zi Eé~Woié~éldaiéée=10~ZTUU=
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Save all three filesintothe Lbc f L 11 q directory on the USB stick.

» EFl » BOOT

Mame

|| BOOTX64.efi
|| grub.cfg
| grubxtd.efi

When attempting to boot from the newly created
USB stick, you must ensure that the Secure Boot
Control is disabled within the BIOS and USB
booting is allowed. With Secure Boot Enabled you
will get an invalid signature error and it will not
boot from the USB media.

Boot the Surface tablet with the USB stick inserted and it should boot straight into Kali2 Linux.
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Cybersecurity and
Resilience

Information

BSI Cybersecurity and Information Resilience help you address your information challenges. We enable
organizations to secure information, data and critical infrastructure from the changing threats that
effect your people, processes and systems; strengthening your information governance and assuring
resilience. Our cyber, information security and data management professionals are experts in:

Cybersecurity

Penetration testing, vulnerability
management, incident response

and cloud security services.

Data management
and privacy

GDPR services, information
lifecycle management and
eDiscovery and forensics

Our expertise is accredited by:

» Security .
Standards Council

— ‘QUALIFIED SECURITY
CQ_ST ASSESSOR™

bsi.

Security awareness

Phishing and user awareness
training, Saas solutions, social

engineering and simulation testing

Compliance and
testing

PCI DSS services, cyber lab
testing and product and software
assessments (CC, CAS-T/CPA)
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Find out more

Call UK: +44 345 222 1711
Call IE: +353 1 210 1711
Email: cyber@bsigroup.com
Visit: bsigroup.com
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