Knowing what is critical is
critical
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Role

CPNI will protect national security
through:

* Minimising risk to the National
Infrastructure; by

*Delivering authoritative advice; to

*Reduce the vulnerability of the
National Infrastructure to terrorist
and other threats.

Different threats...

Terrorism Espionage

Physical | Personnel Electronic

advice




CONTEST

«Strategic Aim: to reduce the risk from
International Terrorism so that people can go
about their business freely and with confidence

*PREVENT
*PURSUE

*PROTECT
*PREPARE

What Needs Protecting Most?
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What is Critical in the National
Infrastructure?

«The National " prgl
Infrastructure delivers '
essential services

*Q sectors
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TRANSPORT
ENERGY
HEALTH

GOVERNMENT

*Not everything is
critical

*Each sector is
different

EMERGENCY SERVIC&

FINANCE

Government Approach

eImpact driven
*Vulnerability focused
*Threat informed

*Under pinned by:
>Sponsor Department Responsibility
>Tripartite Relationship




Criticality Scale

«Categorises and values infrastructure
«Considers:

—Impact on life

—Economic impact

—Impact on essential services

«Criticality ‘owned’ by sponsor departments

Criticality Scale

Definition

Catastrophic

Severe

Substantial

Significant

Moderate
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Criticality Scale

Definition

Example

5 |Catastrophic

Loss of > 20% of national gas
supply

4 | Severe

Loss of electricity for >> 1m
consumers

3 | Substantial

Loss of water for >> 100k
consumers

Critical Threshold

2 |Significant | Disruption to some financial
transaction systems

1 |Moderate Local disruption to emergency
services

0 |Minor




CONTEST STRATEGY

CPNI Remit

PREVENT

Integrated advice...

PURSUE

PROTECT

PHYSICAL
SECURITY

PREPARE

ELECTRONIC

SECURITY

PERSONNEL
SECURITY &
BEHAVIOURAL
ASSESSMENT

...to reduce
vulnerability in
the national
infrastructure

Spotting things...




Stopping things...

Stopping people ...




Stopping damage...

You can't protect everything...

Critical point... ...protected




It's not just about documents




Insider threats

External threats




Sharing is protecting

Skills &

Expertise

* Threats « Technology working
* Vulnerabilities groups

- Mitigation * Training

« 200+ Companies « Staff exchanges

« Joint funding

« Joint products

New CPNI Website




Extranet

Knowing what is critical is critical




