BIG ISSUE: BCM

With business continuity management (BCM) entering
mainstream management practice BSI has published
its first BCM British Standard. Oliver Cann reports.

>STAYING ON TRACK
61

OF FTSE 250 COMPANIES
RECOGNIZE THE BUSINESS
BENEFITS OF BUSINESS
CONTINUITY MANAGEMENT
(BCM) IN TERMS OF REDUGING
RISK, SATISFYING CUSTOMER
REQUIREMENTS, REMAINING
COMPETITIVE AND WINNING
NEVEEVSINESSY
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Like other disciplines such as quality and
environmental management, the progress of
business continuity management (BCM) from
theory to corporate currency has not been
without trial. Attempts at improving business
robustness in the event of crises have tended
to concentrate either on large organizations or
too heavily on disaster recovery rather than
the day to day business of managing disrup-
tive incidents.

With the publication in November 2006
of Part 1 of BS 25999, the new British
Standard for BCM is set to redress this
imbalance. Conceived as a development of
PAS 56, the previous BCM standard published
by BSI in 2003, BS 25999 is a code of good
practice concerned with highlighting what
organizations need to do in order to ensure
their BCM systems are running effectively
on a day to day basis.

The Part 1 code of practice will be followed
in the summer of 2007 by Part 2, which will
provide a set of criteria and guidelines that
are measurable and against which BCM strat-
egies can be assessed, audited and for the first
time certified by third party certification bod-
ies such as BSI Management Systems.

“There were two broad challenges associat-
ed with the drafting of BS 25999,” explains

David Lloyd, technical adviser to Survive,

a business continuity specialist organization,
who sat on the drafting committee of the
standard. “First, PAS 56 had been criticised
for being too orientated towards large organi-
zations so the BS 25999 committee had to
make sure the new national standard met the
needs of the whole business spectrum, across
different sizes and different risk profiles.

“The other specific issue was to simplify
the language and terminology so it was reada-
ble and not impenetrable technical jargon.

As a result, the new standard makes sense,
is easy to follow through and is practical.”

John Sharp, policy & development director
at the Continuity Forum, who participated in
drafting both BS 25999 and PAS 56, agrees
that the new standard is a timely enjoinder
to the business continuity movement.

“As a set of guidelines, PAS 56 was
extremely challenging for smaller organiza-
tions, whereas BS 25999 is a more compre-
hensible document and more applicable to
a broader range of organizations,” he says.

“For example, PAS 56 required organiza-
tions to operate one week every six months
out of a recovery centre: this would have
made compliance impossible for SMEs that
couldn’t afford one.”

46

OF BUSINESSES ARE
REQUIRED BY CUSTOMERS
TO SHOW THEY HAVE
BUSINESS CONTINUITY
MEASURES IN PLACE AND
75% NOW ASK THEIR OWN
SUPPLIERS TO DO THE SAME.

(SOURCE: BSI BUSINESS BAROMETER]

A TIMELY RESPONSE

The growing awareness of and interest in
making sure organizations are ready to face
the increasing uncertainties around them
suggests BS 25999 will become a vital business
tool. It not only addresses strong demand
caused by current concerns over potential
major disruptions — flu pandemic or terror

strikes are certainly topical at the moment —
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>CHALLENGES OF IMPLEMENTING A BCM STRATEGY

According to Sally Edwards, a principal advisor in the T

Advisory — Business Continuity Management team at KPMG

who was involved in the drafting of BS 25999, the biggest

challenge facing the BCM movement is giving the new stand-
ard time to establish itself: “We've been helped by regulatory
developments and the prevalence of BCM issues in the media but,
like many other British standards, it's going to take a while to bed in:

It's not a tick-the-box style audit and it's not a common skill. It's going to

take time for people to get to know it properly.” BSI is helping to fill these gaps

with further conferences and training on BS 25999 in the pipeline for 2007.

And while it may take time to become embedded in the UK, BS 25999 is proving a
hit internationally: “BS 25999 is going to count as a good benchmark for the rest of
Europe. It's already aiding dialogue between other governments who want to pitch
in ideas of their own, but it really is ahead of the game.”



Business Continuity
Management Committee BCM/1
at work on 29 January 2007.

but it also provides a coherent set of principles
and guidelines that are applicable at any time.

“One of the lessons we learned in 2001
when we drew up PAS 56 was that companies
were asking suppliers for details of their busi-
ness continuity plans, but everybody was
asking for a different perspective and suppli-
ers needed a uniform approach that worked
not just for big business but for the whole
supply chain. There were lots of question-
naires lying around and SMEs, for the most
part, came to see BCM as a cost, a grudge
purchase, rather than a part of the overall
value chain,” says Sharp.

With BSI Management Systems and other
third parties already working on self-assess-
ment tools for the standard, and the launch
of BS 25999 Part 2 (the Specification) sched-
uled for 2007, there will be for the first time
a spectrum of compliance solutions that
should fit the needs of any organization,
large or small.

For example, to answer a request from the
board about a company’s business continuity
preparedness, a relatively straightforward
self-assessment should suffice.

For more in-depth investigations, the
Specification (Part 2) will detail requirements
for a Business Continuity Management
System and will provide organizations with a
mechanism to ensure that their partners and
suppliers also have the correct BCM proce-
dures in place.

Currently, it is difficult to determine wheth-
er organizations are adequately prepared for
disruptions, but the Specification will allow
for an audit process and certification — mean-
ing that organizations will be able to clearly
demonstrate to others that they are meeting

the standard and therefore BCM best practice.

This ability to structure levels of compli-
ance according to the level of need within an

organization makes the process more cost

effective as well as more practical. For exam-
ple, one comment from a major high street
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bank at BSI’s recent conference to launch BS
25999 was that it would push for full accredi-
tation for mission critical functions on which
its customers and stakeholders depended
while for individual branches, a lighter com-
pliance level, most likely self assessment,
would be deemed to suffice.

WHERE NOW FOR BS 25999?

A large number of varied organizations in
a wide range of sectors are taking up the
opportunities of BS 25999 to ensure strong
business continuity.

Local authorities, for example, are required
by the UK’s Civil Contingencies Act, which
came into force in 2004, not only to ensure
BCM is employed in category 1 and category
2 emergency services but also to promote the
concept to the wider business community.

Likewise, various industry regulators, most
notably the FSA, are taking a proactive

For more information on the standard: www.bsi-global.com/feb07bs25999; on certification: www.bsi-global.com/feb07BCMcert
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approach to getting the standard adopted in
their jurisdictions while pressure from those
at the top of the corporate food chain is help-
ing drive adoption in the SME community.

The standard’s developers are confident
that BS 25999 Part 1 (the Code of Practice)
and Part 2 (the Specification, due to be pub-
lished in the middle of 2007), will encourage
greater take up.

“Being a formal British Standard now
means that for those for whom BCM is their
discipline, it raises their professional stand-
ing. This means more status and more ability
to get things done,” says Lloyd.

“We want to see business continuity
become part of general management training
in the same way finance, HR and project
management is, and now is the time for us to
take the standard to the MBA schools and

get them to build the code into their courses:
this will help us raise critical awareness in
the investment community.

“The issue is not about promoting BS
25999, which is just something you can hang
your hat on: what we’re trying to do is build
a more resilient business community.”

Julian Thrussell, BSI Management Systems
UK’s product manager for BS 25999 agrees.

“This standard is an important step
towards helping organizations prepare for
the unknown and to gain confidence from
suppliers that they are prepared for disrup-
tions,” he says.

“Above all, BS 25999 will help organiza-
tions survive. This is an exciting first step
and in the future, third party certification
by an independent certification body, such
as BSI Management Systems, will provide
the assurance that organizations meet
BCM best practice.”

>BUY-IN THROUGHOUT

THE ORGANIZATION

Getting the resources to
implement a BCM strategy
can be a challenge, but a new
generation of boardroom BCM
champions is emerging.

“These days, this board-level
buy-in is the general rule
rather than the exception,”
says KPMG's Sally Edwards.

Speaking at the recent BS
25999 launch conference
organized by BSI British
Standards, Gordon Irving,
director of Group Security at
Scottish Power, said that by
getting emergency managers
and risk managers to work
together against a common
point of reference, effective
BCM programme manage-
ment can be put in place:
“The implementation of the
standard allows us to build on
our expertise within emer-
gency management and move
to a holistic management
system covering all areas
of business continuity
practice within integrated
risk management.”

In the public sector, the
Continuity Forum’s John Sharp
reports that BS 25999 and
other measures are having a
positive effect: “Responsibility
for BCM can be carried out by
various functions depending on
the organization but in the
public sector, where the role is
usually carried out by emer-
gency planners, the signs are
that BCM is beginning to be
seen as more than just draw-
ing up a plan. Local authorities
are now beginning to recruit
BCM managers and provide
training for staff.”

For more information on future BCM-related conferences and training: www.bsi-global.com/feb07BCMseminars



