bsi.
Your digital trust
journey with BSI

Create a more secure
digital ecosystem

Securing your digital ecosystem is fundamental to
digital trust. As your partner, we can help you build
the confidence and willingness of every stakeholder to
operate freely with - and within - your organization.

Every digital ecosystem is different. And as it changes,
so too will your requirements as a business. From
cybersecurity and privacy, to digital governance

and risk management, this infographic explores

the standards that strengthen digital trust across
three core pillars of your business: your people, your
customers and your supply.

Business Continuity
Management
1SO 22301

| ———— e m—— :

7 7))
—— y“
Privacy Information

Management
ISO/IEC 27701

TEEVEE mmmd V.
===.Cloud Security

9 Your P€ople

Information Security
Management
ISO/IEC 27001

Information Secui’ity
Controls

ISO/IEC 27002

- ‘ 23N . ob))
L) 5 -y f\ a SR
| ) 8 e o ‘ T e ,/

-, ‘k’

Management
ISO/IEC 27017




How we can The cornerstone of building digitql trust,
ISO/IEC 27001 support you this newly updated standard provides you
with a holistic approach to tackling today’s

information and cyber security challenges,

FESO U rCES enabling your organization to proactively

identify and protects against risks and
weaknesses in your people, processes
and technology.

BSI Training:
Learn how to manage information security
in-person, online or on-demand

BSI Connect:
Inspire trust, reduce risk and drive %
improvements with our integrated Information Security

technology solution Management
ISO/IEC 27001 (+)

Gap assessment:

Inform and tailor your implementation
process according to its impact on your
organization
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Readiness review:
Prepare for a successful transition and
validate the changes you need to make (+] (+)

Transition audit:
Take advantage of our expertise to secure
your certification


https://www.bsigroup.com/en-GB/iso-27001-information-security/isoiec-27001-revision/
https://www.bsigroup.com/en-GB/iso-27001-information-security/isoiec-27001-revision/

ISO/IEC 27002
resources

BSI Training:
Learn how to identify and understand
common security controls

Supplier audits:

Evaluate your supply chain’s efficiency
and effectiveness when it comes to
information security

Internal audits:
Assess your business's internal processes for
compliance with information security controls

Hybrid audits:

Get the best of in-person and remote
audits for a more sustainable, agile and
streamlined service

Webinar:
Watch our deep dive into the changes in
ISO/IEC 27002: 2022

FAQs:
Download a PDF of frequently asked
questions about the standard

Transition journey guide:
Follow nine simple steps to transition to the
updated standard

How we can
support you

Information Security
Controls
ISO/IEC 27002

A supplementary guide
o to ISO/IEC 27001,
this standard offers
practical guidance on
how to address your
organization’s continually
evolving risk profile and
needs, from managing
cloud infrastructure to
hybrid working.
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https://www.bsigroup.com/iso-27002-information-security-controls/
https://www.bsigroup.com/iso-27002-information-security-controls/

ISO/IEC 27017 support you
resources

BSI Training:
Learn how to manage cloud security risks Q Q
more effectively

Supplier audits:
Evaluate your supply chain’s efficiency and
effectiveness when it comes to cloud security

Internal audits: o
Assess your business’s internal processes

for compliance with security controls for

cloud services
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Hybrid audits:

Get the best of in-person and remote
audits for a more sustainable, agile and
streamlined service

X

Building on the security techniques
outlined in ISO/IEC 27002, this
standard provides enhanced

Fact sheet:
Get the fast facts around ISO/IEC 27017 and
learn how it can benefit your business

Management

ISO/IEC 27017 controls for both cloud service
Best practice frameworks: providers and customers. In
Download our guide to building confidence addition to guidance on 37 existing
in the cloud controls, this standard adds seven new

security controls to help drive positive
change as your cloud services develop.


https://www.bsigroup.com/Security-controls-for-cloud-services-ISO-IEC27017/
https://www.bsigroup.com/Security-controls-for-cloud-services-ISO-IEC27017/

How we can

ISO/IEC 27701 support you
resources

BSI Training:

Discover the requirements of ISO/IEC 27701, a 9
as well as how to implement and audit

the standard

Supplier audits:
Evaluate your supply chain’s efficiency and
effectiveness when it comes to privacy

Internal audits: . (+)
Assess your business's internal processes

for compliance with the privacy information

management standard

Hybrid audits:

Get the best of in-person and remote
audits for a more sustainable, agile and
streamlined service
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Mapping guide: ——
Learn how ISO/IEC 27701 corresponds with -y m& ,
BS 10012 S
P4 m——— — /', :
. Privacy Information
Product and implementation guides: An extension to ISO/IEC Management

27001 and ISO/IEC 27002, this ISO/IEC 27701

Download a top-level guide to the standard : ,
and discover the principles and steps to international management

implement a privacy information management standard guiqles your orgqnization on
system (PIMS) protecting privacy, managing personal
information and improving compliance.

White paper: So you can build trust, transparency

Understand the role of ISO/IEC 27701 within and effective business relationships
the privacy landscape throughout your digital ecosystem.


https://www.bsigroup.com/en-GB/iso-27701-privacy-information-management/
https://www.bsigroup.com/en-GB/iso-27701-privacy-information-management/

ISO 22301 resources

BSI Training:
Learn the requirements, principles and best
practice of business continuity management

Supplier audits:

Evaluate your supply chain'’s efficiency
and effectiveness when it comes to
business continuity

Internal audits:

Assess your business’s internal processes
for compliance with the business continuity
management standard

Hybrid audits:

Get the best of in-person and remote
audits for a more sustainable, agile and
streamlined service

Features and benefits:
Download a breakdown of the features
and discover the benefits of ISO 22301

Advice:
Read out top ten tips for business
continuity management

Self-assessment:
Review our self-assessment checklist
for 1ISO22301

How we can
support you

Business Continuity
X Management

Designed to reduce the 150 22301

likelihood of disruptive
incidents and improve your
organization’s resilience,
this standard enables you to
take a proactive approach to
risk management. It helps
you ensure critical functions
remain operational during
times of crisis, minimizing
downtime and improving
recovery time.
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https://www.bsigroup.com/iso-22301-business-continuity/
https://www.bsigroup.com/iso-22301-business-continuity/

