BSI Training Course

Introduction and Implementing ISO/IEC 27001

(Information Security)

An ISMS is a risk management approach to
maintaining the confidentiality, integrity and
availability of the organization’s information. This
one-day, exercise-based course is designed to
promote awareness of :

o The objectives and benefits of information
security
) The requirements of ISO 27001 for ISMS

establishment, implementation, operation,
monitoring, review, maintenance and

improvement

o The advice of ISO 27002 on information
security controls

o An insight into the emerging ISO 27000

series of standards

Course Structure

Introduction to information security management systems (ISMS)
Obijectives of an ISMS

Code of practice ISO 27002:2005

Certification specification ISO 27001:2005

ISO 27001:2005 ISMS implementation methodology

Certification to ISO 27001:2005

The ISO 27000 series of standards

How will I benefit?

o This is the first step towards securing your business against data loss and security breach

o You will gain an understanding of how effective information security can be managed across your
business, and an understanding of how full protection of your company and customer assets will
build stakeholder confidence

o Gain eight Continuous Professional Development (CPD) points

o A robust Information Security Management System (ISMS) will improve and protect your business —
and information security training will enable you to implement an effective and long term ISMS

o Comprehensive quality security controls will build stakeholder confidence

o Information security expertise and knowledge delivers assurance of legal, contractual and ISO
27001 or ISO/IEC 27001 compliance

o Receive full support and training from a world-class BSI tutor

Who should attend?

Senior systems and IT managers

IT security officers and

Consultants introducing ISO 27001 into an organisation.

Designed for those with information security responsibility

Those planning to implement a system or new to managing a system
Anyone working within information security, including consultants.

What will I learn

) Gain insight into what information security means

o Learn to identify, manage and prioritise security objectives and controls for your business
o Understand the purpose of the ISO 27001 standard and how it can benefit your company
o Learn about the commercial pressures of certification and penalties for non-compliance



To support, strengthen and update your information security knowledge

To establish and assess your information security needs and objectives

To identify and evaluate company information assets

To identify and evaluate risks to these assets and their impact

To define appropriate policies and procedures and implement them

To complete supporting Information Security Management System (ISMS)

To put in place and deliver awareness training

To complete the certification process and produce an ISMS Project Implementation Plan

Venue

Training Center PT. BSI Group Indonesia

Menara Bidakara 2, 17 Floor — Unit 5

JI. Gatot Subroto Kav. 71 — 73, Komplek Bidakara, Pancoran, Jakarta Selatan

Investment:
IDR 7.000.000 / participant*
Facilities: lunch, coffee break 2x, training kits, training material, certificate

Other Related Training
e ISO/IEC 27001 Internal Auditor
e ISO/IEC 27001 Lead Auditor

Contact Us :

Menara Bidakara 2, 17" Floor, Unit 5
JI. Jend. Gatot Subroto Kav. 71 — 73
Komplek Bidakara, Pancoran
Jakarta Selatan 12870

Indonesia

T:+6221 8379 3174 - 77

Info.indonesia@bsigroup.com
bsigroup.co.id
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