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Business Continuity standardisation and CNI

» Resilience and continuity increasingly important to government

» Current focus on community resilience, disaster resilience, mass evacuation, awareness-raising, and issues around
spontaneous volunteers arriving at major incidents

» Existing standards in area include:
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The BSI Story

* Vision Our aim is to be the global business improvement partner of choice
* Belief: We help organizations embed habits of excellence in their products,

processes and people @

* Behaviour: By defining what good looks like and developing best practice
solutions that improve their performance, manage their risks and
help them grow sustainably

* Benefits: These elements lead to Organizational Resilience — an
organization that is agile, adaptable, robust and competitive and
can ‘pass the test of time’'.

b Cepyright © 2015 BSI. All rights reserved.
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What is: Organizational Resilience?

* BSI believes that Organizational Resilience is achieved
through:

Product Excellence

Process Reliability N

And the right People Behaviours

PRODUCT PROCESS

ORGANIZATIONAL

* To deliver these, we have chosen to focus on the RESILIENCE
following domains:

Operational Resilience

Information Resilience PEOPLE

Supply Chain Resilience

» The key benefits are:
Strategic adaptability, Agile leadership, 3. Robust governance ...

.......... and Continual Improvement
b Cepyright © 2015 BSI. All rights reserved.
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Organizational Resilience: Domain definitions

* Operational Resilience is the ability of an organization to address customers’ needs over time,
managing operations and governing the business via robust processes and valued people,
continuously striving for improvements on performance and sustainability matters.

* Information Resilience is the management of an organization’s information including physical,
Intellectual Property and digital, throughout its lifecycle, from source to destruction, allowing
stakeholders to store, access and use information securely and effectively.

« Supply Chain Resilience is the ability to quantify and mitigate supply chain risks, including
procurement, manufacturing, transportation and sales life cycle minimizing disruption impact and
protecting a firm’s global operational, financial and reputational exposures.
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BSI solutions: Knowledge, Training, Assessment and Advisory

Governing your business

Addressing your

Running your business
customer needs

PRODUCT
Managing & securing _ _
Protecting brand reputation

information ORGANIZATIONAL
Protecting Ensuring supply chain
infrastructure continuity

PEOPLE

Enabling trust &
reputation

Ensuring regulatory
compliance
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Mitigating social risk



Domain 1: Operational Resilience — ExXistine

Addressing your
Customer needs

Governing

your business

Running
your business

Portfolio

Valuing
your people

[ ) ( Various standards: 1SO 10002 \ ( Various standards: Various standards — all \ (f Various standards, incl
Customer Satisfaction, BS BS65000/15S022316, I1SO 31000 listed below knowledge mgmt, BS 76000
Knowledge 8543 Complaints Handling Risk mgnt, BS 11200 crisis mgnt; Human Capital Management,
BS 13500 Governance PAS 3000 Smart Working
1. Mgt Sys training below* 1. Mgt Sys training below* 1. Mgt Sys training below* 1. Mgt Sys training below*
2. Lean Six Sigma 2. Risk mgnt (1SO 31000) 2. Six Sigma 2. BSI Certified auditor programme
Training 3. Regulation related (HC) 3. Senior leadership
(9001/14001)
1. Quality (1SO 9001 and sector 1. Quality (1SO 9001 and sector 1. Quality (ISO 9001 and sector 1. Quality (1SO 9001 and sector
derivatives)™* derivatives)™* derivatives)™* derivatives)*
2. Environment (14001)* 2. Anti-bribery (10500)* 2. Collaborative rel. (11000)* 2. Collaborative relationships
3. Product Certification 3. Business continuity (22301)* 3. Business continuity (22301)* (11000)*
(Kitemark/CE) 4. Asset management (55001)* 4. Environment (14001)* 3. Road traffic safety (39001)*
4. Customer satisfaction (10002)* || 5. Environment (14001) 5. Product certification 4. Anti-bribery (10500)*
5. Supply chain (28001) 6. Information security (covered in (Kitemark /CE) 5. OHSAS (18001)*
Assessment] | 5. Food - FSSC 22000 plus other to Information Resilience) 6. Supply Chain audits 6. Product Certification (PPE/safety
food specific* 7. Asset mgnt (55001)* equipment)
8. Energy mgnt (50001)*
9. Food - FSSC 22000 plus other
food specific*
Advisor 1. EHS Consultancy 1. Risk and knowledge mgnt tool ||{1. EHS Consultancy 1. Entropy knowledge module
y
(entropy) 2. Entropy 2. H&S Consultancy
2. Supply chain management 3. Supply chain verification
. - AN ’ I J\ J

bsi.
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Domain 1: Operational Resilience — ExXistine

Addressing your

Customer needs

Governing
your business

Running
your business

Portfolio

Valuing
your people
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Customer Satisfaction, BS BS65000/1S022316, 1SO 31000 listed below knowledge mgmt, BS 76000
Knowledge 8543 Complaints Handling Risk mgnt, BS 11200 crisis mgnt; Human Capital Management,
BS 13500 Governance PAS 3000 Smart Working
1. Mgt Sys training below> 1. Mgt Sys training below* 1. Mgt Sys training below* 1. Mgt Sys training below*
2. Lean Six Sigma 2. Risk mgnt (1SO 31000) 2. Six Sigma 2. BSI Certified auditor programme
Training 3. Regulation related (HC) 3. Senior leadership
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derivatives)* derivatives)* derivatives)™* derivatives)*
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(Kitemark/CE) 4. Asset management (55001)* 4. Environment (14001)* 3. Road traffic safety (39001)*
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Assessment] | 5. Food - FSSC 22000 plus other to Information Resilience) 6. Supply Chain audits 6. Product Certification (PPE/safet)
food specific* 7. Asset mgnt (55001)* equipment)
8. Energy mgnt (50001)*
9. Food - FSSC 22000 plus other
food specific*
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(entropy) 2. Entropy 2. H&S Consultancy
2. Supply chain management 3. Supply chain verification
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Domain 2: Information Resilience — Existing Portfolio

Managing Protecting Securing Enabling Ensuring Safeguarding
it i Inf i : trust & regulatory
( AT /" N/ _ . .
1. Various standards 1. Various standards 1. Various standards 1. Various standards || 1. Various standards 1. Various standards
Knowledge
Training 1. * Mgt Sys training || 1. * Mgt Sys training [|1. * Mgt Sys training 1. * Mgt Sys training || 1. * Mgt Sys training 1. * Mgt Sys training
below below below below below below
2. Risk mgnt (31000)
1. Info sec. (27)* 1. Info security (27)* |J|1. Info sec. (27)* 1. Info sec. (27)* 1. Data protection 1. Busi. Continuity
2. Star — Cloud* 2. CSA Star — Cloud* |}2. Star — Cloud* 2. Star — Cloud* (10012)* (22301)*
3. Electronic data 3. Info Service (20)* ||3. Data protection 3. Info Ser. (20)* 2. PCIDSS 2. Anti-bribery
(10008)* 4. Coll. Relationships (10012)* 4. Busi. Continuity (10500)*
4. Busi. Continuity (11)* 4. Busi. Continuity (22301)* 3. Personal Info
Assessment (22301)* 5. PCIDSS (22301)* I5. Coll. Relationships (27018)*
5. Info Ser. (20)* 5. Personal Info (11)*
6. Personal Info (27018)* |6. Anti-bribery (10500)*
(27018)* 16. Kitemark SDT 7. PCIDSS
8. Supply Chain PAS
7000
; 1. Some DPA 1. Some minor work onfl} 1. BRISK Risk 1. Some DPA 1. Entropy knowledge
Advisory " :
assessments Vulnerability analysis Assessment assessments module
and Pen. testing 2. BCM
. _ J\L I\ _(VAPT) J\_ J\L J\L Y,

J
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Domain 2: Information Resilience — Existing Portfolio

Managing Protecting Securing Enabling Ensuring | safeguarding
it i Inf i : trust & regulatory
[ Y4 Y4 Y4 _ (. _ @ _
1. Various standards | Z. Various standards \|1. Various standards 1. Various standards || 1. Various standards) || 1. Various stanaards
Knowledge
Training 1. *Magt Sys training || 1. * Mgt Sys training |L. * Mgt Sys training 1. * Mgt Sys training || 1. * Mgt Sys training || 1. * Mgt Sys training
below below below below below below
2. Risk mgnt (31000)
1. Info sec. (27)* 1. Info security (27)* \\1. Info sec. (27)* 1. Info sec. (27)* . Data protection 1. Busi. Continuity
2. Star — Cloud* 2. CSA Star — Cloud* \|2. Star — Cloud* 2. Star — Cloud* (10012)* (22301)*
3. Electronic data 3. Info Service (20)* \\3. Data protection 3. Info Ser. (20)* . PCIDSS 2. Anti-bribery
(10008)* 4. Coll. Relationships (10012)* 4. Busi. Continuity (10500)*
4. Busi. Continuity (11)* 4. Busi. Continuity (22301)* 3. Personal Info
Assessment (22301)* 5. PCIDSS (22301)* 5. Coll. Relationships (27018)*
5. Info Ser. (20)* 5. Personal Info (11)*
6. Personal Info (27018)* 6. Anti-bribery (10500)7
(27018)* 6. Kitemark SDT 7. PCIDSS
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7000
Advisory 1. Some DPA 1. Vuilnerability analysis\| 1. BRISK Risk . Some DPA 1. Entropy knowledge
assessments and Pen. testing Assessment assessments module
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G . J\L J\L J J \L J
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Domain 3: Supply Chain Resilience — Existing Portfolio

Mitigating

Social Risk

Minimizing
Security Risk

Ensuring
Supply Chain
Continuity

bsi.

, \/ N/ N/ A
1. Domain expertise 1. Domain expertise 1. Domain expertise
Knowledge|| 2. Intelligence IP (SCREEN) 2. Intelligence IP (SCREEN) 2. Intelligence IP (SCREEN)
1. Customised Supply Chain 1. C-TPAT (LMS eLearning, onsite) || 1. Customised Training Capacity
L Auditing (PAS 7000) 2. Supply Chain Auditing (PAS Building (BCM, PA 7000, Anti-
Training 7000) bribery)
2. Supply Chain Auditing (PAS
7000)
1. Human rights 1. C-TPAT/AEO/PIP 1. BCM resilience
2. Conflict minerals 2. BSI VerifEye profile 2. BSI VerifEye profile
Assessment!| 3. FCPA 3. Client specific programmes 3. Client specific programmes
4. BSI VerifEye profile
5. Client specific programmes
1. Reputation risk (CSR, 1. Financial risk modelling 1. BCM best practice sharing
Advisory suppliers, environmental, 2. Enterprise risk assessment
OHS, anti-bribery) 3. Product risk assessment
2. Capacity building/continuous Government trade compliance
improvement (C-TPAT, AEO/PIP)
I\ J\_ J\ y
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Domain 3: Supply Chain Resilience — Existing Portfolio

Mitigating

Social Risk

Minimizing
Security Risk

Ensuring
Supply Chain
Continuity

bsi.
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1. Domain expertise 1. Domain expertise 1. Domain expertise
Knowledge|| 2 /ntelligence IP (SCREEN) 2. Intelligence IP (SCREEN) 2. Intelligence IP (SCREEN)
1. Customised Supply Chain 1. C-TPAT (LMS eLearning, onsite) || 1. Customised Training Capacity
L Audliting (PAS 7000) 2. Supply Chain Auditing (PAS Building (BCM, PA 7000, Anti-
Training 7000) bribery)
2. Supply Chain Auditing (PAS
7000)
1. Human rights 1. C-TPAT/AEO/PIP 1. BCM resilience
2. Conflict minerals 2. BSI VerifEye profile 2. BSI VerifEye profile
Assessmentl | 3 FcrA 3. Client specific programmes 3. Client specific programmes
4. BSI VerifEye profile
5. Client specific programmes
1. Reputation risk (CSR, 1. Financial risk modelling 1. BCM best practice sharing
Advisory suppliers, environmental, 2. Enterprise risk assessment
OHS, anti-bribery) 3. Product risk assessment
2. Capacity building/continuous Government trade compliance
improvement (C-TPAT, AEO/PIP)
J\ J\ J\_ Y,
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Final thoughts.....

* CNI programs are vital and BSI is expert in this area.
* We have authored most of the leading standards to protect CNI and are developing many more.

* We have developed products, services and solutions to enable CNI organisations to become
RESILIENT, thereby delivering sustainable high performance and continuous improvement- truly
passing the test of time.

* We have Knowledge, Training, Assessment and Advisory services for many key standards including:
 Information Security, Crisis Management and Business Continuity

It will be our pleasure and indeed our privilege to discuss these further with you.
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